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https://www.blackhat.com/us-17/arsenal/schedule/index.html#game-of-drones-putting-the-emerging-drone-defense-market-to-the-test---arsenal-theater-demo-7861



2 

1. The Danger Drone by Bishop Fox 
 

2. Crazy State of Drone Defense Market 
 

3. Drone Legal Landscape 
 
4. Future Is Gonna Be Awesome 
 

OVERVIEW 
Agenda 
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MOTIVATIONS BEHIND THIS TALK 
No Such Thing as Drone Defense ‘Best Practices’ 

• Companies are beginning to implement 1st generation drone defense solutions / products 
o P r e v i o u s  p r o o f  o f  c o n c e p t s  h a v e  a l r e a d y  d e m o n s t r a t e d  t h a t  t h e  t h r e a t  i s  r e a l  

 
• There are no ‘best practices’ or proven methods for defense against drones 

 
• Practical pentesting tools are needed to test the effectiveness of these new ‘drone 

defense’ deployments 
o S e p a r a t i n g  r e a l  c o u n t e r m e a s u r e s  f r o m  s n a k e  o i l  
o M u s t  b e  c h e a p ,  e a s y  t o  b u i l d ,  a n d  e a s y  t o  l e a r n  h o w  t o  u s e  f o r  s e c u r i t y  p r o f e s s i o n a l s  

Presenter
Why – Shutterstock
http://www.shutterstock.com/pic-310933958/stock-photo-hand-writing-why-question-with-marker-business-concept.html?src=f078pkDcg6dttAgZccrUxw-1-45



DANGER DRONE 
FOR PENETRATION TESTERS 
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FREE PENTESTING DRONE FROM BISHOP FOX 
Welcome to the Danger Drone 

• https://www.bishopfox.com/resources/tools/drones-penetration-testers/ 

Raffle: http://tiny.cc/dangerdrone 

Presenter
Play video

https://www.bishopfox.com/resources/tools/drones-penetration-testers/
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HACKING PERIPHERALS – ADD-ON USB EXAMPLES 
Parts – Hacking ‘Over the Air’ 

• Custom 3D printed “3rd shelf” is convenient for attaching hacking USB peripherals: 

 

TP-Link TL-WN722N 

3D Printed 3rd Shelf 

Presenter
2.5M – Standoffs
https://www.amazon.com/gp/product/B01BQUOL9S
https://www.amazon.com/gp/product/B01BQW89GW/

WiFi Pineapple Nano:
https://hakshop.myshopify.com/collections/wifi-pineapple-kits/products/wifi-pineapple?variant=81044992
https://hakshop.myshopify.com/collections/wifi-pineapple-kits/products/antenna-upgrade-for-wifi-pineapple-nano

TP-Link TL-WN722N 150Mbps High Gain Wireless USB Adapter
http://www.amazon.com/gp/product/B002WBX9C6/

Wi-Spy DBx Pro - USB Spectrum Analyzer with Chanalyzer Pro Software
http://www.metageek.com/products/wi-spy/
http://files.metageek.net/marketing/data-sheets/MetaGeek_Wi-Spy-Chanalyzer_DataSheet.pdf
http://www.toolswatch.org/2011/02/wi-spy-wifi-landscape-visualization/
http://www.amazon.com/Wi-Spy-DBx-Pro-Spectrum-Chanalyzer/dp/B00ATZE0ZM/
Bought for $679.99 on 02Jun2015 with Fran’s BishopFox Amex

HackRF One
https://www.amazon.com/HackRF-Software-Defined-ANT500-Antenna/dp/B01H3T2U7G/
https://hakshop.myshopify.com/products/hackrf
https://store.ryscc.com/collections/all/products/hackrf-one-kit

Bluetooth Low Energy - Hacking - Ubertooth One
http://ubertooth.sourceforge.net/
http://ubertooth.sourceforge.net/hardware/zero/
http://ubertooth.sourceforge.net/hardware/one/
https://hakshop.myshopify.com/products/ubertooth-one
http://ubertooth.sf.net/
https://github.com/greatscottgadgets/ubertooth/releases
http://www.shmoocon.org/schedule#ubertooth

SENA UD100 industrial Bluetooth USB adapter
https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/accessories/sena-ud100-industrial-bluetooth-usb-adapter/
Supports Bluetooth monitoring with a range up to 1000 feet. Detachable SMA-style antenna. Compatible with all Pwn Plugs.
External high-gain Bluetooth supporting packet injection (up to 1000′)
PwnieExpress – Comes with PwnPad.  We have 2.
More info:
https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/sensors/pwn-pad-2014/


Atmel - ZigBee Hacking Gear
http://www.digikey.com/product-search/en?keywords=ATAVR-SOAKIT
http://www.digikey.com/product-search/en?keywords=AVR%20Dragon
http://www.digikey.com/product-search/en?keywords=rzusbstick
http://www.digikey.com/product-search/en?lang=en&site=US&WT.z_homepage_link=hp_go_button&KeyWords=ATAVRRZUSBSTICK&x=0&y=0
http://www.atmel.com/tools/AVRDRAGON.aspx
http://www.atmel.com/tools/atsoakit.aspx
http://www.atmel.com/tools/RZUSBSTICK.aspx
http://www.digikey.com/product-search/en?keywords=S9015E-05
http://www.digikey.com/product-search/en?keywords=H3AAH-1018G-ND
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HACKING PERIPHERALS – ADD-ON USB EXAMPLES 
Parts – Hacking ‘Over the Air’ 

Atmel – ZigBee Hacking Gear 

SENA UD100 Bluetooth USB 

HackRF One:  
Software Defined Radio 

TP-Link TL-WN722N 

Wi-Spy DBx Pro –  
USB Spectrum Analyzer 

• Wi-Fi 
• Bluetooth 
• RFID / NFC 
• ZigBee 
• Software Defined Radio 
• Wireless Keyboard Sniffers 
• ...  

Bluetooth 4.0 USB Micro 
Adapter (CSR 8510 Chipset) 

Asus USB-N53 
(dual band) 

WiFi Pineapple Nano 

Presenter
WiFi Pineapple Nano:
https://hakshop.myshopify.com/collections/wifi-pineapple-kits/products/wifi-pineapple?variant=81044992
https://hakshop.myshopify.com/collections/wifi-pineapple-kits/products/antenna-upgrade-for-wifi-pineapple-nano

TP-Link TL-WN722N 150Mbps High Gain Wireless USB Adapter
http://www.amazon.com/gp/product/B002WBX9C6/

For 5GHz:
Asus Dual Band (2.4GHz 300Mbps/5GHz 300Mbps) Wireless-N USB Adapter with Graphical Easy Interface (USB-N53)
http://www.amazon.com/Asus-Wireless-N-Graphical-Interface-USB-N53/dp/B005SAKW9G/

Wi-Spy DBx Pro - USB Spectrum Analyzer with Chanalyzer Pro Software
http://www.metageek.com/products/wi-spy/
http://files.metageek.net/marketing/data-sheets/MetaGeek_Wi-Spy-Chanalyzer_DataSheet.pdf
http://www.toolswatch.org/2011/02/wi-spy-wifi-landscape-visualization/
http://www.amazon.com/Wi-Spy-DBx-Pro-Spectrum-Chanalyzer/dp/B00ATZE0ZM/
Bought for $679.99 on 02Jun2015 with Fran’s BishopFox Amex

HackRF One
https://www.amazon.com/HackRF-Software-Defined-ANT500-Antenna/dp/B01H3T2U7G/
https://hakshop.myshopify.com/products/hackrf
https://store.ryscc.com/collections/all/products/hackrf-one-kit

Crazyradio PA Dongles – 2.4Ghz nRF24LU1+ USB radio dongle
https://www.amazon.com/SeeedStudio-Crazyradio-2-4Ghz-Dongle-Antenna/dp/B00VYA3A2U
http://www.keysniffer.net/faq/


Bluetooth 4.0 USB Micro Adapter (CSR 8510 Chipset)
https://www.amazon.com/gp/product/B00CG94OW8/

Bluetooth Low Energy - Hacking - Ubertooth One
http://ubertooth.sourceforge.net/
http://ubertooth.sourceforge.net/hardware/zero/
http://ubertooth.sourceforge.net/hardware/one/
https://hakshop.myshopify.com/products/ubertooth-one
http://ubertooth.sf.net/
https://github.com/greatscottgadgets/ubertooth/releases
http://www.shmoocon.org/schedule#ubertooth

SENA UD100 industrial Bluetooth USB adapter
https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/accessories/sena-ud100-industrial-bluetooth-usb-adapter/
Supports Bluetooth monitoring with a range up to 1000 feet. Detachable SMA-style antenna. Compatible with all Pwn Plugs.
External high-gain Bluetooth supporting packet injection (up to 1000′)
PwnieExpress – Comes with PwnPad.  We have 2.
More info:
https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/sensors/pwn-pad-2014/


Atmel - ZigBee Hacking Gear
http://www.digikey.com/product-search/en?keywords=ATAVR-SOAKIT
http://www.digikey.com/product-search/en?keywords=AVR%20Dragon
http://www.digikey.com/product-search/en?keywords=rzusbstick
http://www.digikey.com/product-search/en?lang=en&site=US&WT.z_homepage_link=hp_go_button&KeyWords=ATAVRRZUSBSTICK&x=0&y=0
http://www.atmel.com/tools/AVRDRAGON.aspx
http://www.atmel.com/tools/atsoakit.aspx
http://www.atmel.com/tools/RZUSBSTICK.aspx
http://www.digikey.com/product-search/en?keywords=S9015E-05
http://www.digikey.com/product-search/en?keywords=H3AAH-1018G-ND


Wireless Keyboard Sniffers
http://www.darknet.org.uk/2016/07/2016-wireless-keyboard-security-still-sucks/
http://www.keysniffer.net/
http://samy.pl/keysweeper/



DEMO 

Presenter
Demo videos and live demo of Danger Drone.
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FLY-BY DRONE EXPLOITATION, HIT AND RUN HACKING 
DEMO:  Exploiting Wireless Mouse via Drone  

• http://dangerdrone.io/ 

+ 
https://github.com/insecurityofthings/jackit 

Presenter
Play video
https://www.bishopfox.com/resources/tools/drones-penetration-testers/
https://github.com/insecurityofthings/jackit
https://github.com/BastilleResearch/keysniffer

CrazyRadio:
https://www.amazon.com/gp/product/B00QBP5242/
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CHEAPER, LIGHTER, AND CUSTOMIZABLE (EXTRA SHELVES / SPACE) 
3D Designs 

• http://www.thingiverse.com/bishopfox/designs 

 

Presenter
We’ll be releasing the design files on BF thingiverse:
http://www.thingiverse.com/bishopfox/designs
http://www.thingiverse.com/thing:1733953

From Erle - .stl files:
https://github.com/erlerobot/erle-copter-3D
https://github.com/erlerobot/3d-support/tree/master/Erle-Brain%202%20Case

2.5M – Standoffs Screws
https://www.amazon.com/gp/product/B01BQUOL9S
https://www.amazon.com/gp/product/B01BQW89GW/
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• Raspberry Pi based copters have the obvious appeal of being heavily developed and supported by 
both the drone and hacker communities.  

• The 2 most popular Raspberry Pi based flight controllers are the Erle-Brain 3 and the Navio 2: 

 

HEAVILY SUPPORTED IN DRONE AND HACKER COMMUNITIES 
Drone Brain = Raspberry Pi 

9 8 Navio2 Erle-Brain 3 

Presenter
Erle-Brain 3:
http://erlerobotics.com/blog/product/erle-brain-3/
https://erlerobotics.com/blog/product/erle-brain-v2/
http://erlerobotics.com/docs/Robots/Erle-Copter/Assembly_|_Montaje/Erle-Brain_2/index.html
http://erlerobotics.com/docs/Artificial_Brains/Erle-Brain_2/index.html
http://erlerobotics.com/docs/Artificial_Brains_and_Autopilots/Erle-Brain_2/Intro.html
https://erlerobotics.com/blog/product/erle-copter-diy-kit/
http://erlerobotics.com/blog/erle-copter/
http://erlerobotics.com/docs/Robots/Erle-Copter/index.html
http://ardupilot.org/copter/docs/common-erle-brain-linux-autopilot.html
http://ardupilot.org/copter/docs/common-erle-brain2-wiring-quick-start.html#erle-brain2-wiring-chart
More:
https://github.com/erlerobot/ardupilot
http://dronecode.org/
http://erlerobotics.com/blog/faqs


Navio2:
http://ardupilot.org/copter/docs/common-navio2-overview.html




12 

CHEAPER TO BUILD YOURSELF - SLIGHTLY 
Parts and Pieces – Piecemeal 

Bishop Fox – Danger Drone Research – Parts Lists, Assembly, and Config Guidance see: 
• https://www.bishopfox.com/resources/tools/drones-penetration-testers/ 

• Essentially starting with working / flying Erle-Copter and then 
adding hacking capability (without breaking flying ability): 
• Adding Hardware – e.g. USB peripherals to Raspberry Pi, shelves 

• Adding Software – e.g. drivers, config changes, installs, etc. 

$490.53 

Presenter
Parts – Links:
https://erlerobotics.com/blog/product/erle-brain-v2/
http://www.hobbyking.com/hobbyking/store/__76928__Ublox_Neo_M8N_GPS_with_Compass.html
http://www.hobbyking.com/hobbyking/store/__62710__Turnigy_TGY_i6_AFHDS_Transmitter_and_6CH_Receiver_Mode_2_.html
http://www.getfpv.com/tiger-motor-6th-anniversary-limited-edition-4x-mn2213-motors-2x-pairs-t9545-props.html
http://www.hobbyking.com/hobbyking/store/__55560__HKPilot_Transceiver_Telemetry_Radio_Set_V2_915Mhz_.html
https://www.amazon.com/dp/B00RCXPYB8?psc=1
https://www.amazon.com/Andoer-Brushless-Multicopter-Qudcopter-Helicopter/dp/B00LNSBID6/
https://www.amazon.com/gp/product/B00XJFXYG0/
https://www.amazon.com/Ericoco-Supply-Module-Controller-ARDUPILOT/dp/B01E50I9PI/
http://www.hobbyking.com/hobbyking/store/__62753__PPM_Encoder_Module_HKPilot_32.html

Quadcopter Power Distribution Board XT60 XT-60 20a Quad Mutlicopter 3.5mm 
https://www.amazon.com/gp/product/B00QGCILK2/

Erle Copter – Parts and Assembly Help:
https://erlerobotics.com/blog/product/erle-copter-diy-kit/
https://erlerobotics.com/blog/product/erle-brain-v2/
http://erlerobotics.com/docs/Robots/Erle-Copter/Assembly_|_Montaje/Erle-Brain_2/EN.html
http://erlerobotics.com/docs/Artificial_Brains_and_Autopilots/Erle-Brain_2/Intro.html
http://ardupilot.org/copter/docs/common-erle-brain2-wiring-quick-start.html#erle-brain2-wiring-chart

Erle – Products List (individual parts):
https://erlerobotics.com/blog/tienda/
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LOTS OF NEW TARGETS FOR ‘OVER THE AIR’ ATTACKS 
IoT = Target Rich Environment 

+ = 
Danger Drone 

Target Rich Environment 

Internet of Things (IoT) 

• Ideal platform to launch ‘over the air’ attacks against new IoT products popping up in both the home & office 

• Drone hacking threats need to be considered by consumers, security pros, and IoT product manufacturers   

 



IN THE NEWS 
DRONE-STRAVAGANZA 
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THREATS EVOLVING, NOW DEFENSES NEED TO AS WELL 
Data Exfiltration Via Drones and Lights 

Feb 2017 

SecurityAffairs.co - Researchers exfiltrate data with drone by blinking the LEDs on the hard drives - 23Feb2017 
• http://securityaffairs.co/wordpress/56583/breaking-news/data-exfiltration-hdd-leds.html 

Presenter
SecurityAffairs.co - Researchers exfiltrate data with drone by blinking the LEDs on the hard drives - 23Feb2017
http://securityaffairs.co/wordpress/56583/breaking-news/data-exfiltration-hdd-leds.html
https://www.youtube.com/watch?v=4vIu8ld68fc
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THREATS EVOLVING, NOW DEFENSES NEED TO AS WELL 
Military and Drones 

Mar 2017 
The Verge - A US ally shot down a $200 drone with a $3 million Patriot missile - 16Mar2017  

“Flying IED’s” 

Presenter
http://www.theverge.com/2017/3/16/14944256/patriot-missile-shot-down-consumer-drone-us-military
http://defense-update.com/20170306_drone_ieds.html
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DRONE-SHANK REDEMPTION 
Prison Break Thanks to Drone 

July 2017 USA Today - Jimmy Causey, escaped inmate, likely used wire cutters dropped by drone - 07July2017  

Presenter
https://www.usatoday.com/story/news/2017/07/07/prison-officials-say-escaped-inmate-likely-used-wire-cutters-dropped-drone/459828001/
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FIRST RESPONDERS AND EMERGENCY SERVICES NEED DRONE DEFENSES 
Forced to ‘Let It Burn’ 

July 2017 
AZCentral.com - Arrest made in drone flights over Goodwin Fire - 01July2017  

The face of the 

new threat of 

rogue drones. 

Presenter
http://www.azcentral.com/story/news/local/arizona-wildfires/2017/07/01/arrest-made-drone-flights-over-goodwin-fire/446080001/



DRONE DEFENSE 
MARKET 
EMERGING MARKET OVERVIEW 
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BY PRODUCT TYPE - EMERGING LEADERS IN ‘ROGUE DRONE’ DEFENSE 
Drone Defenses - Categories 
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INSIDE LOOK AT WHO ARE CONSIDERED EMERGING LEADERS IN ‘ROGUE DRONE’ DEFENSE 
Examples: Common Drone Defenses 

Eagles Trained to Hunt Drones Net Cannons Hunter Drones Shooting Nets 

Hunter Drones Shooting Nets Drones Swooping with Big Nets Jammer Cannons 
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Fortune.com - Drone Sales Are about To Go Crazy - FAA Projects 
Drone Sales To Soar By 2020 - 25Mar2016 

• “The FAA believes that 2017 will be the big turning point in drone 

adoption by businesses, which use them for everything from scanning 

power lines to inspecting rooftops for insurance companies. 

Commercial sales are expected to reach 2.5 million, after which sales 

will increase only slightly for the next few years.” -- Forbes 

https://www.faa.gov/data_research/aviation/aerospace_forecasts/medi
a/Unmanned_Aircraft_Systems.pdf  

• “Drone sales are expected to grow from 2.5 million this year to 7 million 

in 2020, according to report released this week by the Federal Aviation 

Administration...  Hobbyist sales will more than double from 1.9 million 

drones in 2016 to 4.3 million in 2020, the agency said. Meanwhile, 

business sales will triple over the period from 600,000 to 2.7 million.” 

 

EVERYONE WANTS A PIECE OF THAT FUTURE ANTI-DRONE DEFENSE MARKET $$$ 
Drone and Defenses Markets Growing 

Presenter
http://fortune.com/2016/03/25/federal-governmen-drone-sales-soar/
https://www.faa.gov/data_research/aviation/aerospace_forecasts/media/Unmanned_Aircraft_Systems.pdf
http://blog.executivebiz.com/2016/03/reportlinker-global-anti-drone-market-to-reach-1-14b-by-2022/
https://www.droneshield.com/sites/default/files/JAW_Drop_V27_04-25-17.pdf
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INSIDE LOOK AT WHO ARE CONSIDERED EMERGING LEADERS IN ‘ROGUE DRONE’ DEFENSE 
Drone Defenses Gone Wild 

Drone Defenses:   
~86 products 
researched 

Presenter
~86 drone defense products researched:

3DEO - Rogue Drone Detection and Mitigation – LIDAR Detection	22
Aaronia - Drone Detector - Real-time RF Emission Measurements	20
Adsys Controls Inc - Sat32 - Aerial Surveillance	21
Advanced Protection Systems (APS) - DetectDrones.com - SafeSky - Drone Detection and Neutralization System	25
AeroTargets International - Gnat Counter-UAS (C-UAS) System	26
American Airspace Systems - One-Touch Interceptor TI – Drone-Mounted Net Cannon to Snag Other Drones	22
ApolloShield Anti-Drone Systems (Formerly AirFence) – CyberBox and Command Center - sends unauthorized drones a "go home" command	27
Aveillant - Gamekeeper 16U - Counter-UAS Holographic Radar	20
BigUrb - Tactical Net Gun
Black Sage - UAVX -  BST-UAVX - AI-Based Counter-UAV Radar Detection and Video Tracking System (built with SpotterRF)	20
Blighter - AUDS (Anti-UAV Defence System) – Detect, Track, Disrupt, Defeat	25
Boeing - Compact Laser Weapons System – Anti-Drone Laser Gun	27
C Speed LLC - LightWave Radar - Primary Surveillance Radar	21
CerbAir – DroneWatch – Multi-sensor Detection	20
Chess Dynamics Ltd - AUDS Anti-UAV Defence System	21
China’s $19k Drone-Jamming Gun – 28Mar2017	24
CODA Enterprises - Net Gun	24
CTS Technology – Drone Jammer Gun	25
DDC LLC - Domestic Drone Countermeasures - Drone Detection Systems	20
DeDrone.com - Hardware Products - Advanced drone detection and warning device	19
DeTect – DroneWatcher - Drone Detection Products	20
Digital RF – Cell-block – Drone Detection and Prevention	25
DIY - Drone Net Gun - Feb2017	24
Dronatec – D-FENCE - UAV CounterMeasure Systems	20
Drone Defense UK - Dynopis E1000MP - Man Portable Drone Jammer	24
Drone Defense UK – Net Gun X1 – Short-range, flashlight- looking net gun	24
Drone Go Home (DGH) - Drone Detection & Containment Solutions	27
Drone Labs, LLC – DroneDetector.com – Multi-Sensor	21
Drone Shield – DroneGun – Signal Jammin Drone Cannon	24
DroneCatcher - DelftDynamics – Drone with Net Cannon	22
DroneDefender - Battelle - Electromagnetic Gun that Shoots Down Drones	24
DroneShield - Drone Acoustic Detection Technology, Alerts, and Digital Evidence Collection	19
Elbit Systems - ReDrone - Detection an Neutralization System	26
Excipio - Net Gun Drone - theissuav.com	23
Fortem - DroneHunter - Formerly Excipio - Counter Drone Shooting Nets
Gryphon Sensors - Skylight - Drone Detection and Tracking	20
Guard From Above - Using birds of prey to intercept hostile drones	22
H.P. Wüst – Direct Digital Synthesis SWEEP signal generators - Jammer Systems	25
Hensoldt.net - Xpeller - Counter UAV System (formerly Airbus - Defense and Space - EBS)	25
HiGH + MiGHTY – SKYNET - Anti-Drones.net - Anti-Drone Rifle - Jamming	25
Israel Aerospace Industries (IAI) -  ELTA Systems - Drone Guard - ELI-4030 - Lightweight Drone Detection Radar & Tactical Communication Jammer	26
Kelvin Hughes Limited - SharpEye SxV Radar - Drone Detection	22
Leonardo-Finmeccanica - Selex ES - Falcon Shield - Counter UAV (C-UAV)	26
Liteye Systems - AUDS Counter UAV System - Detect, Track, and Disrupt	25
Lockheed Martin – ALADIN/ATHENA/ICARUS – Laser Weapon Systems / Directed Energy	27
MAKE - Build a Raspberry Pi Drone Gun - May2016	25
Maldrone - First Backdoor for Drones - Jan2015	26
Malou Tech - Drone Interceptor MP200 – Drone with Net, Catches Your Drone In It	23
MBDA - Laser Effector - Laser Weapons	28
MC2 Technologies - Scrambler 300 - Drone Rifle – Jammer	25
MCTECH - MC-HORIZON - Anti-Drone,Quadcopter,UAV,UAS Jamming system	26
Mesmer - Department 13 - Counter Drone System - Hijack Command and Control Signal	26
Michigan Tech - Robotic Falconry – Drone-Mounted Net Cannon to Snag Other Drones	23
Microflown AVISA – Skysentry - Acoustic Multi-Mission Sensors (AMMSs)	20
Mistral Solutions - Sky Archer - UAV Detection and Classification System (partnered with rinicom)	21
OpenWorks Engineering – SkyWall – SkyWall100 Drone Stopper Gun – Launcher shoots net with parachute at drone	23
ORELIA - Drone-Detector - Acoustic detection systems	20
Patriot Missiles – The $3 million Solution to Your $200 UAV Problem	28
Poly Technologies - Silent Hunter – Laser Weapons System	27
Quanergy Systems – Q-Guard - LiDAR-based X-Drone - Drone Detection	22
Radio Hill - Block 3 Dronebuster and Dronebuster-LE - Jammer Gun	26
Rafael - Iron Beam - Anti-Drone Laser System	27
Raytheon - Phalanx CIWS - Close-in Weapon System - Laser Weapon System	27
Rheinmetall - Oerlikon Skyshield - High Energy Laser	27
Rinicom – SKY PATRIOT – Optics Based UAV Detection	21
Rinicom and METIS Aerospace - SKYPERION – Counter UAV Solution	21
ROBIN Radar Systems - ELVIRA - Drone Detection Radar	21
Rohde & Schwarz - R&S ARDRONIS-I – Drone Detection	21
SAAB Group – Giraffee AMB Radar – Enhanced Anti-UAS - ELSS (Enhanced Low, Slow, and Small)	21
Search Systems – SparrowHawk Phase One - Counter UAV (C-UAV) system - Drone Capture and Recovery - Drone Shooting Net	23
Sensofusion – Airfence – Drone Detection System	19
SESP Group - Drone Defeater - Smart Jamming Solutions	25
SkyJack - Samy.pl - Raspberry Pi drone that autonomously seeks outs, hacks, and takes remote control of other drones	26
SkyNet - Drone Defense - 12 gauge shotgun shell nets for drones	24
SkySafe - Bombards unauthorized drones with radio waves to wirelessly bring them down	26
SkyTracker - by CACI - UAS Precision Tracking System	19
Snake River Shooting Products – Drone Munition – 12 Gauge Shotgun Shells	24
SpotterRF – A2000 Radar - UAVX – Counter Drone	21
Squarehead Technology - DiscovAir - Acoustic Drone Detection	21
SRC, Inc. – Silent Archer - Counter-UAS System	26
TCI International - Blackbird - Drone Detection and Geolocation - Counter UAS System	21
Thales - SQUIRE - surveillance radar	20
The Net Gun - http://www.thenetgunstore.com/	23
Tokyo Police - Dec2015 - Drone Interceptor - Drone With Net to Catch Other Drones:	23
U.S. Navy LaWS - AN/SEQ-3 Laser Weapon System or XN-1 LaWS	27
X Products – Can Cannon –  With Net Gun Modification	24
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INSIDE LOOK AT WHO ARE CONSIDERED EMERGING LEADERS IN ‘ROGUE DRONE’ DEFENSE 
Example:  Marketing a Little Ahead of Itself 

Department 13 - Mesmer - Counter Drone System - 04July2016 - Slide 9 - Competitor’s Matrix 
• http://www.department13.com/wp-content/sharelink/20160704-mesmer---investor-presentation-a5824ff7cc200fd305fee33cbf73c5f1.pdf 

Date of PDF:   
04 July 2016 
 
Date of v1.0 Product Released: 
23 Jan 2017 

Presenter
Department 13 - Mesmer - Counter Drone System - 04July2016 - Slide 9 - Competitor’s Matrix
http://www.department13.com/wp-content/sharelink/20160704-mesmer---investor-presentation-a5824ff7cc200fd305fee33cbf73c5f1.pdf
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REMOTELY HACKING DRONES TO DEFEND AGAINST THEM 
Example:  Marketing a Little Ahead of Itself 

Hijacking command and control signal, or “mesmerizing” the drone (as they say) 

 

Mesmer - Department 13 - Counter Drone System - Hijack Command and Control Signal 
• http://www.department13.com/products/ 

~$200k 

“Mesmerized”??? 

Presenter
Mesmer - Department 13 - Counter Drone System - Hijack Command and Control Signal
http://www.department13.com/products/
https://www.youtube.com/watch?v=HDYwGPmaNxY
http://www.department13.com/wp-content/sharelink/20160704-mesmer---investor-presentation-a5824ff7cc200fd305fee33cbf73c5f1.pdf
http://www.department13.com/wp-content/sharelink/20161102-d13-showcases-mesmer-in-sydney-4d37b597ad6937f671ab9a88301684b7.pdf
http://www.aspecthuntley.com.au/asxdata/20170123/pdf/01821479.pdf

Prices:
Final_Report_Counter_Drone.pdf – pages 95-96
http://www.umasstransportationcenter.org/Document.asp?DocID=281
PDF date:  December 15, 2016
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BISHOP FOX WENT TO THE DESERT TO TEST DRONE DEFENSE PRODUCTS 
Exclusive Video: Drone Defenses Testing 

https://www.wired.com/story/watch-anti-drone-weapons-test/  

+ 

Presenter
https://www.wired.com/story/watch-anti-drone-weapons-test/ 




DRONE DEFENSES 
THERE ARE NO BEST PRACTICES … YET 



DRONE DETECTION & 
ALERTING SYSTEMS 
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• Acoustic 

• Sonic/Ultrasonic 

• LIDAR 

• Radar 

• RF 

• Visual/Optical/Video 

• Infrared (IR) 

LOTS OF WAYS TO FIND ROGUE DRONES 
Drone Detection and Alerting Systems 

• Lasers 

• Thermal 

• WiFi 

• ADS-B (Automatic Dependent 
Surveillance-Broadcast) 

• Holographic Radar 

• … 
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NO BEST PRACTICES, SO PENTEST TOOLS NEEDED TO VALIDATE THESE ARE WORKING 
Drone Defenses Gone Wild 

ZDNet- Cisco chairman backs drone security startup (Dedrone) in $15m Series B round - 14Feb2017  

The Register - Airbus doesn't just make aircraft – now it designs drone killers - 27July2016  

• http://www.dedrone.com 

Presenter
The Register - Airbus doesn't just make aircraft – now it designs drone killers - 27July2016 
http://www.theregister.co.uk/2016/07/27/airbus_designs_drone_killers/

DeDrone – YouTube Channel:
https://www.youtube.com/channel/UC3bYNaCvLmkgq2y2RhyEqTg/videos

DeDrone - Advanced drone detection and warning devices
http://www.dedrone.com
http://www.dedrone.com/en/dronetracker/counter-drone-measures
https://irp-cdn.multiscreensite.com/d7c2e0a2/files/uploaded/20160923%20dronetracker-productlist.pdf

Feb2017 – Dedrone raises $15m in funding:
http://uasmagazine.com/articles/1651/counter-drone-company-dedrone-attracts-15-million-in-new-funds
http://www.zdnet.com/article/cisco-chairman-backs-drone-security-startup-in-15m-series-b-round/
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NO BEST PRACTICES, SO PENTEST TOOLS NEEDED TO VALIDATE THESE ARE WORKING 
Drone Defenses Gone Wild 

Gizmodo - The Next Star Wars Movie Has Recruited a Team of Drones to Protect Its Secrets - 22Feb2016 
Motherboard - Star Wars Ordered a 'DroneShield' to Prevent Leaks On Set - 10Sept2014  
• Why monitor a problem if you don’t do anything about it, though? 

 

DroneShield – Drone Detection and Response Products 
• https://www.droneshield.com/products 

Presenter
Star Wars - Drones Being Used to Illegally Snag Footage of New Star Wars movie filming
Popular Mechanics - Drones Will Guard the Set of Star Wars Episode VIII - 23Feb2016
http://www.popularmechanics.com/culture/movies/a19540/star-wars-episode-viii-set-to-be-guarded-by-drones/
Gizmodo - The Next Star Wars Movie Has Recruited a Team of Drones to Protect Its Secrets - 22Feb2016
http://gizmodo.com/the-next-star-wars-movie-has-recruited-a-team-of-drones-1760542258
Gizmodo - Star Wars Producers Wanted a Fully Operational Drone Defense System - 21Sept2014
http://gizmodo.com/star-wars-producers-wanted-a-fully-operational-drone-de-1637404816
Digital Trends - Anti-drone Drones May Guard the Set of Star Wars Episode VIII - 25Feb2016
http://www.digitaltrends.com/cool-tech/star-wars-drones/
Motherboard - Star Wars Ordered a 'DroneShield' to Prevent Leaks On Set - 10Sept2014
https://motherboard.vice.com/en_us/article/star-wars-ordered-a-droneshield-before-its-set-got-droned
Star Wars Episode 7: The Force Awakens - Scenes Being Filmed - YouTube
https://www.youtube.com/watch?v=jjbkPNVnodc

DroneShield – setup to protect Star Wars filming
https://www.droneshield.com/
https://www.droneshield.com/sites/default/files/DRO_Products_Information_Brochure.pdf

Mashable – DroneShield – DroneGun - Here's the anti-drone gun of your Rambo fantasies - 27Nov2016
http://mashable.com/2016/11/27/drone-shield-anti-drone-gun/
https://www.droneshield.com/dronegun

DroneShield DroneGun - 26Nov2016 -  YouTube
https://www.youtube.com/watch?v=sbW3ZeoMJio

FCC – Illegal Jamming:
https://transition.fcc.gov/eb/jammerenforcement/jamfaq.pdf
https://www.fcc.gov/general/jammer-enforcement
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DRONE DETECTION AND ALERTING SYSTEMS 
Drone Defenses Gone Wild 

DRONELIFE - What's So Secret About the FAA Contract with CACI? - 06Apr2016  
• “The FAA announced a partnership with CACI, an information services company, and the Department of Homeland 

Security to create a drone detection system, according to a press release.” 

 

SkyTracker - by CACI - UAS Precision Tracking System 
• http://www.caci.com/skytracker/ 

Presenter
SkyTracker - by CACI - UAS Precision Tracking System
http://www.caci.com/skytracker/

Washington Business Journal - CACI drone tracker technology drawing interest but don't expect sales anytime soon - 04Feb2016
http://www.bizjournals.com/washington/blog/fedbiz_daily/2016/02/cacis-drone-tracker-technology-drawing-interest.html




33 

DRONE DETECTION AND ALERTING SYSTEMS 
Drone Defenses Gone Wild 

AOPA.org - Sensofusion Airfence - Drone fence arriving in Denver - 03Nov2016  

 

Sensofusion – Airfence – Drone Detection and Tracking System 
• https://www.sensofusion.com/ 

Presenter
Sensofusion – Airfence – Drone Detection and Tracking System
https://www.sensofusion.com/

AOPA.org - Sensofusion Airfence - Drone fence arriving in Denver - 03Nov2016
https://www.aopa.org/news-and-media/all-news/2016/november/03/drone-fence-arriving-in-denver#
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DRONE DETECTION AND ALERTING SYSTEMS 
Drone Defenses Gone Wild 

DDC LLC - Domestic Drone Countermeasures - Drone Detection Systems  
• The Basic Personal Drone Detection System consists of three boxes: a Primary Command and Control Module and two Detection Sensor Nodes.  

These three boxes create a mesh network that can triangulate moving transmitters.   

DDC LLC - Domestic Drone Countermeasures - Drone Detection Systems 
• https://www.sensofusion.com/ 

~$40k 

Presenter
DDC LLC - Domestic Drone Countermeasures - Drone Detection Systems
http://www.ddcountermeasures.com/products.html

Price:
MarketsandMarkets.com - Anti-Drone Market by Technology - 2022 - Feb2016 
http://www.marketsandmarkets.com/Market-Reports/anti-drone-market-177013645.html
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DRONE DETECTION AND ALERTING SYSTEMS 
Drone Defenses Gone Wild 

DDC LLC - Domestic Drone Countermeasures - Drone Detection Systems  
• The Basic Personal Drone Detection System consists of three boxes: a Primary Command and Control Module and two Detection Sensor Nodes.  

These three boxes create a mesh network that can triangulate moving transmitters.   

Gryphon Sensors - Skylight - Drone Detection and Tracking 
• http://gryphonsensors.com/products/ 

~$235k 

Presenter
Gryphon Sensors - Skylight - Drone Detection and Tracking
http://gryphonsensors.com/products/
http://gryphonsensors.com/wp-content/uploads/2016/09/Skylight-2-13-17.pdf

Prices:
Final_Report_Counter_Drone.pdf – pages 95-96
http://www.umasstransportationcenter.org/Document.asp?DocID=281
PDF date:  December 15, 2016




EAGLES & FALCONS 
PLUCKING DRONES 
FROM SKY 
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FALCONS AND EAGLES TRAINED TO ATTACK DRONES 
Drone Defenses Gone Wild 

The Washington Post - Terrorists are building drones. France is destroying them with eagles. - 21Feb2017  

Fox News - Watch a police eagle take down a drone - 01Feb2016 

 
“I’d like to spend my security 

training budget on falconry 

classes, please.” –          
Every Security Professional Next Year 

Guard From Above - Using birds of prey to intercept hostile drones 
• http://guardfromabove.com/ 

Presenter
Guard From Above - We are using birds of prey to intercept hostile drones
http://guardfromabove.com/
http://guardfromabove.com/wp-content/uploads/2016/01/NL-ENG-Guard-From-Above-Press-Release-FAQ.pdf

The Washington Post - Terrorists are building drones. France is destroying them with eagles. - 21Feb2017:
https://www.washingtonpost.com/news/worldviews/wp/2017/02/21/terrorists-are-building-drones-france-is-destroying-them-with-eagles/

Fortune.com - French Army Trains Eagles to Fight Drone Terrorism - 22Feb2017
http://fortune.com/2017/02/22/drones-eagles-france/

BBC News - Dutch police fight drones with eagles - 'Flying Squad' - 12Sept2016
http://www.bbc.com/news/world-europe-37342695

Fox News - Watch a police eagle take down a drone - 01Feb2016
http://www.foxnews.com/tech/2016/02/01/watch-police-eagle-take-down-drone.html

Mashable - Eagles are waging war against drones, knocking them out of the sky - 18Nov2016
http://mashable.com/2016/11/18/eagles-drones-knocked-out

The Register - Dutch cops train anti-drone eagle squadron - 01Feb2016
http://www.theregister.co.uk/2016/02/01/anti_drone_eagle_squadron/

Eagle vs Drone - 2m Wedge-Tailed Eagle takes down Drone. Watch it Punch it out of the sky – 08Aug2015 - YouTube
https://www.youtube.com/watch?v=Hr-xBtVU4lg
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FALCONS AND EAGLES TRAINED TO ATTACK DRONES 
Drone Defenses Gone Wild 

Guard From Above - Using birds of prey to intercept hostile drones 
• http://guardfromabove.com/ 

Presenter
Guard From Above - We are using birds of prey to intercept hostile drones
http://guardfromabove.com/
http://guardfromabove.com/wp-content/uploads/2016/01/NL-ENG-Guard-From-Above-Press-Release-FAQ.pdf

The Washington Post - Terrorists are building drones. France is destroying them with eagles. - 21Feb2017:
https://www.washingtonpost.com/news/worldviews/wp/2017/02/21/terrorists-are-building-drones-france-is-destroying-them-with-eagles/

Fortune.com - French Army Trains Eagles to Fight Drone Terrorism - 22Feb2017
http://fortune.com/2017/02/22/drones-eagles-france/

BBC News - Dutch police fight drones with eagles - 'Flying Squad' - 12Sept2016
http://www.bbc.com/news/world-europe-37342695

Fox News - Watch a police eagle take down a drone - 01Feb2016
http://www.foxnews.com/tech/2016/02/01/watch-police-eagle-take-down-drone.html

Mashable - Eagles are waging war against drones, knocking them out of the sky - 18Nov2016
http://mashable.com/2016/11/18/eagles-drones-knocked-out

The Register - Dutch cops train anti-drone eagle squadron - 01Feb2016
http://www.theregister.co.uk/2016/02/01/anti_drone_eagle_squadron/

Eagle vs Drone - 2m Wedge-Tailed Eagle takes down Drone. Watch it Punch it out of the sky – 08Aug2015 - YouTube
https://www.youtube.com/watch?v=Hr-xBtVU4lg
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FALCONS AND EAGLES TRAINED TO ATTACK DRONES 
Drone Defenses Gone Wild 

Guard From Above - Using birds of prey to intercept hostile drones 
• http://guardfromabove.com/ 

Presenter
Guard From Above - We are using birds of prey to intercept hostile drones
http://guardfromabove.com/
http://guardfromabove.com/wp-content/uploads/2016/01/NL-ENG-Guard-From-Above-Press-Release-FAQ.pdf

The Washington Post - Terrorists are building drones. France is destroying them with eagles. - 21Feb2017:
https://www.washingtonpost.com/news/worldviews/wp/2017/02/21/terrorists-are-building-drones-france-is-destroying-them-with-eagles/

Fortune.com - French Army Trains Eagles to Fight Drone Terrorism - 22Feb2017
http://fortune.com/2017/02/22/drones-eagles-france/

BBC News - Dutch police fight drones with eagles - 'Flying Squad' - 12Sept2016
http://www.bbc.com/news/world-europe-37342695

Fox News - Watch a police eagle take down a drone - 01Feb2016
http://www.foxnews.com/tech/2016/02/01/watch-police-eagle-take-down-drone.html

Mashable - Eagles are waging war against drones, knocking them out of the sky - 18Nov2016
http://mashable.com/2016/11/18/eagles-drones-knocked-out

The Register - Dutch cops train anti-drone eagle squadron - 01Feb2016
http://www.theregister.co.uk/2016/02/01/anti_drone_eagle_squadron/

Eagle vs Drone - 2m Wedge-Tailed Eagle takes down Drone. Watch it Punch it out of the sky – 08Aug2015 - YouTube
https://www.youtube.com/watch?v=Hr-xBtVU4lg
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FALCONS AND EAGLES TRAINED TO ATTACK DRONES 
Defeating Birds of Prey Defenses 

+ 

Detection and response to incoming eagles or falcons.    

 Detect Incoming Eagles: Responses: Carrot or Stick 

Bacon Countermeasures 

Offensive 
Countermeasures 

OR 

Hypothetically, obviously 

Presenter
http://hackaday.com/2017/06/14/hackaday-prize-entry-automated-wildlife-recognition/
http://www.popularmechanics.com/flight/drones/a25282/flame-throwing-drones/




SHOOTING NETS AT DRONES 
FROM THE GROUND 
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BAZOOKA SHOOTING NETS WITH PARACHUTE AT DRONES 
Drone Defenses Gone Wild 

Mashable - SkyWall gun stops drones dead with net, then gives a parachute landing - 05Mar2016 

Popular Science - SkyWall Is A New Anti-Drone Net Bazooka For Police - 07Mar2016  

OpenWorks Engineering - SkyWall 
• https://openworksengineering.com/skywall 

~$70k - $80k 

Presenter
OpenWorks Engineering - SkyWall - Cannon shoots net with parachute at drones
OpenWorks Engineering – SkyWall:
https://openworksengineering.com/skywall
https://openworksengineering.com/images/skywall/SkyWall%20Brochure.pdf
Mashable - SkyWall gun stops drones dead, then gives a parachute landing - 05Mar2016
http://mashable.com/2016/03/05/skywall-drone-stopper/#5Yj9jYVEq8qW
VIDEOS:
SkyWall : SkyWall100 | Capture Drones - Protect Assets - 03Mar2016 - YouTube
https://www.youtube.com/watch?v=iYpDSpL3I9I
SkyWall : SkyWall100 Drone Defence System - A Man Portable and Cost Effective Counter Drone System - 03Mar2016 - YouTube
https://www.youtube.com/watch?v=6uu4yoi0TqY
GIFS:
http://mashable.com/wp-content/uploads/2016/03/dronestopper.gif
https://thumbs.gfycat.com/ExcitableIncomparableArrowcrab-size_restricted.gif
https://giant.gfycat.com/ExcitableIncomparableArrowcrab.gif
https://gfycat.com/ExcitableIncomparableArrowcrab
Popular Science - SkyWall Is A New Anti-Drone Net Bazooka For Police - 07Mar2016
http://www.popsci.com/skywall-is-an-anti-drone-net-bazooka
Engadget - The SkyWall 100 is a net-launching anti-drone bazooka - 03Mar2016
https://www.engadget.com/2016/03/03/the-skywall-100-is-a-net-launching-anti-drone-bazooka/
TechAeris - SkyWall, A Line of Anti-Drone Bazookas And Turrets - 05Mar2016
http://techaeris.com/2016/03/05/skywall-a-line-of-anti-drone-bazookas-and-turrets/
TheNextWeb - SkyWall drone defense system can drop a quadcopter from 100 meters - 04Mar2016
https://thenextweb.com/shareables/2016/03/04/skywall-drone-defense-system-can-drop-a-quadcopter-from-100-meters/#.tnw_JAeBdkod
Petapixel.com - This Bazooka Takes Down Drones by Firing Net Rockets - 05Mar2016
https://petapixel.com/2016/03/05/bazooka-takes-camera-drones-firing-net-rockets/
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DRONE NET GUN – SMALL FLASHLIGHT SIZED 
Drone Defenses Gone Wild 

DroneDefence.co.uk - Net Gun X1   

 

Drone Defence - Net Gun X1 
• http://www.dronedefence.co.uk/net-gun-x1 

Presenter
Drone Defense UK - http://www.dronedefence.co.uk
http://www.dronedefence.co.uk/
Counter Drone Solution from Drone Defence. 31Aug2016 - YouTube
https://www.youtube.com/watch?v=1yEvVmG2Gd0
Drone Defence - Net Gun X1 Promotional Video - YouTube
https://www.youtube.com/watch?v=DtwsyFXkfAE
Drone Defence – YouTube Channel
https://www.youtube.com/channel/UCuowlBhj-dVLbGGEfJ9cpRQ
http://www.dronedefence.co.uk/net-gun-x1
https://giphy.com/gifs/iD5H8R2yVwhqw
http://www.dronedefence.co.uk/dynopis-ECM
https://irp-cdn.multiscreensite.com/d7c2e0a2/files/uploaded/Drone%20Defence%20Net%20Gun%20X1%20Brochurev1.pdf
https://irp-cdn.multiscreensite.com/d7c2e0a2/files/uploaded/20160723-Dynopis-E1000MP.pdf
https://irp-cdn.multiscreensite.com/d7c2e0a2/files/uploaded/20160923%20dronetracker-productlist.pdf
https://irp-cdn.multiscreensite.com/d7c2e0a2/dms3rep/multi/desktop/20161114-Dynopis%20Series-17-2592x2592.jpg
https://irp-cdn.multiscreensite.com/d7c2e0a2/dms3rep/multi/desktop/20161114-Dynopis%20Series-12-2592x4608.jpg
https://irp-cdn.multiscreensite.com/d7c2e0a2/dms3rep/multi/desktop/20161114-Dynopis%20Series-14-2592x2592.jpg
http://www.thenetgunstore.com/2014/11/20/net-guns-for-drone-defense/
http://www.dronedefence.co.uk/drone-defence-to-release-drone-aircraft-recognition-playing-cards
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DRONE NET GUN – SMALL FLASHLIGHT SIZED 
Drone Defenses Gone Wild 

  

 

BigUrb - Tactical Net Gun 
• https://www.amazon.com/BigUrb-Tactical-Net-Gun/dp/B01N6VRY9D/ 

~$500 

Presenter
BigUrb - Tactical Net Gun
https://www.amazon.com/BigUrb-Tactical-Net-Gun/dp/B01N6VRY9D/
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DRONE NET GUN – SMALL FLASHLIGHT SIZED 
Drone Defenses Gone Wild 

Shoots up to ~45 feet 

TheNetGunStore.com - Net Guns for Drone Defense - 20Nov2014  

 

TheNetGunStore – Net Gun 
• http://www.thenetgunstore.com/product/the-hero-net-gun/ 

~$600 - $800 

Presenter
TheNetGunStore – Net Gun
http://www.thenetgunstore.com/product/the-hero-net-gun
http://www.thenetgunstore.com/2014/11/20/net-guns-for-drone-defense/
http://www.thenetgunstore.com/2015/04/21/net-gun-firing-distance/
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CHICKEN WIRE FOR THE WIN 
DEMO: Defeating Net Defenses with Protective Cage 

vs. 

Chicken Wire Cage = ~$15 Flashlight Net Gun = ~$600-$700 

Presenter
Drone Hacking: Defeating Net Defense Products with a Protective Chicken Wire Cage - 25July2017 – YouTube
https://www.youtube.com/watch?v=m2qSQ5__agA

Amazon - Darice 6614-100 Galvanized Chicken Wire Net for Craftwork, 18 by 39-Inch:
https://www.amazon.com/gp/product/B00HMMIEAC/
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CHICKEN WIRE FOR THE WIN, ARIZONA HEAT FOR THE WIN TOO! 
DEMO: Defeating Net Defenses with Protective Cage 

Presenter
Drone Hacking: Defeating Net Defense Products with a Protective Chicken Wire Cage - 25July2017 – YouTube
https://www.youtube.com/watch?v=m2qSQ5__agA

Drone Hacking: Net Gun Flashlight Fails in 110 Degree Heat - 25July2017 - YouTube
https://www.youtube.com/watch?v=IJYI-F8NqqA

Amazon - Darice 6614-100 Galvanized Chicken Wire Net for Craftwork, 18 by 39-Inch:
https://www.amazon.com/gp/product/B00HMMIEAC/

TheNetGunStore – Net Gun
http://www.thenetgunstore.com/product/the-hero-net-gun
http://www.thenetgunstore.com/2014/11/20/net-guns-for-drone-defense/
http://www.thenetgunstore.com/2015/04/21/net-gun-firing-distance/
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DIY DRONE NET GUN 
Drone Defenses Gone Wild 

LifeHacker - Build a Drone-Catching Net Gun Out of Basic Plumbing Parts - 24Feb2017  

 

DIY Net Gun for Drones - William Osman 
• http://www.williamosman.com/2016/12/diy-net-gun.html 

~$40 - $75 

Presenter
DIY - Drone Net Gun - Feb2017
LifeHacker - Build a Drone-Catching Net Gun Out of Basic Plumbing Parts - 24Feb2017
http://lifehacker.com/build-a-drone-catching-net-gun-out-of-basic-plumbing-pa-1792733924
DIY Net Gun | William Osman
http://www.williamosman.com/2016/12/diy-net-gun.html
Instructables - Build a Net Gun
http://www.instructables.com/id/Build-A-Net-Gun/
How to Make a Net Gun - 28Nov2016 – YouTube
https://www.youtube.com/watch?v=Z5plajOgCzc
Animated GIF - Find & Share on GIPHY
https://giphy.com/gifs/zQusPygm3P1Wo
Drone-capture.gif
https://1.bp.blogspot.com/-5jM5SoEAEjM/WFEJmHc7JfI/AAAAAAAAQqY/yil0MmxEhm87-p0kkQmzkHxIbizaY4s5QCLcB/s400/Drone-capture.gif
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DRONE NET GUN SHOTGUN SHELLS 
Drone Defenses Gone Wild 

Advanced Ballistics Concepts - Skynet™ Drone Defense   

 

SKYNET – Drone Defense – Shotgun Net Shells 
• http://store.mibullet.com/skynetdronedefense.aspx 

~$20 for 3 shells 

Presenter
SkyNet - Drone Defense - 12 gauge shotgun shell nets for drones
http://www.budk.com/12-Gauge-Skynet-Drone-Defense-%E2%80%93-3-Pack-35975
Advanced Ballistics Concepts - Skynet™ Drone Defense
http://store.mibullet.com/skynetdronedefense.aspx
Advanced Ballistic Concepts Presents Skynet™ Drone Defense™ - 23Jan2016 - YouTube
https://www.youtube.com/watch?v=FAILUw3FbKk
12-Gauge Skynet Drone Defense – 3 Pack - $19.99 - 21Nov2016 - YouTube
https://www.youtube.com/watch?v=A32_hppgpCI
Skynet – GIF - youTube
https://www.youtube.com/watch?v=zrfEhCx0vvw
https://giphy.com/gifs/cqxSuIpkuqZSE
https://giphy.com/gifs/12NHqpHhICcpi0
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SHOTGUN SHELLS WIN 
DEMO: Defeating Net Defenses with Protective Cage 

vs. 

Chicken Wire Cage = ~$15 
SkyNet Drone Net Shotgun 
Shells (3 pack) = ~$20 

Presenter
Drone Hacking: SKYNET Shotgun Shells - Drone Net Shell Testing - 25July2017 – YouTube
https://www.youtube.com/watch?v=hRgAn9GJEbQ

SKYNET:
http://www.budk.com/12-Gauge-Skynet-Drone-Defense-%E2%80%93-3-Pack-35975

Amazon - Darice 6614-100 Galvanized Chicken Wire Net for Craftwork, 18 by 39-Inch:
https://www.amazon.com/gp/product/B00HMMIEAC/
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SHOTGUN SHELLS WIN 
DEMO: Defeating Net Defenses with Protective Cage 

Presenter
Drone Hacking: SKYNET Shotgun Shells - Drone Net Shell Testing - 25July2017 – YouTube
https://www.youtube.com/watch?v=hRgAn9GJEbQ

SKYNET:
http://www.budk.com/12-Gauge-Skynet-Drone-Defense-%E2%80%93-3-Pack-35975

Amazon - Darice 6614-100 Galvanized Chicken Wire Net for Craftwork, 18 by 39-Inch:
https://www.amazon.com/gp/product/B00HMMIEAC/




DRONES SHOOTING 
NETS AT DRONES 
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DRONES SHOOTING NETS AT OTHER DRONES 
Drone Defenses Gone Wild 

DroneCatcher - Catching a Drone with a Drone - 19Aug2016 -YouTube  

Security Affairs - The DroneCatcher evolves featuring a new improvement - 04April2016 

DroneCatcher - DelftDynamics 
• http://dronecatcher.nl/ 

~$30,000 Euro 
 

“Hoping to ship first units 

by the end of 2017” 

Presenter
DroneCatcher - DelftDynamics - Drone with Net Cannon:
DroneCatcher.nl - DroneCatcher, Controlled drone Interception
http://dronecatcher.nl/
https://media.giphy.com/media/g9nIHik1EJBD2/giphy.gif
DroneCatcher-Articles:
Security Affairs - The DroneCatcher evolves featuring a new improvement - 04April2016
http://securityaffairs.co/wordpress/45961/security/dronecatcher.html
Motherboard - Dronecatcher Is a Drone for Stealing Other Drones -03Apr2016
https://motherboard.vice.com/en_us/article/dronecatcher-is-a-drone-for-stealing-other-drones-delft-dynamics
DroneCatcher – Video:
YouTube - Delft Dynamics BV 
https://www.youtube.com/channel/UCE_hHTmGRYj3iQ8i0iLjCKg
DroneCatcher - Catching a Drone with a Drone - 19Aug2016 -YouTube
https://www.youtube.com/watch?v=7E7u6i-TSkI
Dronecatcher catches a drone and lets it down easy - 25Mar2016 - - YouTube
https://www.youtube.com/watch?v=GS05Getp1Lc
DroneCatcher - 17Mar2015 - YouTube
https://www.youtube.com/watch?v=sBWWrSLOz5Q
DoneCatcher – MP4s:
http://www.delftdynamics.nl/dronecatcher2.mp4
http://www.delftdynamics.nl/movies/dronecatcher_movie.mp4
http://www.delftdynamics.nl/movies/dronecatcher_movie2.mp4
http://www.delftdynamics.nl/movies/dronedrop.mp4
DroneCatcher-Photos:
http://www.delftdynamics.nl/images/stories/dd/dc_catch.jpg
http://www.delftdynamics.nl/movies/dronecatcher_movie.jpg
http://www.delftdynamics.nl/images/stories/dd/20141008_dronecatcher.jpg
https://i.ytimg.com/vi/7E7u6i-TSkI/maxresdefault.jpg
DroneCatcher – GIFs:
https://media.giphy.com/media/g9nIHik1EJBD2/giphy.gif
DelftDynamics.nl - News – DroneCatcher:
http://www.delftdynamics.nl/index.php/en/news-en
http://www.delftdynamics.nl/index.php/en/news-en/143-dronecatcher-ntp-uk
http://www.delftdynamics.nl/index.php/en/video-en/144-dronecatcher-chute-uk
http://www.delftdynamics.nl/index.php/en/video-en/134-dronedrop-en
http://www.delftdynamics.nl/index.php/en/video-en/123-dronecatchertest-en
http://www.delftdynamics.nl/index.php/en/news-en/117-dronecatcher-catches-drone
http://www.delftdynamics.nl/index.php/en/news-en/119-dronecatcher-chosen

Price:
About 30,000 Euro (~ $34,261 USD)
Drones Innovatie Dag 14-09-2016 - YouTube 
Time 1:04
https://www.youtube.com/watch?v=Sfpq01bNMgc
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DRONES SHOOTING NETS AT OTHER DRONES 
Drone Defenses Gone Wild 

WSJ - Its Drone vs. Drone as Airspace Systems Takes Flight - 09Mar2017  

Gizmodo - Watch a Drone-Hunting Quadcopter Attack Its Prey - 13Oct2016  

Airspace Systems Inc One Touch Interceptor TI - 22Oct2016 - YouTube  

American Airspace Systems - One-Touch Interceptor TI 
• http://airspace.co 

“Millions of dollars” in cost – 
according to them on phone 

Presenter
American Airspace Systems - One-Touch Interceptor TI
http://airspace.co/
Gizmodo - Watch a Drone-Hunting Quadcopter Attack Its Prey - 13Oct2016
http://gizmodo.com/watch-a-drone-hunting-quadcopter-attack-its-prey-1787762611
https://i.kinja-img.com/gawker-media/image/upload/s--fzd9nl9C--/c_scale,fl_progressive,q_80,w_800/leyigsgh4mkel2ilgdsn.gif
Airspace Systems Inc One Touch Interceptor TI - 22Oct2016 - YouTube
https://www.youtube.com/watch?v=rSgoXRNCEO8
WSJ - It’s Drone vs. Drone as Airspace Systems Takes Flight - 09Mar2017
https://www.wsj.com/articles/its-drone-vs-drone-as-airspace-systems-takes-flight-1489062602
Reuters - Drone-catchers emerge on a new aerial frontier - 21Mar2017
http://www.reuters.com/article/us-usa-drone-hunter-idUSKBN16S1IT
Forbes - Meet the Ultimate Drone-Catching Drone - 06Jun2017
https://www.forbes.com/sites/rebeccaheilweil1/2017/06/06/meet-the-ultimate-drone-catching-drone/#43fe5582db0d
TechCrunch - Airspace Systems’ ‘Interceptor’ can catch high-speed drones all by itself - 18Nov2016 
https://techcrunch.com/2016/11/18/airspace-systems-interceptor-can-catch-high-speed-drones-all-by-itself/
NVIDIA Developer - Autonomous Drone Hunts Down Rogue Drones From the Sky – 18Oct2016 
https://news.developer.nvidia.com/autonomous-drone-hunts-down-rogue-drones-from-the-sky/
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ONE-TOUCH ‘CLEAN THE SKY’ SOLUTIONS – AUTO-MAGICALLY FIND AND ELIMINATE ‘ROGUE DRONES’ 
TREND:  Defensive Drones Going Autonomous 

• Most air-to-air drone defenses starting to incorporate A.I. and 
machine learning to deploy automated anti-drone products 

• One-touch search-and-destroy autonomous drones,  i.e.  no need 
to teach your employees how to be Top Gun’s in order to defend 
against ‘rogue drones’ 

 

Presenter
https://news.developer.nvidia.com/autonomous-drone-hunts-down-rogue-drones-from-the-sky/
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DRONES SHOOTING NETS AT OTHER DRONES 
Drone Defenses Gone Wild 

Popular Mechanics - Drone-Mounted Net Cannon Snags Other Drones with Ease - 12Jan2016 

TheNextWeb - Watch Michigan Tech's 'Robotic Falcon' snatch this drone out of mid-air - 13Jan2016  

Michigan Tech - Robotic Falconry 
• http://me.sites.mtu.edu/rastgaar/hirolab/ 

Presenter
Michigan Tech - Robotic Falconry - Drone-Mounted Net Cannon to Snag Other Drones
Popular Mechanics - Drone-Mounted Net Cannon Snags Other Drones with Ease - 12Jan2016
http://www.popularmechanics.com/flight/drones/a18942/michigan-tech-drone-mounted-net-cannon/
Robotic Falconry - Drone Catcher System for Removing the Intruding Drones - 03Jan2016 -  YouTube
https://www.youtube.com/watch?v=jvdKNBSWPyU
TheHiroLab – YouTube Channel:
https://www.youtube.com/channel/UC3x4SSCHIPqWWahDvSMAomA
TheNextWeb - Watch Michigan Tech’s ‘Robotic Falcon’; snatch this drone out of mid-air - 13Jan2016 
https://thenextweb.com/shareables/2016/01/14/watch-michigan-techs-robotic-falcon-snatch-this-drone-out-of-mid-air/#gref#.tnw_C0WYl8Uq
MTU.edu - Drone Catcher: "Robotic Falcon" can Capture, Retrieve Renegade Drones - Jan2016
http://www.mtu.edu/news/stories/2016/january/drone-catcher-robotic-falcon-can-capture-retrieve-renegade-drones.html
GIFs:
http://www.damngeeky.com/wp-content/uploads/2016/01/Drone-Catcher-by-Michigan-Technological-University.gif
https://cdn2.tnwcdn.com/wp-content/blogs.dir/1/files/2016/01/drone-intercept-michigan-state.gif
Human-Interactive Robotics Lab (HIRoLab) | Mo Rastgaar
http://me.sites.mtu.edu/rastgaar/hirolab/
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DRONES SHOOTING NETS AT OTHER DRONES 
Drone Defenses Gone Wild 

Net Gun Drone - Excipio | Flite Test - 11Jan2016 - YouTube  

• “Excipio” is Latin for “capture” 

• Rebranded “Fortem – Drone Hunter” in  2017: 
• http://fortemtech.com/dronehunter/  

Excipio - Net Gun Drone - thisisuav.com 
• http://www.theissuav.com/researchanddevelopment/ 

~$3,500 in Nov 2016 
 

~$47,500 in 2017 (Fortem) 

Presenter
Excipio - Net Gun Drone - thisisuav.com
Net Gun Drone - Excipio | Flite Test - 11Jan2016 - YouTube
https://www.youtube.com/watch?v=LgWlm5zrY4w
http://www.theissuav.com/
http://www.theissuav.com/researchanddevelopment/
http://www.uasvision.com/2016/01/20/anti-drone-net-system/
WN.com - Excipio Net Gun Drone - 12Jan2016
https://wn.com/excipio_net_gun_drone

“Excipio” is latin for “capture”

2017 – Fortem – Drone Hunter:
http://fortemtech.com/dronehunter/

Price:
Excipio - $3,500 in Nov2016
https://web.archive.org/web/20161108064746/http://store.theissuav.com:80/excipio-aerial-netting-system
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DRONES SHOOTING NETS AT OTHER DRONES 
Drone Defenses Gone Wild 

SPARROWHAWK PHASE ONE - Search Systems 

SparrowHawkFinal_1_1.mp4 - 07Mar2016    

Search Systems - SparrowHawk Phase One (2016) - Counter UAV 
• http://searchsystems.eu/sparrowhawk/ 

Presenter
SPARROWHAWK - Search Systems
V1 (2016):
PDF: Searchsystemsltd_final.pdf
https://adobeindd.com/view/publications/11b492b8-9aca-4b3d-a837-0db7fa740947/olhf/publication-web-resources/pdf/Searchsystemsltd_final.pdf
http://www.searchsystems.eu/uavdefence/anti-drone-system/ 
http://searchsystems.eu/wp-content/uploads/2016/03/SparrowHawkFinal_1_1.mp4
V2 (2017):
http://searchsystems.eu/sparrowhawk.html
http://searchsystems.eu/gallery.html
http://searchsystems.eu/assets/sparrowhawk_2.mp4
Videos:
http://searchsystems.eu/wp-content/uploads/2016/03/SparrowHawkFinal_1_1.mp4
http://searchsystems.eu/assets/sparrowhawk_2.mp4
http://searchsystems.eu/assets/luminator.mp4




DRONES WITH NETS SWOOPING 
AT AND SNAGGING DRONES 
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DRONES WITH NETS SWOOPING IN AND SNAGGING DRONES 
Drone Defenses Gone Wild 

Tokyo police drones use nets to catch illegally flown devices - 14Dec2015 - YouTube  

Daily Mail Online - Tokyo police reveal bizarre 'UAV drone catcher' - 11Dec2015  

Tokyo Police - Drone Interceptor 

Presenter
Tokyo Police - Drone Interceptor - Drone With Net to Catch Others - Dec2015
Daily Mail Online - Tokyo police reveal bizarre ‘UAV drone catcher’ - 11Dec2015
http://www.dailymail.co.uk/sciencetech/article-3356746/How-catch-drone-BIGGER-drone-giant-net-Tokyo-police-reveal-bizarre-UAV-catcher.html
Tokyo police drones use nets to catch illegally flown devices - 14Dec2015 - YouTube
https://www.youtube.com/watch?v=0GRaAHexsVk
Video - Dailymail.co.uk - Tokyo Police Intercept Active Drone by Unfurling Net - 11Dec2015 - 1024x576_1386156154688718548.mp4
http://video.dailymail.co.uk/video/mol/2015/12/11/1386156154688718548/1024x576_1386156154688718548.mp4
Ars Technica - Tokyo’s drone squad will deploy 10-foot drones armed with nets to police the sky - 11Dec2015
https://arstechnica.com/tech-policy/2015/12/tokyos-drone-squad-will-deploy-10ft-drones-armed-with-nets-to-police-the-sky/
Popular Science - Tokyo Police Form Anti-Drone Squad - 10Dec2015
http://www.popsci.com/tokyo-police-form-anti-drone-squad
http://www.dailymail.co.uk/embed/video/1236332.html
http://i.dailymail.co.uk/i/pix/2015/12/11/22/2F4A8D2500000578-3356746-image-a-18_1449872409511.jpg
http://i.dailymail.co.uk/i/pix/2015/12/11/22/2F4A8B8F00000578-3356746-The_drone_squad_which_is_part_of_the_MPD_s_riot_squad_will_patro-m-21_1449874591374.jpg
https://i2.wp.com/securityaffairs.co/wordpress/wp-content/uploads/2016/04/drone-catcher-Japan.jpg?w=634
http://s3.crackedcdn.com/phpimages/article/1/0/3/581103_v2.gif
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DRONES WITH NETS SWOOPING IN AND SNAGGING DRONES 
Drone Defenses Gone Wild 

Popular Mechanics - This Drone Interceptor Captures Your Pathetic Puny Drone With a Net - 11Feb2015  

Malou Tech - Drone Interceptor MPI 200 
• http://groupe-assmann.fr/malou-tech/ 

~$25,000 Euro 

Presenter
Malou Tech - Drone Interceptor MPI 200 – Drone with Net, Catches Your Drone In It
Popular Mechanics - This Drone Interceptor Captures Your Pathetic Puny Drone With a Net - 11Feb2015
http://www.popularmechanics.com/flight/drones/a14032/france-dispatches-a-net-carrying-bully-drone-to-catch/
Fusion.net - This defensive drone has a net to capture other drones - 10Feb2015
http://fusion.net/video/46988/this-defensive-drone-has-a-net-to-capture-other-drones/
Drone interception - 12Dec2014 - YouTube
https://www.youtube.com/watch?v=APWG3VEGbJw
Drone intercepteur anti-drone malou-tech - 09Feb2015 – YouTube
https://www.youtube.com/watch?v=LaymgxkPhyc
http://www.malou-tech.fr/shopUS.php
http://www.malou-tech.fr/Documentations/OffreMpi200_US.pdf
http://www.malou-tech.fr/Documentations/OffreMp200_US.pdf
http://pop.h-cdn.co/assets/15/07/1423666543-nailed.gif
http://pop.h-cdn.co/assets/15/07/980x490/landscape_1423665994-menace.png

http://groupe-assmann.fr/malou-tech/

https://web.archive.org/web/20160106162945/http://www.malou-tech.fr/Documentations/OffreMpi200_US.pdf
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DRONES WITH NETS SWOOPING IN AND SNAGGING DRONES 
Drone Defenses Gone Wild 

http://searchsystems.eu/gallery.html    

sparrowhawk_2.mp4 - 07Mar2017  

Search Systems - SparrowHawk v2 (2017) - Counter UAV 
• http://searchsystems.eu/sparrowhawk.html 

~$11k =  
$5k drone (DJI M600) +  
$6k attachment (£5k) 

Presenter
SPARROWHAWK - Search Systems
V2 (2017):
http://searchsystems.eu/sparrowhawk.html
http://searchsystems.eu/gallery.html
http://searchsystems.eu/assets/sparrowhawk_2.mp4
DJI M600 – Drone to use with SparrowHawk attachment net:
https://www.amazon.com/DJI-CP-SB-000239-MATRICE-600/dp/B01EL8TO30/
http://www.dji.com/matrice600
Videos:
http://searchsystems.eu/wp-content/uploads/2016/03/SparrowHawkFinal_1_1.mp4
http://searchsystems.eu/assets/sparrowhawk_2.mp4
http://searchsystems.eu/assets/luminator.mp4


OLD - V1 (2016):
PDF: Searchsystemsltd_final.pdf
https://adobeindd.com/view/publications/11b492b8-9aca-4b3d-a837-0db7fa740947/olhf/publication-web-resources/pdf/Searchsystemsltd_final.pdf
http://www.searchsystems.eu/uavdefence/anti-drone-system/ 
http://searchsystems.eu/wp-content/uploads/2016/03/SparrowHawkFinal_1_1.mp4




DEMO 

Presenter
Demo videos and live demo of Danger Drone.
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AIR-TO-AIR COMBAT DRONE DEFENSE WITH LARGE NET FOR SWOOPING 
DEMO: Testing the SparrowHawk v2 Prototype 

Presenter
Drone Hacking: Testing the SparrowHawk v2 - Air-2-Air Drone w Swooping Big Net - 25July2017 – YouTube
https://www.youtube.com/watch?v=A8dOHqU7JkY


SPARROWHAWK - Search Systems
V2 (2017):
http://searchsystems.eu/sparrowhawk.html
http://searchsystems.eu/gallery.html
http://searchsystems.eu/assets/sparrowhawk_2.mp4
DJI M600 – Drone to use with SparrowHawk attachment net:
https://www.amazon.com/DJI-CP-SB-000239-MATRICE-600/dp/B01EL8TO30/
http://www.dji.com/matrice600
Videos:
http://searchsystems.eu/wp-content/uploads/2016/03/SparrowHawkFinal_1_1.mp4
http://searchsystems.eu/assets/sparrowhawk_2.mp4
http://searchsystems.eu/assets/luminator.mp4




CANNONS SHOOTING JAMMING 
SIGNALS OR EMPS TO KNOCK 
DRONES OUT OF SKY 
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CANNONS SHOOTING JAMMING OR EMP SIGNALS TO KNOCK DRONES OUT OF SKY 
Drone Defenses Gone Wild 

Mashable - DroneShield - DroneGun - Here is the anti-drone gun of your Rambo fantasies - 27Nov2016  
• DroneGun may not be used or offered for sale in the U.S., other than to the government and its agencies.  That's 

because the FCC "prohibits the operation, marketing, or sale of any type of jamming equipment." 

 

DroneGun – by DroneShield 
• https://www.droneshield.com/dronegun 

“10’s of thousands of dollars” 

Presenter
https://www.droneshield.com/dronegun

Mashable – DroneShield – DroneGun - Here's the anti-drone gun of your Rambo fantasies - 27Nov2016
http://mashable.com/2016/11/27/drone-shield-anti-drone-gun/

DroneShield DroneGun - 26Nov2016 -  YouTube
https://www.youtube.com/watch?v=sbW3ZeoMJio

https://www.droneshield.com/sites/default/files/JAW_Drop_V27_04-25-17.pdf


FCC – Illegal Jamming:
https://transition.fcc.gov/eb/jammerenforcement/jamfaq.pdf
https://www.fcc.gov/general/jammer-enforcement
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CANNONS SHOOTING JAMMING OR EMP SIGNALS TO KNOCK DRONES OUT OF SKY 
Drone Defenses Gone Wild 

Security Affairs - DroneDefender, electromagnetic gun that shoot down drones - 16Oct2015 
• Only really work against Wi-Fi controlled drones, ineffective against those like the Danger Drone (i.e. cellular/GPS control) 

 

DroneDefender – by Battelle  
• https://www.battelle.org/government-offerings/national-security/aerospace-

systems/counter-UAS-technologies/dronedefender 

Presenter
Security Affairs - DroneDefender, electromagnetic gun that shoot down drones - 16Oct2015
http://securityaffairs.co/wordpress/41138/security/dronedefender-electromagnetic-gun.html

The Register - Radio wave gun zaps drones out of the sky – and it's perfectly legal* - 16Oct2015
http://www.theregister.co.uk/2015/10/16/radiowave_gun_grounds_drones/

DroneDefender - Battelle - Defense Against Drones - Counter-UAS Technologies
https://www.battelle.org/government-offerings/national-security/aerospace-systems/counter-UAS-technologies/dronedefender

Battelle DroneDefender™ - 14Oct2015 - YouTube
https://www.youtube.com/watch?v=zX4XXLb_Vuw

Battelle DroneDefender™ - 16Jan2017 – YouTube
https://www.youtube.com/watch?v=944Qm8s5Ok4

Battelle DroneDefender used in Army Training Exercise (DVIDS B-roll) – 28Oct2016 - YouTube
https://www.youtube.com/watch?v=z5XcXwKNZ5g

BattelleInnovations – YouTube Channel
https://www.youtube.com/channel/UC4NPUPf1eo-FF_acXNKpugw


FCC – Illegal Jamming:
https://transition.fcc.gov/eb/jammerenforcement/jamfaq.pdf
https://www.fcc.gov/general/jammer-enforcement
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DRONE PORTABLE JAMMERS 
Drone Defenses Gone Wild 

DroneDefence.co.uk - Dynopis Electronic Counter Measures (ECM)  

 

Drone Defense - Dynopis E1000MP - Man Portable Drone Jammer 
• http://www.dronedefence.co.uk/dynopis-ECM 

Presenter
Drone Defense UK - http://www.dronedefence.co.uk
http://www.dronedefence.co.uk/
Counter Drone Solution from Drone Defence. 31Aug2016 - YouTube
https://www.youtube.com/watch?v=1yEvVmG2Gd0
Drone Defence - Net Gun X1 Promotional Video - YouTube
https://www.youtube.com/watch?v=DtwsyFXkfAE
Drone Defence – YouTube Channel
https://www.youtube.com/channel/UCuowlBhj-dVLbGGEfJ9cpRQ
http://www.dronedefence.co.uk/net-gun-x1
https://giphy.com/gifs/iD5H8R2yVwhqw
http://www.dronedefence.co.uk/dynopis-ECM
https://irp-cdn.multiscreensite.com/d7c2e0a2/files/uploaded/Drone%20Defence%20Net%20Gun%20X1%20Brochurev1.pdf
https://irp-cdn.multiscreensite.com/d7c2e0a2/files/uploaded/20160723-Dynopis-E1000MP.pdf
https://irp-cdn.multiscreensite.com/d7c2e0a2/files/uploaded/20160923%20dronetracker-productlist.pdf
https://irp-cdn.multiscreensite.com/d7c2e0a2/dms3rep/multi/desktop/20161114-Dynopis%20Series-17-2592x2592.jpg
https://irp-cdn.multiscreensite.com/d7c2e0a2/dms3rep/multi/desktop/20161114-Dynopis%20Series-12-2592x4608.jpg
https://irp-cdn.multiscreensite.com/d7c2e0a2/dms3rep/multi/desktop/20161114-Dynopis%20Series-14-2592x2592.jpg
http://www.thenetgunstore.com/2014/11/20/net-guns-for-drone-defense/
http://www.dronedefence.co.uk/drone-defence-to-release-drone-aircraft-recognition-playing-cards
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CANNONS SHOOTING JAMMING OR EMP SIGNALS TO KNOCK DRONES OUT OF SKY 
Drone Defenses Gone Wild 

The Register - FAA to test Brit drone-busting kit (Blighter) - 01Jun2016  
• “The Blighter AUDS counter-UAV system can detect a drone six miles (10km) away using electronic scanning radar, track it using 

precision infrared and daylight cameras and specialist video tracking software before disrupting the flight using an inhibitor to 
block the radio signals that control it. This detect, track, disrupt, defeat process is very quick and typically takes 8-15 secs.” 

 

Blighter - AUDS (Anti-UAV Defence System) – Detect, Track, Disrupt, Defeat 
• http://www.blighter.com/products/auds-anti-uav-defence-system.html 

~£800k  (~ $1,037,656.00 USD) 

Presenter
Blighter - AUDS (Anti-UAV Defence System) – Detect, Track, Disrupt, Defeat
http://www.blighter.com/products/auds-anti-uav-defence-system.html

The Register - FAA to test Brit drone-busting kit - 01Jun2016
https://www.theregister.co.uk/2016/06/01/faa_auds_test/

Liteye Systems - AUDS Counter UAV System - Detect, Track, and Disrupt
http://liteye.com/counter-uas.html
http://liteye.com/assets/auds-fact-sheet-10-20162.pdf
https://06-lvl3-pdl.vimeocdn.com/01/532/5/127664661/366710219.mp4?expires=1489697131&token=070eff469c520e4f51b1a
Blighter Appoints Liteye as North American Distributor to Target Airport Operators and Homeland Security Market
http://maser.com.au/defence/wp-content/uploads/sites/4/2014/04/Blighter-Liteye-Distributor.pdf
http://www.marketwatch.com/story/auds-team-extends-its-exclusive-partnership-in-north-america-with-liteye-systems-inc-2016-06-14-620396

Price:
£800k  (~ $1,037,656.00 USD)
http://www.chess-dynamics.com/wp-content/uploads/2015/11/Press-Release-AUDS-production-version-launch-at-DSEI.pdf
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• Remote control over SSH tunnel via 3G USB cell connection.  GPS & Cellular signals are illegal to jam (see FCC 
regulations), making it hard to defend against this type of drone. 

o h t t p s : / / t r a n s i t i o n . f c c . g o v / e b / j a m m e r e n f o r c e m e n t / j a m f a q . p d f   

 

HACKING PERIPHERALS – CELLULAR 3G USB & GPS – SECURE COMMAND & CONTROL 
Defeating Jammers 

Wireless / Bluetooth / 
ZigBee / etc. Pen Testing 

Attacker Cell Tower Cell Tower 
Target Building 

Mission Planner 

* Note: be sure to check upcoming FCC regulations about 
needing to keep drone within line of sight while flying. 

Presenter
* Be sure to check upcoming FCC regulations about needing to keep drone within line of sight while flying.

Mission Planner:
http://ardupilot.org/planner/docs/mission-planner-overview.html
http://ardupilot.org/planner/docs/common-install-mission-planner.html

Alternatives to Mission Planner:
APM Planner
http://ardupilot.org/planner2/
Tower
https://play.google.com/store/apps/details?id=org.droidplanner.android&hl=es
DroidPlanner2
https://play.google.com/store/apps/details?id=org.droidplanner&hl=en

FCC – Illegal Jamming:
https://transition.fcc.gov/eb/jammerenforcement/jamfaq.pdf
https://www.fcc.gov/general/jammer-enforcement

HUAWEI E3131 4G 21M USB Modem Unlocked
https://www.amazon.com/gp/product/B00EU6P6AY/

Huawei E173 Unlocked HSDPA 7.2Mbps GSM 3G USB Modem ("Claro" logo)
https://www.amazon.com/gp/product/B0055310KQ

Emnify - How to fit a Raspberry Pi with mobile M2M connectivity - 18Jun2015: 
Huawei LTE USB Modem E173
Emnify M2M SIM
https://www.emnify.com/2015/06/18/how-to-fit-a-raspberry-pi-with-mobile-connectivity/ 




REMOTELY HACKING DRONES 
TO DISABLE THEM 
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REMOTELY HACKING DRONES TO DEFEND AGAINST THEM 
Drone Defenses Gone Wild 

Popular Science - Defense Company Unveils Anti-Drone System - 17Sept2015  
Falcon Shield - 01Oct2015 - YouTube  

• “The material is vague on how exactly it stops small drones, but a video of the system shows the hypothetical threat: a 
quadcopter dropping a bomb in a stadium. The video then rewinds to show the same attack, foiled by Falcon Shield after 
mysterious beams take over the drone.” 

 

Leonardo-Finmeccanica - Selex ES - Falcon Shield 
• http://www.leonardocompany.com/en/-/falcon-shield-launch 

~$311k 

Presenter
Leonardo-Finmeccanica - Selex ES - Falcon Shield
http://www.leonardocompany.com/en/-/falcon-shield-launch
http://www.us.selex-es.com/-/falconshield
https://www.youtube.com/watch?v=wgTKhZ7ZLVI

Popular Science - Defense Company Unveils Anti-Drone System - 17Sept2015
http://www.popsci.com/defense-company-unveils-anti-drone-system

Price:
MarketsandMarkets.com - Anti-Drone Market by Technology - 2022 - Feb2016 
http://www.marketsandmarkets.com/Market-Reports/anti-drone-market-177013645.html
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REMOTELY HACKING DRONES TO DEFEND AGAINST THEM 
Drone Defenses Gone Wild 

Threatpost - How to Skyjack Drones for $400 - 03Dec2013  
SkyJack - autonomous drone hacking w/Raspberry Pi, aircrack & Javascript - 03Dec2013 - YouTube  

• Raspberry Pi drone that autonomously seeks outs, hacks, and takes remote control of other drones 

 

SkyJack - Samy.pl - Raspberry Pi hacking 
• http://samy.pl/skyjack/ 

Presenter
SkyJack - Samy.pl - Raspberry Pi drone that autonomously seeks outs, hacks, and takes remote control of other drones
http://samy.pl/skyjack/
https://github.com/samyk/skyjack
https://en.wikipedia.org/wiki/SkyJack
Amazon Drones Hacked before Christmas - 19Dec2013 - YouTube
https://www.youtube.com/watch?v=CgTa7yO_BAM
SkyJack - autonomous drone hacking w/Raspberry Pi, aircrack & Javascript - 03Jan2013 - YouTube
https://www.youtube.com/watch?v=EHKV01YQX_w
Threatpost - How to Skyjack Drones for $400 - 03Dec2013
https://threatpost.com/how-to-skyjack-drones-in-an-hour-for-less-than-400/103086/
Ars Technica - Flying hacker contraption hunts other drones, turns them into zombies - 03Dec2013
https://arstechnica.com/security/2013/12/flying-hacker-contraption-hunts-other-drones-turns-them-into-zombies/
Hackaday - SkyJack: A Drone to Hack All Drones - 06Dec2013
http://hackaday.com/2013/12/06/skyjack-a-drone-to-hack-all-drones/
SecurityAffairs.co - Amazon opens civilian use of drones, I hack them - 09Dec2013
http://securityaffairs.co/wordpress/20308/hacking/amazon-opens-civilian-use-drones-hack.html
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REMOTELY HACKING DRONES TO DEFEND AGAINST THEM 
Drone Defenses Gone Wild 

SecurityAffairs.co - A hacker developed Maldrone, the first malware for drones - 27Jan2015  
First Backdoor for Drones. Maldrone aka Malware for Drones - 26Jan2015- YouTube  

• “Security expert Rahul Sasi has discovered and exploited a backdoor in Parrot AR Drones that allows him to remotely hijack 
the UAV with the malware Maldrone.” 

 

Maldrone – the First Backdoor for Drones 
• http://garage4hackers.com/entry.php?b=3105 

Presenter
Maldrone - First Backdoor for Drones - Jan2015
Garage4hackers - Maldrone the First Backdoor for drones. - Blogs - 26Jan2015
http://garage4hackers.com/entry.php?b=3105
nullcon - Rahul Sasi - Drone Attacks: How I hijacked a drone
http://nullcon.net/website/goa-15/speakers/rahul-sasi.php
First Backdoor for Drones. Maldrone aka Malware for Drones - 26Jan2015- YouTube
https://www.youtube.com/watch?v=5SlWdl4ZuAI
SecurityAffairs.co - A hacker developed Maldrone, the first malware for drones - 27Jan2015
http://securityaffairs.co/wordpress/32767/hacking/maldrone-malware-for-drones.html
PwnieExpress.com - Researcher Develops First Drone Malware - 28Jan2015
https://www.pwnieexpress.com/blog/researcher-develops-first-drone-malware
Forbes - Maldrone: Watch Malware That Wants To Spread Its Wings Kill A Drone Mid-Flight - 27Jan2015
https://www.forbes.com/sites/thomasbrewster/2015/01/27/malware-takes-down-drone/#43412f7a4c92
http://s3.crackedcdn.com/phpimages/article/0/9/6/581096_v2.gif
http://zdnet1.cbsistatic.com/hub/i/r/2015/01/27/3ac83a5a-87dc-475c-962f-ec5010121f23/resize/770xauto/df80aefc657963cb8e4436367183928b/screen-shot-2015-01-27-at-12-21-01.png
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CANNONS SHOOTING JAMMING OR EMP SIGNALS TO KNOCK DRONES OUT OF SKY 
Drone Defenses Gone Wild 

DRONELIFE - Anti-Drone Gun Uses Raspberry Pi - 11May2016  
• Only really work against Wi-Fi controlled drones, ineffective against those like the Danger Drone (i.e. cellular/GPS control) 

 

MAKE: Build a Wi-Fi Drone Disable with a Raspberry Pi – May2016 
• http://makezine.com/projects/build-wi-fi-drone-disabler-with-raspberry-pi/  

Presenter
MAKE: Build a Wi-Fi Drone Disabler with a Raspberry Pi – May2016
http://makezine.com/projects/build-wi-fi-drone-disabler-with-raspberry-pi/

LifeHacker - Build Your Own Wi-Fi Drone Disabler With a Raspberry Pi - 28Oct2016
http://lifehacker.com/build-your-own-wi-fi-drone-disabler-with-a-raspberry-pi-1788316268

Digital Trends - Disabling a Drone Is Easier than You Think - 17May2016
http://www.digitaltrends.com/cool-tech/diy-disable-drone/

DRONELIFE - Anti-Drone Gun Uses Raspberry Pi - 11May2016
http://dronelife.com/2016/05/11/anti-drone-gun-uses-raspberry-pi/

FCC – Illegal Jamming:
https://transition.fcc.gov/eb/jammerenforcement/jamfaq.pdf
https://www.fcc.gov/general/jammer-enforcement




SHOOTING DRONES WITH 
FRICKIN LASER BEAMS 

Presenter
http://www.popsci.com/china-plans-to-defeat-american-lasers-with-smoke



77 

SHOOTING DRONES WITH FRICKIN LASER BEAMS 
Drone Defenses Gone Wild 

LA Times - To keep drones out of high-risk areas, companies try hijacking them and shooting them down - 07Oct2016  
• “Last year, Boeing unveiled its compact laser weapons system, which ignites targeted drones. At a demonstration in California, Boeing said it took 

only about 15 seconds for its 2-kilowatt laser to disable the drone.” 

Wired.com - Welcome to the World, Drone-Killing Laser Cannon - 27Aug2015 
• “The laser can take the 220 volts of power it needs from a generator or mobile battery pack and is controlled with nothing more than a laptop and 

an Xbox 360 controller, and the system will take over to track and fire on a drone itself once it's in range.   

Boeing’s Compact Laser Weapons System: Sets Up in Minutes, Directs Energy in Seconds - 27Aug2015 - YouTube  

Boeing - Compact Laser Weapons System – “Directed Energy”  
• http://www.boeing.com/features/2015/08/bds-compact-laser-08-15.page 

~$11 million 

Presenter
Boeing - Compact Laser Weapons System – Anti-Drone Laser Gun:
http://www.boeing.com/features/2015/08/bds-compact-laser-08-15.page
Boeing’s Compact Laser Weapons System: Sets Up in Minutes, Directs Energy in Seconds - 27Aug2015 - YouTube
https://www.youtube.com/watch?v=Ijp3-zjTIp0
AUSA 2016: Meet Boeing's Compact Laser Weapons System - 03Oct2016 – YouTube
https://www.youtube.com/watch?v=hp3iCBXEQA0

Popular Science - Drones Fight Back Against Laser Weapons - 04Nov2016
http://www.popsci.com/laser-guns-are-targeting-uavs-but-drones-are-fighting-back

LA Times - To keep drones out of high-risk areas, companies try hijacking them and shooting them down - 07Oct2016
http://www.latimes.com/business/la-fi-counterdrone-tech-20161009-snap-story.html
Wired.com - Welcome to the World, Drone-Killing Laser Cannon - 27Aug2015
https://www.wired.com/2015/08/welcome-world-drone-killing-laser-cannon/
Popular Science - Boeing Unveils Its Anti-Drone Laser Weapon - 28Aug2015
http://www.popsci.com/boeing-unveils-compact-anti-drone-laser
Popular Mechanics - Watch Boeing's Super Portable Laser Take Down a Drone - 28Aug2015
http://www.popularmechanics.com/military/weapons/a17126/boeing-compact-laser-weapons-system-test/

Price:
MarketsandMarkets.com - Anti-Drone Market by Technology - 2022 - Feb2016 
http://www.marketsandmarkets.com/Market-Reports/anti-drone-market-177013645.html
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SHOOTING DRONES WITH FRICKIN LASER BEAMS 
Drone Defenses Gone Wild 

U.S. Navy LaWS - AN/SEQ-3 Laser Weapon System or XN-1 LaWS 
• https://en.wikipedia.org/wiki/Laser_Weapon_System 

Presenter
U.S. Navy LaWS - AN/SEQ-3 Laser Weapon System or XN-1 LaWS
https://en.wikipedia.org/wiki/Laser_Weapon_System
http://www.popsci.com/navy-is-going-to-test-big-laser-soon
http://www.popsci.com/technology/article/2013-04/us-navy-guard-old-ship-freaking-laser
http://www.sadefensejournal.com/wp/?p=3459
http://www.popsci.com/china-plans-to-defeat-american-lasers-with-smoke
http://www.popsci.com/laser-guns-are-targeting-uavs-but-drones-are-fighting-back
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SHOOTING DRONES WITH FRICKIN LASER BEAMS 
Defeating Laser Weapons 

1. Mirrors (Dielectric or Bragg) 

2. Smoke, Dust, Obscurants 

3. Thermal Transport Delay 

4. Ablative Materials (heat -> gas) 

5. Metamaterials (bend light like 
Predator) 

6. Adsys Controls – Helio 

• Detects laser and fights back 

Popular Science - Drones Fight Back Against Laser Weapons - 04Nov2016 
• http://www.popsci.com/laser-guns-are-targeting-uavs-but-drones-are-fighting-back 
 

Counter Directed Energy Weapons - Office of Naval Research 
• https://www.onr.navy.mil/en/Media-Center/Fact-Sheets/Counter-Directed-Energy-Weapons.aspx 

Presenter
U.S. Navy LaWS - AN/SEQ-3 Laser Weapon System or XN-1 LaWS
https://en.wikipedia.org/wiki/Laser_Weapon_System
http://www.popsci.com/navy-is-going-to-test-big-laser-soon
http://www.popsci.com/technology/article/2013-04/us-navy-guard-old-ship-freaking-laser
http://www.sadefensejournal.com/wp/?p=3459
http://www.popsci.com/china-plans-to-defeat-american-lasers-with-smoke
http://www.popsci.com/laser-guns-are-targeting-uavs-but-drones-are-fighting-back



LEGAL ISSUES 
YOU HAVE THE RIGHT TO REMAIN FRUSTRATED 
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CHANGING LEGAL LANDSCAPE 
FAA Rule on Small Drones 

• https://registermyuas.faa.gov/ 
Effective: 29 Aug 2016 

Presenter
FAA Drone Registration:
https://registermyuas.faa.gov/
http://www.faa.gov/uas/getting_started/

Makezine.com - How the FAA’s Drone Regulations Could Hamper Pros and Journalists - 01Feb2017
http://makezine.com/2017/02/01/faa-drone-law/

Drone - FAA Law - UAS Part 107 - Suit Filed - 2016 - Taylor v. FAA
RC Groups - Taylor v. FAA Update - 04Mar2017
https://www.rcgroups.com/forums/showthread.php?2845649-Taylor-v-FAA-Update
“My case challenging the FAA's model aircraft registration regulation, and the application of DC-area flight zones to model aircraft is scheduled for oral argument in the U.S. Court of Appeals for the D.C. Circuit on March 14, 2017.”
Slashdot - FAA Sued Over Federal Drone Registry - 01Oct2016
https://tech.slashdot.org/story/16/10/01/0148255/faa-sued-over-federal-drone-registry
DRONELIFE - The Lawsuit Over Drone Registration: Taylor vs. Huerta & FAA - 14Jun2016
http://dronelife.com/2016/06/14/lawsuit-drone-registration-taylor-vs-huerta-faa/
Forbes - Over 450,000 Hobby Flyers Have Registered. So Why Does Fighting FAA Drone Registry Still Matter? - 15Jun2016
http://www.forbes.com/sites/johngoglia/2016/06/15/over-450000-hobby-flyers-have-registered-so-why-does-fighting-faas-drone-registry-still-matter/#53747f926c85
The Daily Dot - Drone law experts say challenge to FAA registration rule is likely to succeed - 07Jan2016
http://www.dailydot.com/layer8/faa-drone-registration-lawsuit/
Technical.ly DC - How a little-known insurance lawyer became a symbol of (drone) liberty - 13Feb2017
http://technical.ly/dc/2017/02/13/john-taylor-sued-faa-drones/
POLITICO - Circuit court to hear model aircraft registration case this month - 03Mar2017
http://www.politico.com/story/2017/03/circuit-court-to-hear-model-aircraft-registration-case-this-month-235663
Blog - Hire a Drone Law Attorney - Fly Under FAA Part 107
https://www.dronelaw.pro/blog/
Hackaday - Don’t Like the FAA’s Drone Registration? Sue Them! - 26Sept2016
http://hackaday.com/2016/09/26/dont-like-the-faas-drone-registration-sue-them/
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CHANGING LEGAL LANDSCAPE 
Taylor vs. FAA - Lawsuit Against Drone Rule 

RC Groups - Taylor v. FAA Update - 04Mar2017  
DRONELIFE - The Lawsuit Over Drone Registration: Taylor vs. Huerta & FAA - 14Jun2016  
Hackaday - Don’t Like the FAA’s Drone Registration? Sue Them! - 26Sept2016  

• “My case challenging the FAA's model aircraft registration regulation, and the application of DC-area flight zones to model 
aircraft is scheduled for oral argument in the U.S. Court of Appeals for the D.C. Circuit on March 14, 2017.” 

 

 

19 May 2017 

Presenter
FAA Drone Registration:
https://registermyuas.faa.gov/
http://www.faa.gov/uas/getting_started/

Makezine.com - How the FAA’s Drone Regulations Could Hamper Pros and Journalists - 01Feb2017
http://makezine.com/2017/02/01/faa-drone-law/

Drone - FAA Law - UAS Part 107 - Suit Filed - 2016 - Taylor v. FAA
RC Groups - Taylor v. FAA Update - 04Mar2017
https://www.rcgroups.com/forums/showthread.php?2845649-Taylor-v-FAA-Update
“My case challenging the FAA's model aircraft registration regulation, and the application of DC-area flight zones to model aircraft is scheduled for oral argument in the U.S. Court of Appeals for the D.C. Circuit on March 14, 2017.”
Slashdot - FAA Sued Over Federal Drone Registry - 01Oct2016
https://tech.slashdot.org/story/16/10/01/0148255/faa-sued-over-federal-drone-registry
DRONELIFE - The Lawsuit Over Drone Registration: Taylor vs. Huerta & FAA - 14Jun2016
http://dronelife.com/2016/06/14/lawsuit-drone-registration-taylor-vs-huerta-faa/
Forbes - Over 450,000 Hobby Flyers Have Registered. So Why Does Fighting FAA Drone Registry Still Matter? - 15Jun2016
http://www.forbes.com/sites/johngoglia/2016/06/15/over-450000-hobby-flyers-have-registered-so-why-does-fighting-faas-drone-registry-still-matter/#53747f926c85
The Daily Dot - Drone law experts say challenge to FAA registration rule is likely to succeed - 07Jan2016
http://www.dailydot.com/layer8/faa-drone-registration-lawsuit/
Technical.ly DC - How a little-known insurance lawyer became a symbol of (drone) liberty - 13Feb2017
http://technical.ly/dc/2017/02/13/john-taylor-sued-faa-drones/
POLITICO - Circuit court to hear model aircraft registration case this month - 03Mar2017
http://www.politico.com/story/2017/03/circuit-court-to-hear-model-aircraft-registration-case-this-month-235663
Blog - Hire a Drone Law Attorney - Fly Under FAA Part 107
https://www.dronelaw.pro/blog/
Hackaday - Don’t Like the FAA’s Drone Registration? Sue Them! - 26Sept2016
http://hackaday.com/2016/09/26/dont-like-the-faas-drone-registration-sue-them/
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IF YOU CAN’T JAM THE SIGNAL, AND YOU CAN’T BLAST WITH A  SHOTGUN… THEN WHAT? 
Hard to Legally Defend Against Drones 

The Register - Bloke cuffed for blowing low-flying camera drone to bits with shotgun - 20July2015  
Digital Trends - Drone Shooting is a Federal Crime - 17Apr2016  

“What the h*** are we supposed 

to use, man, harsh language?” – 
Aliens (1986) 

Presenter
The Register - Bloke cuffed for blowing low-flying camera drone to bits with shotgun - 20July2015
http://www.theregister.co.uk/2015/07/30/man_arrested_shooting_camera_drone/

Fortune.com - Man arrested for shooting shoot drone says he was defending privacy - 29July2015
http://fortune.com/2015/07/29/shoot-drone-privacy/

Digital Trends - Drone Shooting is a Federal Crime - 17Apr2016
http://www.digitaltrends.com/cool-tech/drone-shooting-illegal/

CNET - Judge rules man had right to shoot down drone over his house - 28Oct2015
https://www.cnet.com/news/judge-rules-man-had-right-to-shoot-down-drone-over-his-house/

Aliens - quote:
https://www.youtube.com/watch?v=i33DX9Wjd7E
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BASICALLY AN UNSTABLE BOMB – POKE AND IT BLOWS UP 
WARNING:  Shooting LiPo Batteries Is Dangerous 

YouTube - What happens when you puncture a LiPo battery - July2014 
• https://www.youtube.com/watch?v=wUFxlf4fXjo 

Presenter
The Register - Bloke cuffed for blowing low-flying camera drone to bits with shotgun - 20July2015
http://www.theregister.co.uk/2015/07/30/man_arrested_shooting_camera_drone/

Fortune.com - Man arrested for shooting shoot drone says he was defending privacy - 29July2015
http://fortune.com/2015/07/29/shoot-drone-privacy/

Digital Trends - Drone Shooting is a Federal Crime - 17Apr2016
http://www.digitaltrends.com/cool-tech/drone-shooting-illegal/

CNET - Judge rules man had right to shoot down drone over his house - 28Oct2015
https://www.cnet.com/news/judge-rules-man-had-right-to-shoot-down-drone-over-his-house/

Aliens - quote:
https://www.youtube.com/watch?v=i33DX9Wjd7E
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IF YOU CAN’T JAM THE SIGNAL, AND YOU CAN’T BLAST WITH A  SHOTGUN… THEN WHAT? 
Hard to Legally Defend Against Drones 

Digital Trends - Drone Shooting is a Federal Crime - 17Apr2016  

Aircraft Sabotage Law: 
“Conviction for violating 

the FAA statute could result 

in a 5-year prison term.” 

Presenter
The Register - Bloke cuffed for blowing low-flying camera drone to bits with shotgun - 20July2015
http://www.theregister.co.uk/2015/07/30/man_arrested_shooting_camera_drone/

Fortune.com - Man arrested for shooting shoot drone says he was defending privacy - 29July2015
http://fortune.com/2015/07/29/shoot-drone-privacy/

Digital Trends - Drone Shooting is a Federal Crime - 17Apr2016
http://www.digitaltrends.com/cool-tech/drone-shooting-illegal/

CNET - Judge rules man had right to shoot down drone over his house - 28Oct2015
https://www.cnet.com/news/judge-rules-man-had-right-to-shoot-down-drone-over-his-house/

Aliens - quote:
https://www.youtube.com/watch?v=i33DX9Wjd7E



FUTURE IS AWESOME 
1980’S SCI-FI… FINALLY HAPPENING 
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GADGETS – SMALLER FLYING DEVICES & DROPPING OFF GROUND DEVICES 
The Future was on TV in the Past 

Call of Duty - RC-XD Remote 
Control Car (w Camera/Mic)  

Wearable 
drones 

“Bugs” 

Sand Flea - Jumping Infiltrating Robot 

1. Drone Swarms 

2. Hybrid Approaches 

3. Under-water Drone 

4. Micro / Bug-sized Drones 

24 (TV) – Spy Bot “Bugs” 

Transformers – Laserbeak 

Presenter
Wrist worn quadcopter:
http://www.reuters.com/article/us-intel-wearables-idUSKBN0IN25Y20141103
https://en.wikipedia.org/wiki/Nixie_(drone)

Sand Flea - Jumping Infiltrating Robot – YouTube
https://www.youtube.com/watch?v=6b4ZZQkcNEo

Call of Duty - RC-XD Remote Control Car (w Camera/Mic) - YouTube 
https://www.youtube.com/watch?v=ahkSRzyD3ms

24 – Spybot
https://dl.dropboxusercontent.com/u/37051339/Videos/Hacking/24.S09E01-Spy_Robot.mp4

Transformers – Laserbeak
https://www.dropbox.com/s/uuevh5325d4rixt/Transformers.1986-Danger_Drone_Clip.mp4?dl=0

Prodrone – Robot Arm Drone
http://uncrate.com/stuff/prodrone-robot-arm-drone/
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GADGETS – SMALLER FLYING DEVICES & DROPPING OFF GROUND DEVICES 
The Future was on TV in the Past 

1. Drone Swarms 

2. Hybrid Approaches 

3. Under-water Drone 

4. Micro / Bug-sized Drones 

US Army – Micro Copters 

DragonFly Cyborgs 
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GADGETS – SMALLER FLYING DEVICES & DROPPING OFF GROUND DEVICES 
The Future was on TV in the Past 

Mashable - These drones use wifi to make 3D images - 20Jun2017 
• http://mashable.com/2017/06/20/drones-3d-wifi-map/ 
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GADGETS – SMALLER FLYING DEVICES & DROPPING OFF GROUND DEVICES 
The Future was on TV in the Past 

Rise of A.I. and Auto-pilot Software 



Bishop Fox – Danger Drone Research: 
• http://dangerdrone.io 

Presenter
Bishop Fox – Danger Drone Research:
https://www.bishopfox.com/resources/tools/drones-penetration-testers/
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