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“US Senate voted to eliminate broadband privacy rules
that would have required ISPs to get consumers' explicit
consent before selling or sharing Web browsing data (...)”

3/23/2017
https://arstechnica.com
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Employee of Helge Braun, CDU — Assistant Secretary of the German Chancellor
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Senior Consultant bei Meez Technology
Tel Aviv - Jaffa, Tel Aviv District, Israel Marketing and Advertising

Meez Technology
g =ducation  Universitat Hamburg
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@ Update your public profile settings Bl Contact Info

No, do not publish an update to my
network about my profile changes.

Add a section to your profile — be discovered for your next career step.







I HOME  ABOUT CONTACT
MEEZ

technology * creativity

WHAT WE DO

About

WHAT WE DO
PRODUCTS

technology meets creativity




I HOME ABOUT ( CONTACT )
MEEZ

technology + creativity

CAREERS

About CAREER AT MEEZ

WHAT WE DO

We are constantly looking for creative minds, analysts and dedicated doers for our team. We can AypekitEyreone

PRODUCTS




MEEZ

technology + creativity

CONTACT US

If you are just as excited about the potential of technology and creativity, then we’d love to hear from you. We are a

small, international team, based in beautiful and prospering Tel Aviv.

Mail: mail@meez.tech
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Our data set

. https://www.google.com/?q=xxxx. .. [user id] [timestamp] ..

3.000.000.000

9.000.000 3.000.000

URLs Domains Users
(insufficiently anonymized)




Statistical Deanonymization

https://www.cs.cornell.edu/~shmat/shmat_oak08netflix.pdf

R] 22 Nov 2007

-~
-

[cs.(

Robust De-anonymization of Large Datasets
(How to Break Anonymity of the Netflix Prize Dataset)

Arvind Narayanan and Vitaly Shmatikov
The University of Texas at Austin

February 5, 2008

Abstract

We present a new class of statistical de-anonymization attacks against high-dimensional micro-data,
such as individual preferences, recommendations, transaction records and so on. Our techniques are
robust to perturbation in the data and tolerate some mistakes in the adversary’s background knowledge.

We apply our de-anonymization methodology to the Netflix Prize dataset, which contains anonymous
movie ratings of 500,000 subscribers of Netflix, the world’s largest online movie rental service. We
demonstrate that an adversary who knows only a little bit about an individual subscriber can easily
identify this subscriber’s record in the dataset. Using the Internet Movie Database as the source of
background knowledge, we successfully identified the Netflix records of known users, uncovering their
apparent political preferences and other potentially sensitive information.




How does it work?

e.g. ,user 1 visited domain X“ E Identifier
(e.g. name)

|
|
|
. IO =
u m.“"“
]
LYY wrs, .

User2  §F § N §F ® § § § N BF "B

vsern Dmom

anonymized user data : public / external personal data



Let’s try this!

Domains

______________________________________________________________________________________________________________________

Users

______________________________________________________________________________________________________________________

=> sparsely populated matrix with 9.000.000 x 1.000.000 entries



Our Algorithm

= Generate user/domain matrix M

= Generate vector V with information
about visited domains

=" Multiply M-v

= | ook for best match

YEI®

W= M-V

| = argmax (w)




How well does this work?

1.114.408

15.561

367 11 1

WWW.80g.com . kundencenter.telekom.de [ banking.sparda.de mmmsm handelsblatt.com




But how can public information be extracted?

Two examples




TWEETS FOLGE ICH FOLLOWER GEFALLT MIR LISTEN

o BNl Adam Bien ©Adame 28. Nov
e Java EE 8 specification is ready for review: java.net/downloads/java...
(via @java ) #JavaEE

Alessio Vinerbi 27. No
.-‘é‘ New version of #AnchorFX, docking framework for #JavaFX is out.

 We use the Twitter API to
download tweets from the
relevant time period (one
month)

github.com/alexbodogit/An...

* We extract URLs from the
tweets and generate the
associated domain by
following the links

o Martin Fowler er-27.1
4@ 'Everyone knows that debugging is twice as hard as writing a program
in the first place" - Kernighan

* We feed the domain
information into our algorithm

The Economist

Ada Lovelace died #OnThisDay 1852. If she wasn't the
first computer programmer, she was certainly the first

il debugger econ.st/2gIB2vh




Visited Examp|e5

Websites
github.com (2.584.681) 8
www.change.org (124.152) -
fxexperience.com (394) ! Gotcha! //””’/’—_———ﬁ\\\(:}
community.oracle.com (5161)
paper.li (2689) ° 1
javarevisited.blogspot.de (525)
www.adam-bien.com (365) ° ° °
rterp.wordpress.com (129)

4 @ @ L [ ] ] o000 & 900 aaee 0 @ L N N @ L

s . _ 1 r X _ __ rx [ [ ___ [ .~ __ ' [ 1 N T |

number of matching domains

0 20000 40000 60000 80000 100000
users (arbitrarily sorted)




Seemingly harmless identifiers can betray you

https://www.youtube.com/watch?v=DLzxXrzFCyOs




Youtube

= We download public playlists
from users (often linked via
Google+)

= We extract the video IDs using
the Youtube API

* We feed the resulting video
|ds into our algorithm (this
time initialized with video IDs
instead of domains)

Search Q

Home Videos Playlists Channels Discussion About

Liked videos
videos * views * Updated 2 days ago
p Playall «, Share == Save

Train - Drive By
! by TrainVEVO

Train - Meet Virginia
2 ; ;

by mikethejolteon

UKW SOMMERSPROSSEN

by Andre Taust

M Kofi Kingston Top Royal Rumble/Battle Royal Save
by Benedict Evan

{1 JOHNNY DIGGSON ft. DEAMON - Kapuze und Ray Ban | JMC | HALBFINALE
5 by JuliensBlogBattle




FEIE

Video-IDs:

02Zm-Ayv-PA
18rBn4heThI
2ips2mM7Zqw
2wUv1TUi8kQ
34Na4dj8AVgA
3VVUMIB2hCe
4fXvIHrbUTA
4ulaGjwiIbo
5BzkbSq7pww
5RDSkR8_AQ®
680R1Gg2YYU
6IHQ9yv_qgis
8d5QEWdHchk

4 DEDMD 205 ¢ N0 SN EENNNE MBI ImEEBBE & e

number of matching videos in profile

S
T
L

0 o000 10000 15000 20000

users (arbitrarily sorted)



More ways to
extract public
information

" Google Maps URLs
(contain
latitude/longitude

=" Facebook Post IDs
(URLs were
anonymized in the
data set but IDs
were shared)

4

photos? You can contribute on Google
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"Instant” deanonymization via a unigue URL




What did we find in the data?




08.08.16 05:26
08.08.16 05:27
08.08.16 05:27
08.08.16 05:28
08.08.16 05:28
08.08.16 05:33
08.08.16 05:33
08.08.16 05:33
08.08.16 05:34
08.08.16 05:34
08.08.16 05:34
08.08.16 05:34
08.08.16 05:47
08.08.16 05:47
08.08.16 05:48
08.08.16 05:48
08.08.16 10:34
08.08.16 10:39
08.08.16 10:39
08.08.16 10:39
08.08.16 10:40
08.08.16 10:40
08.08.16 10:40
08.08.16 10:41
08.08.16 10:42
08.08.16 10:43
08.08.16 10:43
08.08.16 10:43
08.08.16 10:43
08.08.16 10:48
08.08.16 10:48

P N L

https://www.cruiseandride.de/ XX OaaaaOaXXXXKKXKXXKXIXXKIOOCOKXKKXKKXKKXK
https://www.cruiseandride.de/.

https://www.cruiseandride.de/.

https://www.cruiseandride.de/.

https://www.google.de/

https://www.google.de/XXXXXXXXXXXXXXXXXXXXXXXX

https://www.google.de/

http://www.mainz.de/
http://www.mainz.de/xXxXXxXxXXXXXXXXXXXXXXXXOCOOCOOOOOOCOOCONOCKXKKX XXX XXX XXX XXX XXX XX XXXXX
http://www.mainz.de/xXxXXXXXXXXXXXXXXXXXXXOCOOOOOOOOCOOOOOOKHXKX XXX XXX XXX XXX XXX XXXX
http://mww.mainz.de/ XXX XXX XXX XXX XX XXX
http://www.mainz.de/}xXxxXXXXXXX XXX XXX X XXX XXX XXXXXXXXXOXKXX
https://www.google.de/

https://www.google.de/

https://translate.google.de/ XXX xx
https://translate.google.de/?hl=de&tab=wT#en/de/Sehr%20geehrte%20Damen%20und%20Herren%2C%0A%0Aim%20Rahmen%20eines%20hier%20bearbeite
http://rio.sportschau.de/XxXxXXXxXXXXxXXxx

https://www.google.de/

https://www.google.de/XXXXXXXXXXXXX

http://ping.euNooOaaaxxXx

https://www.google.de/

https://www.google.de/xxaxXNOOKXK XXX XXXX

http://www.ip-adresse-ermitteln.de/

http://www.ip-adresse-ermitteln.de/xxXxxxxxxx

https://www.google.de/

https://www.google.de/XxO00000XXXXXXX

https://www.google.de/XXXXXXXXXXXXXX

http://www.utrace.de/

http://mww.utrace.de/00000000KXXXXXXXX

http://mww.utrace.de/ 000000 XXXXX

http://www.utrace.de/XXXXXXXXXXXXXXXXXXXX



Ladies and Gentlemen, because of an investigation concerning computer fraud
(file number), which | have dealt with here, § 113 TKG i.V.m. § 100j StPO | need
information on following IP address: xxx.xxx.xxx.xxx Time stamp: xx.xx.2016,
10:05:31 CEST

The data is needed to identify the offender. Please send your answer by e-mail
to the following address

Firstname.lasthame@police.state.de or by fax.

first name

Last Name

Detective Chief Place of county
Cybercrime

phone number



10.08.16 06:33
10.08.16 06:33
10.08.16 06:44
10.08.16 06:44
10.08.16 06:44
10.08.16 06:44
10.08.16 06:44
10.08.16 06:45
10.08.16 06:45
10.08.16 06:45
10.08.16 06:45
10.08.16 06:46
10.08.16 06:46
10.08.16 07:35
10.08.16 07:36
10.08.16 07:36
10.08.16 07:36
10.08.16 07:36
10.08.16 07:38
10.08.16 07:38
10.08.16 07:38
10.08.16 07:39
10.08.16 07:40
10.08.16 07:40
10.08.16 07:40
10.08.16 07:40
10.08.16 07:40
10.08.16 07:40
10.08.16 07:43

https:!/mélwr.com/xxxxxxxxxxx
https://malwr.com/
https://www.google.de/#g=wo-+finde+ich+die+tilde+auf+der+tastatur

http://

s/ \Where do | find tilde on my keyboard

http:/A

https://www.google.de/#g=wo-+finde+ich+die+tilde+auf+der+tastatur
https://support.microsoft.com/de-de/kb/503891
https://www.google.de/#g=wo-+finde+ich+die+tilde+auf+der+tastatur
https://www.google.de/,
https://support.microsoft.com/XXXXXXXXXXXXXXX
https://www.google.de/.
https://www.google.de/

https://www.google.de/

hitp://Aww.swr3.de/ XXX XXXXXKXX
https://www.google.de/

https://navigator.web.de/

https://navigator.web.de/

http://web.de/,

http://web.de/

http://web.de/
http://web.de/
http://web.de/0e00000a000000ONON0OOOOOOOXXXKX XXX XX
http://web.de/NX0000000XXXXXX

http://web.de/M00000000XXXXX

https://navigator.web.de/

https://www.google.de/
https://news.google.de/
https://www.google.de/

What is IP 127.0.0.1




One last example
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04.08.16
04.08.16
04.08.16
04.08.16
04.08.16
04.08.16
04.08.16
04.08.16
04.08.16
04.08.16
04.08.16
04.08.16
04.08.16
04.08.16
04.08.16
04.08.16
04.08.16
04.08.16
04.08.16
04.08.16
04.08.16
04.08.16
04.08.16
04.08.16
04.08.16
04.08.16
04.08.16
04.08.16
04.08.16
04.08.16
04.08.16
04.08.16
04.08.16
04.08.16
04.08.16
04.08.16

16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
100

17

17:
17:
17:

13
13
13
14
14
14
15
15
15
16
16
17
21
21
21
22
22
22
22
24
24
26
29
29
30
30
30
32
32
33
33
35

00
02
02

https://www.instagram.com/XXXXXXXXXXXX
http://www.tubegalore.com/
http://www.tubegalore.com/BDSM-tube/5476-1/page@/

http://www. tubegalore.com/
http://www.tubegalore.com/Brutal-tube/5504-1/page@/
http://www.tubegalore.com/Brutal-tube/5504-1/page@/
http://www.tubegalore.com/Brutal-tube/5504-1/page@/
http://www.tubegalore.com/Brutal-tube/5504-1/page@/
http://www.tubegalore.com/Brutal-tube/5504-1/pagel/
http://www.xtwisted.com/video/nymph—-gets—-brutally—-gang-banged-9002.html
http://www.tubegalore.com/Humiliation-tube/5813-1/page@/
http://www.tubegalore.com/Humiliation-tube/5813-1/page@/
http://www.tubegalore.com/Humiliation-tube/5813-1/page@/
http://www.tubegalore.com/Humiliation-tube/5813-1/page@/
http://www. tubegalore.com/Humiliation-tube/5813-1/page@/
http://www.xtwisted.com/video/abuse-in-dungeon-8911.html
http://www.txxx.com/videos/1622728/stupid-bitch-humiliated/
http://hotmovs.com/videos/31970/zeit-fuer-die-die-knechtschaft/
http://h2porn.com/videos/maya-with-her-slaves/
http://hotmovs.com/videos/387090/recruits—-punished-1/
http://www.tubegalore.com/BDSM-tube/5476-1/page@d/
http://www.tubegalore.com/BDSM-tube/5476-1/paged/
http://hotmovs.com/videos/1087302/dairy-farm2/
http://hotmovs.com/videos/387310/milf-broken-down-into-fucktoy/
http://www.xvicious.com/video/endless-bdsm-screams-7218.html
http://hotmovs.com/videos/387310/milf-broken-down-into-fucktoy/
http://hotmovs.com/videos/385798/training-for-servitude-6-oto/
http://hotmovs.com/videos/386840/zur-perfekten-hure-erzogen/
http://hotmovs.com/videos/385798/training-for-servitude-6-oto/
http://hotmovs.com/videos/385967/beautiful-slave-tortured-1/
http://hotmovs.com/videos/968295/training-for-servitude-4-oto/
https://www.facebook.com/xxx
https://www.google.de/XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
http://www,.tvtoday.de/XXXXXXXXXXXXXXXXXX
https://www.facebook.com/xxx

http://www.bild.de/



Who collected the data”




Browser Plugins

Neu registrieren oder anmelden | Andere Anwendungen mozilla

g~ Chrome Web Store Anmelden E\

Y Add-ons [momwesmemae— | orgestell

ERWEITERUNGEN THEMES SAMMLUNGEN MEHR...

Designs
Willkommen bei den Firefox-Add-ons. Wahlen Sie aus Tausenden von Zusatzfunktionen und Stilen, um sich Firefox zu Eigen zu r
machen. 2

Spiele

Best of 201

Neu &Jetzt KATEGORIEN

Holen Sie sich die neuesten Add-ons, die man jetzt haben muss. Alle - rE]
Das Beste aus 2016
- . : v Vorgestellt
Instagram Video Do... | don't care about co... -v Gmail™ Notifier:+ FUNKTIONEN "8
Download videos from Get rid of annoying cookie Grmall™ Notifier Plus alerts you - i Erweiterungen des Jshres
Instagram (and s plus, easlly warnings from almost all of new emall messages, Users pelaL=ui e
save photos), ‘infected! websites! can alsoiread or reply to emal. Von Google
et Crlrita
. Erste Schritte
) 5 n Erwelteru hror ntimal Nt Alle anzeigen
Fiir Android verfigbar

Von Google Drive unterstiitzt ciem
ERKUNDEN Vorgestellte Erweiterungen e ansehen» BELIEBTESTE Alle>
Vorgestellt 1. Adblock Plus BEWERTUNGEN
18.474.289 Ben
Beliebteste p Google search link fix DownThemAll! — L 8 & & 4
Datenschutz & Sicherheit ‘ Download-Verwaltung 2. Video DownloadHelper
Aty hOChStef bewertit (145) 1.624) 4.339.028 Benutzer S % K Kk & basser H a ngouts Google Keep
3. Easy Screenshot % o kK
M | EndBarTweak &L, iDoilond Statistis B iz Office Online Google Hangouts Chrome-Erwelterung filr Google .. | LastPass: Free Password Manager
~ Y 4 W W R hoccer ek (904) KOSTENLOS ekl - (29324) KOSTENLOS ek (1652) KOSTENLOS ki (19150) KOSTENLOS
" -

of vear?utm ntn-ican |



Web of Trust (MyWOT)
Safe Web Search & Browsing

140,000,000



[DATUM] 11:15:04 http://what.kuketz.de/

[...]

[DATUM] 15:49:27 https://www.ebay-kleinanzeigen.de/p-anzeige-bearbeiten.html?adId=xxx
[DATUM] 13:06:23 http://what.kuketz.de/

[...]

[DATUM] 11:22:18 http://what.kuketz.de/
[DATUM] 14:59:30 http://blog.fefe.de/

[...]
[DATUM] 14:59:36 http://what.kuketz.de/

[DATUM] 14:59:44
https://www.mywot.com/en/scorecard/what.kuketz.de?utm source=addon&utm_content=rw-viewsc

[...]
[DATUM] 13:48:24 http://what.kuketz.de/

[...] test by Mike Kuketz / www.kuketz-blog.de



Check out our new Mobile App Z“'E,’E;’ELE PLAY

EN~  Login\ Register

NEW!
wm @ Protect your Browser Mobile Community Our APIs Support Search a website for its reputation Q

Privacy Privacy policy

Privacy Policy

3. Automatically Collected Information - When you install and use the WOT app or WOT extension, we also automatically collect
information from you related to your use of the WOT Services and your web browsing activity. This information may include, without
limitation, the following;:

© From WOT desktop/mobile extension and desktop app - Internet Protocol Address; device type; operating system and browser; web pages
visited and time stamp of the visit; automatically-generated GUID and WOT user ID.

intended to make our users fully aware of the data we collect, the way it is stored, used, and shared, and our users’ rights in relation to such

data and practices. We greatly value our users and their privacy rights, and we encourage all of our users to read and become familiar with this
or de-identified information that is not collected together, or otherwise associated by us, with any Registration Information or other Personal

Information, if any, that we hold about you. When we automatically collect information, we go to great lengths to make sure that Non-Personal
Information remains anonymous, as further described below.

Information and Non-Personal Information in accordance with the terms of this Privacy Policy. IF YOU DO NOT ACCEPT THE TERM OF THIS
PRIVACY POLICY, PLEASE DO NOT ACCESS OR USE THE WOT PRODUCTS OR WOT SERVICES.

© Information We Collect

How We Use the Data

Sharing Collected Data with Third Parties

Cookies

Do Not Track Disclosure

Your Responsibility for User-Generated Content

Data Storage and Security




How many extensions are affected?

]_(}1':
95 % of the data comes

from only 10 extension
10° (variants/versions).

107

10’7 .
Many more are spying on

10° their users, but have a
small installation base.

c

10-

10°* Up to 10.000 extension
versions affected (upper
bound analysis via

107 extension ID).

107

number of data points from extension

10!

10"
10° 101 102 103 10* 10

rank of extension



Why use extensions for tracking?

. tracking server

——————---——————*




(How) can | protect myself against tracking?

: : : Rotating proxy servers (n >> 1)
e.g. TOR or a VPN with rotating exit
nodes

Client-side blocking of trackers

DDDDDDDDDD



Can | hide in my data by generating noise?

(e.g. via random page visits)

A\ (V) [

Usually not

argmax ||M-v|| is robust against isolated (additive) perturbation




akeaways

High-dimensional, user-related data
is really hard to robustly anonymize
(even if you really try to do so).

-

s

A

The increase in publicly available
information on many people
makes de-anonymization via
linkage attacks easiert than ever
before.

Often, only a few external
data points (<10) are suffcient
to uniquely identify a person.



Special thanks to

Kian Badrnejad, NDR
Jasmin Klofta, NDR
Jan Lukas Strozyk, NDR

Martin Fuchs @wahlbeobachter
Stefanie Helbig
Mike Kuketz, kuketz-blog.de

Many further sources and contributors
TV shows ARD Panorama, NDR Panorama3 and ZAPP

http://daserste.ndr.de/panorama/aktuell/Web-Strip-Intimate-data-from-federal-politicians-for-
sale,nacktimnetz114.html
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Questions?

Svea Eckert
Journalist NDR/ ARD
@sveckert
mail@sveaeckert.de

Andreas Dewes
Data Scientist

@japh44
andreas@7scientists.com




