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SeNet Who We Are – SeNet International
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SeNet Who We Are – Gus Fritschie

Gus Fritschie has been involved in 
information security since 2000. 
About 5 years ago (after his 
previous DEF CON presentation on 
iGaming security) he transitioned a 
significant portion of his practice 
into the gaming sector. Since then 
he has established himself and 
SeNet as the IT security leader in 
gaming. He has supported a 
number of clients across the 
gaming spectrum from iGaming 
operators, land-based casinos, 
gaming manufacturer, lotteries, 
tribal gaming, and daily fantasy 
sports.

@gfritschie
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SeNet Who We Are – Evan Teitelman

Evan works and lives in the 
Washington DC area.  He is the 
founder of BlackArch Linux and 
specializes in reverse engineering and 
secure application development.

In his free time he enjoys hiking, 
climbing, and working on his van.



© SeNet International Corp. 2017 6 July 2017

SeNet Evan’s Van
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SeNet What this talk is and is not
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SeNet What has happened since 2011
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SeNet iGaming Legislation
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SeNet
Highlighted Security Incidents in 

Gaming Since 2011

None of these will be discussed in detail but are listed to illustrate that this 
sector is not immune to these threats.  Only a small sampling.

• Las Vegas Sands hack
• NJ iGaming DDOS attacks
• Affinity Gaming breach
• Hard Rock Hotel & Casino data breach
• Casino Rama Resort in Ontario
• Peppermill Resort Spa Casino in Reno credit card breach
• Weaknesses in Daily Fantasy Sports (DFS) protections
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SeNet Las Vegas Sands 
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SeNet History Class
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SeNet Early attacks against slot machines
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SeNet
Early attacks against slot machines 

(Cont.)

Shaved, fake coins and yo-yoing

Banknote validators



© SeNet International Corp. 2017 15 July 2017

SeNet
Early attacks against slot machines 

(Cont.)

Tommy 
Carmichael

Monkey Paw, a taut string 
attached to a bent metal rod. 
This rod was jammed into the 
machine via the air vent and 
was used to fish around for the 
switch that released the coin 
hopper. Once the switch was 
activated, money was 
released!

This contraption took advantage of the fact that new 
machines used optical sensors to detect the number of 
coins dispensed. By blinding the optical sensor, the Light 
Wand made it impossible for the machine to know how 
much money it was releasing. Therefore, a player equipped 
with a Light Wand only had to play until a small jackpot was 
hit; it was then a matter of inserting the wand and turning a 
small payout into a mountain of money.
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SeNet 1980 Pennsylvania Lottery scandal

April 24th 1980 the lottery reaches its liability limits 
on the Daily Number (3-digit game) on 8 of the 
possible combinations of 6s and 4s (444, 446, 
464, 644, 646, 664, 666)

Winning number was 666.

Later in the evening rumors surfacing that illegal 
bookmakers were not paying.

When watched in slow motion only the 4s and 6s 
ever move more than a few inches from the 
bottom, as the rest of the balls had been weighted.
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SeNet
Ron Harris attacks against slots and 

keno

Ronald Dale Harris is a computer programmer who worked for the 
Nevada Gaming Control Board in the early 1990s and was responsible for 
finding flaws and gaffes in software that runs computerized casino games. 
Harris took advantage of his expertise, reputation and access to source 
code to illegally modify certain slot machines to pay out large sums of 
money when a specific sequence and number of coins were inserted
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SeNet
Ron Harris attacks against slots and 

keno (Cont.)

Harris surreptitiously coded a hidden software switch -- tripped by 
inserting coins in a predetermined sequence -- that would trigger cash 
jackpots. After retooling more than 30 machines, Harris and 
accomplices made the rounds, walking away with hundreds of 
thousands of dollars.
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SeNet
Ron Harris attacks against slots and 

keno (Cont.)

Harris shifted his focus to the probability game 
Keno, for which he developed a program that 
would determine which numbers the game's 
pseudorandom number generator would 
select beforehand. When Harris' accomplice, 
Reid Errol McNeal, attempted to redeem a 
high value winning keno ticket at Bally's 
Atlantic City Casino Hotel in Atlantic City, New 
Jersey, casino executives became suspicious 
of him and notified New Jersey gaming 
investigators.  The investigation led authorities 
to Harris and after a trial was sentenced to 
seven years in prison.  He was released from 
prison after serving two years and currently 
resides in Las Vegas.
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SeNet Previous iGaming hacks/scandals
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SeNet Current Events



© SeNet International Corp. 2017 22 July 2017

SeNet Eddie Tipton Hot Lotto RNG Rigging

Rob Sand – Iowa 
Assistant Attorney 
General (lead 
prosecutor)

Eddie Tipton

Tommy Tipton

Robert Rhodes
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SeNet Tipton Overview

Lottery Fraud Case Involving a $14.3 million prize!

Lottery ticket purchased 
at a QuikTrip near 
Interstate Highway 80 on 
Dec. 23, 2010.

Prize went unclaimed for almost a year, 
until Hexham Investments Trust, a 
mysterious company incorporated in 
Belize, tried to claim the prize through 
Crawford Shaw, a New York attorney, 
hours before the ticket was set to expire in 
2011.
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SeNet Tipton Overview (Cont.)
Lottery officials refused to release the prize because 
those behind the trust declined to give their identities, 
which is required under Iowa law. 

Claim to prize was withdrawn in January 2012. At that 
time, Iowa Lottery officials asked the Iowa Attorney 
General's Office and Iowa DCI to investigate.

On Oct. 13, authorities received a tip from an out-of-
state employee of the Multi-State Lottery Association 
that Tipton was the man in the video.

Investigators analyzed Tipton's cellphone records, 
which indicated he was in Des Moines when the ticket 
was purchased, according to the arrest report. They 
also discovered Tipton rented a silver 2007 Ford Edge 
on Dec. 22, which matched the vehicle of the buyer of 
the winning lottery ticket



© SeNet International Corp. 2017 25 July 2017

SeNet Tipton Overview (Cont.)

Eddie was convicted in 2015 of two counts of fraud following a weeklong 
trial. One of the fraud charges accused Tipton of tampering with the 
nonprofit's computers to rig the draw, while the second accused him of 
participating in the ill-fated attempt to redeem the ticket in late 2011 that 
sparked an investigation.

He was sentenced to 10 years in prison, but has been out on bond pending 
appeal.

June 29, 2016 Tipton pleaded guilty to three felony charges in Iowa and 
Wisconsin.  The other states where fraud occurred have agreed not to 
prosecute.



© SeNet International Corp. 2017 26 July 2017

SeNet Tipton Timeline

March 2003 – Eddie Tipton is hired at MUSL
November 23, 2005 – Colorado Lottery fraud 
December 29, 2007 – Wisconsin Lottery fraud
December 29, 2010 – Kansas Lottery fraud
December  29, 2010 – Iowa Hot Lotto fraud
November 23, 2011 – Oklahoma Lottery fraud
January 15, 2015 – Eddie Tipton arrested
March 2015 – Rhodes was arrested on 2 counts of fraud 
July 20, 2015 – Eddie Tipton Convicted 
September 9, 2015 – Sentenced to 10 years, but free on bond pending 
appeal
October 2015 – New criminal charges filed related to 2005 and 2007 fraud
March 30, 2016 – Tommy Tipton charged
June 29th, 2017 – Eddie pleads guilty in Iowa
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SeNet How to rig the lottery

Steps to rig the lottery:

1. Become a lottery RNG 
developer

2. Write code to make the 
numbers predictable

3. Have your friends buy 
tickets with the winning 
numbers
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SeNet How he Rigged the Lottery
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SeNet How he Rigged the Lottery (really)

• In 2003 Eddie got a job as an RNG developer at MUSL

• While working there he wrote code which made the numbers predictable on 
three dates

• The source code and RNG binaries were certified by one of the major testing 
labs
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SeNet How he rigged the lottery (cont.)

• In 2016 SeNet was contracted to perform imaging of one of the rigged 
lottery RNGs

• In 2016 after Eddie was convicted SeNet was given permission to 
review the RNG images

• Eddie didn’t seem smart enough to write a rootkit which could change 
lottery numbers in memory

• So despite the official explanation (which he was convicted off of) for 
how he rigged the lottery I assumed he simply slipped some code into 
the RNG which rigged it…

• At this point we only had the binaries (no source code)
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SeNet Reverse Engineering

• The RNG consisted of an executable (QV.EXE) which contained the 
front-end material

• A DLL (QVRNG.DLL) which contained the PRNG
• And a DLL (AWRAND.DLL) which interfaced with the hardware RNG
• QVRNG.DLL was an obvious first choice for an RNG rigger
• So I looked at QVRNG.DLL first
• I briefly skimmed through all of the functions. One of them caught my 

eye…
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SeNet Logic Bomb
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SeNet Logic Bomb (Cont.)

• At this point we also knew that all of the alleged illicit lottery wins related 
to the case were on two different days: November 23rd and December 
29th (November 22nd and December 28th on leap years)

• So this function full of references to date checks and the PRNG
internals was pretty suspicious

• Also the function was at the end of the binary (as if it had been tacked
on to the end of a source file) which was suspicious

• At this point we were able to obtain the source code for the RNG

• Sure enough there were 25 functions in the source code and 26
functions in the binary
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SeNet Logic Bomb (Cont.)
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SeNet Logic Bomb (Cont.)
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SeNet Logic Bomb (Cont.)

• The date calls corresponded to the two known dates of lottery rigging

• Plus one additional date: May 27th (May 26th on leap years)

• Additional conditions for the RNG rigging were identified and correlated 
with known illicit winnings

• For example, the RNG was only rigged on Wednesdays and Saturdays
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SeNet Logic Bomb (Cont.)
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SeNet Logic Bomb (Cont.)

• The method by which the function reseeded the RNG with predictable 
numbers was identified

• Basically he just took various game parameters including the number of 
numbers per draw and the maximum and minimum numbers in the 
game and multiplied them together along with the number 39 and the 
summed ASCII values of the letters in the computer name. Then he took 
that and added it to the day of the year and added in the product of the 
number of times the RNG had run since the last reboot and the year.

• This number is then used to seed the PRNG.

• Then he drew a quantity of numbers from the RNG corresponding the 
quantity of numbers which had been drawn since the RNG last 
restarted. The last number drawn was then used to seed the PRNG a 
second time.
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SeNet Why didn’t certification work?

• The RNG was certified by one of the 
major testing labs

• The certification ran the output of the 
RNG through statistical tests to 
ensure unbiased results…

• But the output of the rigged RNG was 
statistically unbiased

• The lab performed an audit of the 
source code…
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SeNet How he could have done it better

• Rigging the lottery on only three dates made it easier to identify illegal 
winnings

• Making numbers dependent on variables like the computer name and 
time of day meant he had to buy multiple tickets for each drawing

• The method of rigging the RNG could have been more discrete
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SeNet
How can this be prevented in the 

future?

• RNG source code should undergo in-depth third-party reviews

• The binaries (including updates) should be compiled and checked 
(e.g. via Bindiff) against the binaries provided by the RNG vendor

• The machine itself should be imaged and configured either by a 
third party or in a supervised manner
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SeNet Russian slot machine hacking

https://www.wired.com/2017/
02/russians-engineer-brilliant-
slot-machine-cheat-casinos-
no-fix/

https://www.youtube.com/wat
ch?v=W_vdoaKsP5Y (Willy 
Allison World Game 
Protection Conference)
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SeNet Russian slot machine hacking (cont.)

• In  2009 Russia made majority of gambling illegal, this led to a number of 
slot machines being sold to whomever they could find

• By 2011 casinos in Europe were noticing suspicious payouts

• In June of 2014 in a casino in Missouri noticed unusual activity with some 
slot payouts, Missouri Gaming Commission was notified

• December of 2014 the same individuals were arrested back in Missouri 

• 2016 some more were arrested and prosecuted in Singapore 
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SeNet Russian slot machine hacking (cont.)

• Slot machine software was reversed engineered and a weakness 
discovered in the PRNG

• Phones were used to record about 24 spins

• Data uploaded and using video footage they were able calculate the pattern 
based on the slots PRNG

• Information is transmitted to a custom app with a listing of timing marks that 
cause the mobile to vibrate 0.25 seconds before the spin button should be 
pressed

• Not always successful, but the result is higher payout than expected 

How did they do this?
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SeNet
What casinos and operators can do to 

protect themselves

• Understand that compliance != security

• Similar to other verticals more budget needs to be spent on information 
security

• Operators need to question game manufacturers on their security 
controls 
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SeNet
Current gaming regulations with 

security components
• Maryland Gaming Commission requires an annual IT Security Assessment 

be performed by an independent and approved 3rd party on an annual 
basis.

• New Jersey Division of Gaming Enforcement has written in their iGaming 
standard that a security assessment be performed once a year on the 
iGaming platforms.  Also includes other requirements such as auditing, 
password complexity, etc…

• Various tribal Minimum Internal Controls (MICs), however, these are 
typically very high-level.

• Also your typical regulatory compliance standards (i.e. PCI)

• Often left up to the operator to determine what level of security is 
implemented.
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SeNet Conclusion

While regulated iGaming has added additional controls there is still room from 
improvement (both from operators and regulators).

In our opinion a major risk exists in the code and SDLC process (this is an 
area that is not really examined by regulators).

With gaming (all formats) becoming more widely accepted across the United 
States it is important the operators and regulators works together to protect 
the integrity of the games.
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SeNet Questions


