Digital Vengeance
Exploiting the Most Notorious C&C Toolkits
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Disclaimer

® [he views expressed herein do not necessarily state or reflect the views of
my current or former employers.

® | am not responsible for any use or misuse of the information provided.

® |mplementation of the information given is at your own risk.
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1he sophisticated attack

... Identified an extremely sophisticated cyber attack”

RSA
“Government and non-government entities are under constant attack by evolving and

advanced persistent threats and criminal actors. These adversaries are
sophisticated, well-funded, and focused.”

"The threat is very persistent, adaptive and Office of Personnel Management

sophisticated - and it is here to stay,”

SWIFT
y got past 90% of internet

“The malware that was used would have slipped or probabl
defenses that are out there today in private industry”
t, assistant director of the FBI’s cyber division

hackers obtained data on tens of millions of current and former

customers and employees in a sophisticated attack”
Anthem

Joseph Demares

"It is simply not possible to beat these hackers”
James A. Lewis Cybersecurity Expert at Genter for Strategic and
International Studies (CSIS)




RAl terminology

e (Client
e \Victim

o (2 Server
e Attacker
o Victim

- one who returns assault in kind

*icons credit Open Security Architecture



Sophisticated attack hit list
) Leome

Top 10 malware counted by occurrence in
#APT reports:

Poison lvy

GhOst RAT

PlugX

Xtreme RAT

Enfal
Derusbi
DarkComet
Shady RAT
NJRat
Wipbot
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GhOst RAT

®$ GhOst RAT Beta 3.6

£T JB z2.& ZFIPA. | crsH

C.RUFUS SECURITY TEAM BAeiEite © ’ ..g, feam

ID WAN
.0  192.168.1.10§

4

Connections [ Settna
192.168.1.105

LAN

3 . O
.

File Manager

Screen Capture
Keylogger
Remote Shell
System
Webcam View
Audio Capture
Administrate
miscellaneous
Change Name

Disconnect

Select All

Unselect

Computer Name /N... | OS CPU Ping | Webcam
M -ad771c3ed7  XP SP3 (Build 2600) 3092MHz 10 -

S: 0.00 kb/s R: 0.00 kb/s Port: 80 Connections: 1
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GhOst RAT

® Most notably identified
by C2 traffic which
start with the 5 byte
marker “GhOst”
(or other 5 byte
marker)

©000LLo
000010
00000020
00030

00000040
000050
©00LLL60o
00000 /0

00000, 7hero, ABCDE, Adobe, agOft, apach, Assas, attac, B1X6Z, BEiLa, Beili,
Blues, ByShe, cblst, chevr, CHINA, cyl22, DrAgOn, EXXMM, Eyesl, FKJP3,
FLYNN, FWAPR, FWKIJG, GWRAT, GhOst, G10st, GM110, GOLDt, HEART,
Hello, https, HTTPS, HXWAN, Heart, httpx, IMOO7, I'Tore, kaGni, KOBBX,

KrisR, light, LkxCq, LUCKK, LURKO, lvxYT, LYRAT, Level, Lover, Lyyyy,
MOUSE, MYFYB, MoZhe, MyRat, Naver, NIGHT, NoNul, Origi, OXXMM,
PCRat, QQ_124971919, QWPOT, Snown, SocKt, Spidern, Super, Sw@rd,
Tyjhu, URATU, v2010, VGTLS, WOLFKO, Wangz, wcker, WhOvt, whmhl,
Winds, wings, World, X6M9K , X6RAT, XDAPR, xhjyk, Xjjhj, xqwi7, YANGZ

“The many faces of GhOst Rat” — Snorre Fagerland



Remote file uploao

Give me C:\Documents\user\file.doc
SO | can save it to targetXi\ile.doc

L.

Here Is the |datal
SO you can save it to targetX\file.doc



Remote file uploao

(“I‘\->

o
Here Is the |datal

SO you can save it to G:\.. . \startup\backdoor.exe



DLL side load vulnerapility

®x (GhOst Server has a dependency on oledlg.dll

®x  Only imports one function
0] GHOST_SERVERLEXE o lonals [tint i [eniypont |

WINMM.DLL 8 (x0008) | N/A Not Bound
KERNEL32.DLL

USER32.DLL

GDI52.DLL

COMDLG32.DLL

WINSPOOL.DRV

ADVAPI32.DLL

SHELL32DLL _I

COMCTL32DLL 4 (0x0004) [ 17 (0x0011) | OleUIPasteSpecialA 0x000116F0
OLEDLG.DLL 5(0x0005) | 11 (0x000B) | OleUIEditLinksA 0x00011EBO
MSVCRT.DLL 6 (0x0006)| 5(0x0005) | OleUIChangelconA 0x00011FEQ
KERNEL32.DLL 7 (0x0007)| 9(0x0009) | OleUIConvertA 0x000120E0
USER22.DLL 8 (0x0008) | 2 (0x0002) | OleUIBusyA 0x000122E0
ARI197 A 9 (0x0009) [ 21 (0x0015) | OleUIUpdateLinksA 0x000123B0

10 (0x000A) | 19 (0x0013) | OleUIPromptUserA 0x00012 CAQ

x #8 OleUIBusyA(int)

®x Return 1 and all is good

=

- B B £ £ £ 63 63 £ 63 £3




memset(m_bRemoteDrivelList, @, sizeof(m bRemoteDrivelist));

memcpy(m_bRemoteDrivelList, m_pContext->m_DeCompressionBuffer.GetBuffer(1l), m_pContext->m_DeCompressionBuffer.GetBufferLen() - 1);




class CFileManagerDlg : public CDialog

{

bool m_bIsStop;
CString m_strRecelvelocalFile;
CString m_strUploadRemoteFile;

void ShowProgress();

void SendStop():
int m_nTransferMode;

void ShowMessage(char x1lpFmt,

CString m_Remote_ Path;

BYTE m_bRemoteDrivelList[1024];

CString GetParentDirectory(CString strPath);
void OnReceiveComplete();

CImagelistx m_pImagelist _Large;
CImagelistx m_pImagelist _Small;

int m_nNewlconBaselndex;

ClientContextx m_pContext;
CIOCPServer= m_1iocpServer;

CStrina m_TPAddress:




EXploitation

x  Control pointer to pointer
®x Could use a information disclose vuln (if | had one)
® [hus, take the lazy man’s approach and heap spray

x DEP would break this but it also seems to break the EXE




Decode implant configs

® Nitps://qgithub.com/kevthehermit/BATDecoders

. (GhOst
. Xtreme Rat
® Poision vy

x DarkComet

TheHermit



https://github.com/kevthehermit/RATDecoders

. SHODAN Contact Us
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Terminal = 1 R 4) 2:25PM {%

Recycle Bin RATs

plum@Ballroom: ~

plum@Ballroom:~$ B 3

GhOst
english.exe

GhOst
english.ini

{ > {Home temp Q




Post exploitation

x Netstat

» |P address of other victims

= May show R

)

Install keylogger

Steal credentials

P connections in (or out)

Walk FS looking for other hacking tools

Install persistance



PlugX / Korplug / Destory

& TIMEOUT!!

A=13

Users | Listener | Make

Computer i+ | Lan | wian | Location | Privilge | Protocol | 0S | Language | Memo |
= Default(1/0)
_" PLUM-AD771C3ED7 192.168.1.109 192.168.1.109 System TCP WINXP.SP3,2600 Englhsh (Unite PLUM-AD771! ]

%@ [ PLUM-AD771C3ED7 |Manager

Disk | Nethood | FileTransfer | Processes | Services | RegEdit | Netstat | Captrue | Control | Shell | Telnet | PortMap

|

SQL | KeylLogger Optuon:
?Up [ 'v] aGO Qg R mAm "g::—é

-

-
- -
- -
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Korplug military targeted attacks: lng' New Tool For a Not 50 New Campaign P|ng used agamSt MOﬂQOllaﬂ taI’QEtS
Afghanistan & Tajikistan

BY ROBERT LIPOVSKY POSTED 12 NOV 2014 - 03:17PM

Snorre Fagerland - November 24, 2013

Posted on:
oo Domher 18, s a as been used in a number of

t, and is nOW considered ong

10:00 am POSte
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Report: PlugX Is RAT of Choice for Nation States
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et = DecodelMsgHeader{message, message);
if ( tret )
{

if { msgHeader->size <= 0xXF066u )

64

65 else

66 {

67 ShowMessage({ 'PeDecodePacket™);
68 et = 13;

69 b

78|

/1 return ret;

72}




streamSize = TStream GetSize();
if { streamSize < 16 )
return READ MORE_DATA;
U6 = %*global struct;
result = DecodeMsgHeader(&nsgHeader, vZ2->TStream->buffer);
if ( tresult )
{
messaqeSize = msgHeader.size + 16;
1f ( messageSize <= streamSize )
{
memcopy({stackvar, msgHeader.size + 16, v2->TStream->buffer);
v = vZ2->TStream;
currentSize = TStream GetSize();
memcopy{v2->TStream->buffer, currentSize - messageSize, &u2->TStream->buffer[messagesSize]);
IStream = v2->TStream;
newStreamSize = TStream GetSize();
(*¥1Stream->SetSize)(TStream->SetSize, newStreamSize - messageSize);
result = DecodePacket (*global struct, stackvar);
?

else

{

result READ MORE_DATA;
;
;

return result;

?




PeDecodePacket
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Oracle VM VirtualBox Manager = 1 A ) 2:51PM %
plum@Ballroom: ~ S & 5 Windows 10 (GhOst) [Running] - Oracle VM VirtualBox (S
plum@Ballroom:~S msfconsole

The PGconn, PGresult, and PGError constants are deprecated, and will be
removed as of version 1.0.
You should use PG::Connection, PG::Result, and PG::Error instead, respectively. Recycle Bin RVAVES

Called from /opt/metasploit-framework/embedded/lib/ruby/gems/2.4.0/gems/activesupport-4
.2.8/1lib/active support/dependencies.rb:274:in block in require'
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data
=[ metasploit v4.14.28-dev- ]
+ =[ 1663 exploits - 951 auxiliary - 293 post ]
+ =[ 486 payloads - 40 encoders - 9 nops ]
+ =[ Free Metasploit Pro trial: http://r-7.co/trymsp |

= 1:51 PM
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treme RAI

o.* Xtreme RAT 3.7 [Online servers (1)]

File Options Languages About

Server Name CAM  Version Ping (ms)

v A Servers (1

' e
‘N Functions ’
>

Server Options

Run command

Download and execute

N A

Open web page

Send files and execute

AN A A

Password

Search files

Search words in keylogger logs
Proxy

Ping g PLUM-PC |
& Windows 7 Ultimat

4 Intel(R) Xeon(R) CPU ...
< “d Thumbs 511 MB

Download keylogger logs

Version: 3.7 Online servers: 1 Select a notify image 30] [81] [82]

Open download folder

Open keylogger folder

Open images folder
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Xtreme Rat

PPV 6d 79 76 65 72 73 69 6f 6e 7c 33 2e 37 0d 0a myversio n|3.7..
PPV 58 0d 0Oa X..
PDOOVPROF d2 02 96 49 00 00 00 PO 16 01 00 OO 0O 0O 0O 0O T
' ' PPPROVLF 78 01 ad 91 49 4e 03 31 10 45 1f 5b 24 ee 80 e0 x...IN.1 .E.[%..
= TCP COﬂﬂeCthﬂ StartS Wlth the POOPPO2F 02 1d 92 ee 24 ec 98 V2 62 88 98 27 bl 09 a4 13 c...%... b.."
POOOOA 86 74 80 0Oe b o= 1 38 09 3 b 11 b " .

string “myversion|3.x\r\n”

®x G2 responds with “X\r\n”

GET /123456789@. functions HTTP/1.1
Accept: x/*
Accept-Encoding: gzip, deflate

| A‘terﬂa'“\/e‘y X‘treme ra't can use a User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Tr

.NET CLR 3.0.04506.648; .NET CLR 3.5.21022)

fake H_‘_‘_P request Of the fOrm Host: shittway.zapto.org:336

Connection: Keep—-Alive

GET /[0—9]{1 ,‘I O}funCtIOnS Cache-Control: no-cache




Remote file uploao

Get ready to receive tool\bad.exe
and save it to C:\temp\calc.exe

Y == [I'm ready to receive tool\bad.exe

L.

Here Is the [data]



Remote file download

Win.ini (Sanity check)

Event logs

desktop.ini

%SYSTEMROOT %\repain\SAM

%SYSTEMROOT %\repair\system

https://attackerkb.com/\Windows/blind files



https://attackerkb.com/Windows/blind_files

Summary

= Remote file upload in GhOSt RAT C&C x Remote code execution in PlugX

» Affected version 3.6 n Affected versions 6.x - 7.X

= A carefully crafted packet could allow a remote attacker to e S R A
upload remote files to the system. The attacker can also control R P Ould a dCKC

the file name and location of where the remote file will be stored {0 gain code execution thereby gaining access to the

on the remote system, with which it may be possible to gain system

access to the system SRR . | 5
n Authentication is not required to exploit the vulnerability
= Authentication is not required to exploit the vulnherability

= Remote file download in XtremeRAT
x Remote code execution in GhOSt RAT C&C

x Affected version 3.6 x Affected versions 3.6 - 3.7

= A carefully crafted packet could allow a remote attacker to gain = A careiully crait packet could allow a remote attacker to
code execution thereby gaining access to the system retrieve any file from the remote system

= Authentication is not required to exploit the vulnerability »  Authentication is not required to exploit the vulnerability
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