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This is the outline we’ll follow for this four-hour workshop.

The “Hands-On” exercises are relevant to the class, but perhaps only tangentially 
related to their associated module. They’re meant to give you a break in the 
lecture and discussion with something to engage you, and get you thinking about 
the technical aspects of the issues presented.

This is a relatively small audience, so don’t be afraid to ask questions and spur 
discussion. You will get out of the class what you put into it.

3
Penetration Testing in Hostile Environments 
DEF CON 25



The VM provided is configured with 1GB RAM. When we run additional copies of it, 
they’re probably fine at 512MB each.
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Three of my talks, from DEF CON 21, 23, and 24, directly relate to the issue at 
hand, but even the others inspired the work.

My first DEF CON talk, at 19, involved the creation of metasploit modules for 
accessing compromised systems’ filesystems remotely at the block level. This 
allowed for the use of forensic tools, which let one scrape around for deleted files 
and other similar things. This was accomplished by using the iSCSI protocol, which 
you have to be VERY careful with across hostile networks.

My talk at DEF CON 22 surrounded the JackPOS malware, which I had reverse 
engineered and instrumented for the talk. Interestingly, I had a copy of the 
malware operator’s command and control server to use and demonstrate 
alongside the malware itself. It was acquired by using a web shell that the 
malware operator had left on the system, presumably for their own use. I have 
seen many penetration testers make the same mistake on client networks since 
that time.
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Give the malicious attacker 1GB of RAM. Metasploit occasionally doesn’t want to 
start if you’re running something else at the same time, which you probably will on 
that VM.

Red and Blue can manage with 512MB, but if you’ve got 8GB or more on your 
laptop, you have more room to give them 1GB each.
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Note that these can “drift”, as long as they’re configured to use DHCP to get an IP 
address. If you’d like, you can statically configure IP addresses within your NAT 
network, but for our purposes, it’s just as easy to double-check IP addresses if you 
run into connectivity problems.
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Professionals engaged in offense are not necessarily expert in their own defense. 
It’s a different skill set, and not taught in training material.

Here, I may bounce out to previous presentations’ examples on tools and 
procedures identified that are especially vulnerable. We’ll also examine them 
hands-on in the exercises for the workshop.
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Victims of attackers compromising penetration testers include testers and their 
clients. The ultimate target may vary.

As the ultimate target, a penetration tester’s personal, business, or consultancy 
information (including intellectual property) is at risk. Sabotage, leaks, and 
embarrassment (think zf0), are all possible outcomes.

Clients may be at risk too. There may be a specific client targeted, or the attacker 
might be interested in “following” the tester around on multiple engagements, 
targeting a larger number of clients.
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You’ll find /root/pineapple/_mark5_upgrade-
1.4.1.bin.extracted/squashfs-root/ to be the best place to start.

Binwalk annoyingly makes a flat copy of every file into the .extracted directory, but 
the directory structure is maintained in the above-listed folder.
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This part moves around in the code a lot, so it’s not conducive to screenshots. 
Watch the screen/lecture instead of the book -

The files of interest, though are:
• pineapple/includes/footer.php
• pineapple/includes/api/auth.php

Once you’ve identified the vulnerability, there’s a lot of ways to establish yourself, 
but the easiest is in: 

pineapple/components/system/components/functions.php
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WiFi Pineapples are designed to be relatively friendly and easy-to-use for 
inexperienced testers. The current vulnerabilities in the device are acknowledged 
to be inherent to this approach.
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In this exercise, I’ll be managing a physical Pineapple Tetra in my host OS, while 
attacking it in a VM representing the third-party attacker. I’m doing it this way so 
that the pentester and third party are using separate physical wireless devices.

The pentester will be connected to the management WiFi, which is normally 
encrypted on the Pineapple.

The third-party attacker will be connected as a “victim”. This is normally wide-
open, but for this class I have it encrypted as well to prevent DEF CON attendees’ 
attempts at destroying our Pineapple before we’re able to finish the exercise -
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There’s a script for this on your VM: ~/pineapple/yallhuntpineapples.py

Hint: The pineapple operator is usually first to get DHCP, so they’ll be at lower-
numbered IP addresses than the victims.

We’ll walk through the code, I’ll demo it, then I’ll give you the “victim” network
password and the class can have a free-for-all on it. 

Once I cut you loose, a few ground rules to make sure everyone gets a chance to 
enjoy the exercise:
• No attacking each other. I’ll make sure you have the IP addresses of the hosts 

you should be MITM’ing
• If you use the script, change the username that the script writes to 
/etc/passwd. It’s probably a bad idea to have multiple “r00t” entries there!

• Don’t make any changes to the target that would prevent others from carrying 
out the same attack

• Try not to brick it. If it survives the exercise, we’ll open it up and see if anyone 
outside the room tries to hack it -
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https://www.iad.gov/ioss/opsecF/fundamentals/FundamentalsTextOnly.doc
(I rendered a PDF and included it in this workshop’s References folder for you)
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Revisit last year’s “Greatest Hits” of training material failures here.
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Perception vs. Reality, Convenient/Useful Lies, etc.

For example, many C++ developers believe there is some form of protection 
against unauthorized access to private member variables. The reality is that this is 
a syntactic convention and only checked as far as the compiler is able to do so at 
build time.
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• Programming – The ability to read, understand, and identify potential 
vulnerabilities in a large number of programming languages is as crucial to 
identifying vulnerabilities in penetration testing and exploitation tools as it is to the 
analysis of mainstream IT software.

• Platforms – The ability to understand the software’s execution environment is key 
to understanding that software’s vulnerabilities, and to evaluate the impact that 
attack tools will have on systems. This includes everything from the frameworks an 
application might be running on top of, down to the operating system it’s hosted 
on.

• Networking – A fluency in networking is required by penetration testers to monitor 
client organizations’ networks. It is difficult to imagine a penetration tester, even 
one reliant on automated tools, that would be able to operate without this 
knowledge. This same knowledge can be applied to checking penetration testing 
procedures’ attack surface and potential for information exposure (unencrypted 
protocols, or traversal of untrusted networks).
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We’ll look at some examples of real exploits, vs. backdoor’d exploits.

What about the legitimate exploits? What do they assume about their target? How 
do they handle input:?
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We’re using Metasploitable2, since it’s easy to set up as a target and I can hand 
you a copy of it (unlike a vulnerable Windows VM).
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Use your imagination and think of what would happen if this were a zero-day 
vulnerability, or a private exploit. 
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Be intentionally naïve in your approach. It’ll work for this example. More complex 
exploits would require some reverse engineering, using the traffic as a starting 
point for identifying the vulnerability.
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At this point, I’ll give you a little time to implement it yourself, then I’ll step you 
through the code that’s in exploit_stealing/stolen_exploit.py. 
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These must be tested and determined before operational use.
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Think about some common attacks/procedures:

Which ones have disabled security features?
Which ones result in plaintext/open C2?
Which ones couldn’t be un-done?
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We’re going to talk about a pentesting “drop box” in an exercise later in the class 
that allows you to layer security and reduce attack surface.
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Fun fact: stderr often gets left out of the process, which is why you sometimes 
don’t get a prompt or error messages for mistyped commands. For the sake of 
simplicity we’ll leave it out as well.

When these screenshots were taken, Blue’s IP address was 192.168.182.129. 
Substitute your VM’s IP address.
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VMware needs to run with the appropriate permission to allow the VMs to put their 
interfaces into promiscuous mode.
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Note the port numbers for these packets match those of the shell. 

These VMs are “quiet” on the network, so it’s easy to spot the traffic we want. If 
there was a lot of unrelated traffic, one could filter more specifically by port 
number, or filter out traffic from other protocols as they’re inspected and 
eliminated from interest.

Class Discussion: Wireshark comes with its own set of security concerns with its 
parsers. How could we do this more safely?
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Besides our shared virtual network interface, in what other situations can an 
attacker easily do this? 

How many penetration test reports have you seen (or written) that point out 
unencrypted protocols in use on a client’s network?
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These are frequently used in web application testing when you have the ability to 
upload a file. It can be a convenient way to establish and maintain access to a 
system, especially until you’re able to escalate above the privileges of the web 
application or web server.
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Since HTTP is stateless, it’s a lot easier for the third-party attacker to simply view 
and use the same interface as the penetration tester. The netcat session was 
easy to monitor, but would be trickier (though not impossible) for the third-party to 
cleanly inject traffic (such as commands) into without having set up a transparent 
proxy for the penetration tester to route through.
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Class discussion: Even if these VMs are on the NAT virtual network, how might a 
real attacker try to take advantage of the fact that you have this shell running?
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This also works with Windows meterpreter. We’re using Linux here to keep things 
to our free VMs.

We’re using the HTTP transport version, since the stateless protocol is a lot easier 
to MITM. With some effort, you could do the same with the plain TCP versions.

Replace the IP address in the LHOST variable with the IP address of your “Red” 
pentester VM. 

This meterpreter is functionally identical to what would be loaded onto the target 
system as a result of a successful exploit, or any other mechanism for getting 
remote execution in Metasploit. Creating it as a standalone payload in this 
exercise just makes it convenient for us to demonstrate the potential problem, and 
reduces the number of moving parts that can go wrong.
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In our environment here, you could have generated the payload on Blue and saved 
a step, but it seems silly to assume that the metasploit framework would be 
already installed on a target system outside the context of this exercise.
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You can play around with it a bit, if you’re not already familiar with meterpreter (it 
has a lot of very nice features you wouldn’t get from a plain netcat’d bash shell).
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Right now, the meterpreter instance on Blue is polling the handler on Red for 
commands. We’re setting up this handler so that when it polls us, we’re ready to 
take over and give it commands.
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We’ll take a tour of the snagterpreter code before we do this so you understand 
exactly what’s happening.
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If you issue your commands as the third-party attacker and ctrl-c snagterpreter, 
allowing it to fix the ARP tables back up, before the pentester issues another 
meterpreter command, it’ll be seamless.

Wouldn’t it be fun to actively send honeypot meterpeter sessions to publicly 
listening meterpreter handlers?
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A solid understanding of risk and trust in the penetration testing team will allow 
the team to more effectively monitor and protect the security of the ongoing 
engagement.
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Penetration testing and red-teaming services provide value by identifying 
vulnerabilities that are not easily identified as part of an organization’s normal IT 
processes. While the IT staff may be attempting to follow best-practices, those 
practices may not cover the full gamut of misconfiguration, and staff may not have 
the appropriate training to identify weaknesses in applications in network protocols. 
A “fresh set of eyes”, taking an adversarial approach, will find things that have been 
overlooked.

95
Penetration Testing in Hostile Environments 
DEF CON 25



96
Penetration Testing in Hostile Environments 
DEF CON 25



97
Penetration Testing in Hostile Environments 
DEF CON 25



98
Penetration Testing in Hostile Environments 
DEF CON 25



99
Penetration Testing in Hostile Environments 
DEF CON 25



100
Penetration Testing in Hostile Environments 
DEF CON 25



What are the important points to hit for these?
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Thanks to @WillShowalter, who did the configuration and documentation for this in 
his time at HORNE Cyber. This exercise adapts the documentation he created.
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This is how it looks on our network. We’ll be creating a simplified version of this in 
this exercise that uses an SSH server and tunnel to replace the pentest-side VPN. 
The system we’ve deployed handles many remote appliances and pentest
stations. The appliance has more “smarts” on what it can do to get back to our 
network, and has services and tools that help in our pentest workflow.

The simplified VPN over SSH tunnel works as a proof of concept, and even in 
practice across reliable/fast networks, but you’ll want to replace the SSH tunnel 
with a second VPN (running over UDP) if you want more resilience. 

In this exercise we’ll focus on the basic connectivity between a pentester and their 
target over a system like this, and leave further details for discussion and student 
implementation when you get home -
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Change the OpenVPN config to use TCP, to make it easier to forward. Add 
“GatewayPorts yes”.

Set up SSH keys:
On RPTA:
ssh-keygen –t rsa – “pentester@example.com”
ssh-copy-id root@192.168.85.1

Forward SSH:
ssh root@192.168.85.1 –R 4444:localhost:22

SFTP the ovpn config from /etc/openvpn/easy-rsa/keys

On RPTA, configure OpenVPN to use TCP, open it up in iptables, and forward its 
ports:
ssh root@192.168.85.1 –R 1194:localhost:1194

Edit the OpenVPN config to point to the forwarded port and connect.
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Now, make it all persist -
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Bratus, Sergey, et al., Exploit Programming: From Buffer Overflows to “Weird 
Machines” and Theory of Computation, ;login: - The USENIX Magazine, December 
2011, http://langsec.org/papers/Bratus.pdf
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Schneier, Bruce, Should U.S. Hackers Fix Cybersecurity Holes or Exploit Them?, The 
Atlantic, May 19, 2014, 
https://www.theatlantic.com/technology/archive/2014/05/should-hackers-fix-
cybersecurity-holes-or-exploit-them/371197/

Geer, Dan, For Good Measure: The Undiscovered, ;login: The USENIX Magazine, April 
2015, http://geer.tinho.net/fgm/fgm.geer.1504.pdf
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Examination of many tools may result in abandonment in favor of more secure 
alternatives developed from the ground-up with with security in mind.

Example: Tools that parse data in memory-safe languages may become more 
favored than those that do so in low-level languages, when performance is not 
critical.
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