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https://twitter.com/colinoflynn
https://twitter.com/eyalr0
http://www.eyalro.net/
http://colinoflynn.com/
https://eyalro.net/project/iotworm.html
https://youtu.be/Ed1OjAuRARU
https://twitter.com/eyalr0




Fixed by the vendor
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Physical (PHY) layer – 2.4 GHz Radio

Medium Access Control (MAC)

Network (NWK) Layer
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ZigBee Cluster 
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Main CPU

QCA4531-BL3A

ZigBee “Modem”

ATSAMR21E18E

Serial Debug

https://www.arrow.com/en/products/qca4531-bl3a/qualcomm
https://www.microchip.com/wwwproducts/en/ATSAMR21E18A


https://twitter.com/colinoflynn
http://colinoflynn.com/2016/07/getting-root-on-philips-hue-bridge-2-0/


“… (the bridge) Is 
using a single 

huge process that 
does everything”









https://github.com/raitraak-rrk/RFStamp-BitCloud




E_ZCL_BOOL (0x10)
E_ZCL_UINT8 (0x20)

E_ZCL_UINT32 (0x23)

E_ZCL_ARRAY (0x48)







Yup, this firmware 

contains symbols!















http://atmega256rfr2-xpro/




https://peeveeone.com/?p=166


github.com/CheckPointSW/Cyber-Research/tree/master/Vulnerability/Smart_Lightbulbs

https://peeveeone.com/?p=166
https://github.com/CheckPointSW/Cyber-Research/tree/master/Vulnerability/Smart_Lightbulbs


















Goal: Confuse malloc() to “allocate” a buffer at an 

arbitrary address



















https://github.com/CheckPointSW/Scout


https://www.youtube.com/watch?v=4CWU0DA__bY


https://research.checkpoint.com/2020/dont-be-silly-its-only-a-lightbulb/




https://twitter.com/eyalr0
https://twitter.com/colinoflynn
https://peeveeone.com/?author=1
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