Practlcal VoIP Penetratlon Testmg Usmg I\/Ir SIP
Pro SIP Based Audlt and Attack TooI

= Isma|I I\/IeI|h Tas

Kubllay Ahmet Kucuk
https //mrsuo pro/ -

= httpS //mI‘SID g'tlab |0 | : ' . = = e : SIP-BASED AUDIT AND ATTACK TOOL

= https //glthub com/mellht/mrsm = : — = ——— MR SIP
https: //tW|ttercom/mr5|p off|C|aI T e

O

https //www youtu be. com/channeI/UCng4quhrIPJxGSOtqukw



https://mrsip.pro/
https://mrsip.gitlab.io/
https://github.com/meliht/mr.sip
https://twitter.com/mrsip_official
https://www.youtube.com/channel/UCgrI4qYdhrlPjxG8OtxqSkw

Content

e Introductlon =
» The story of the Mr. SIP _
~+ VoIP Attack Surfaces
~« MTr.SIP Pro Modules |
~+ Lab Setup for VoIP Security Testmg - s
e -Hackmg Story-1: Registration Hijacking for Long Dlstance Call Routlng Fraud ‘
~ .~ = BONUS: This is how hackers make millions of dollars in call frauds! |
== Hackmg Story-2: Caller-ID Spoofing for a Spear Phishing Campaign -
~+ Hacking Story-3: Abusmg Known Flood Based Telephony—DoS Vulnerablhty .
« Advanced Novel Attacks =~ -~ . v : e
« VoIP Pentest Methodology w/ Mr SIP Pro
— M“Clo‘S"mg’*Thoughts e




About 'I\/lelih
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Introduction
| Frdm ahobby tQ"the‘ most advanced VolIP / SIP Pentest Tool ever.

‘https //glthub com/mellht/I\/IrSIP ——————— O meliht/ MrSIP

. Developed to aud|t and simulate SIP based attacks O Code @ lssues ol requests
. Orlgmally used in academic stud|es '
e : ¥ master - Go to file Add file = About @
=216 help developlng novel SIP based DDoS attacks e S 1p-Baced Audt an
_ @ meliht Set theme jekyll-theme-leap-day .. v 2daysagoe O 7: Attack Tool
. Became a fully functlonal SIP Pentest TooI
. Can aIso be used as; e

: S4IP<cI|ent simulator
- _SIP traffic generator



https://github.com/meliht/Mr.SIP

 Timeline for MrS1P — Dark Age/Closed Source

2011: Flrst prototype developed by Melih ~ -
~ + Winner i 1In an Innovation competltlon
._ - Raised about $2m with research grants
. 2011 Prototype named as VZA - :
= - VoIP Vulnerablhty Tool in Turklsh

= "'2012 'VZA is funded by the Turkish Government
== Under a commermal company |

, Has one of the 10 biggest VoIP labs in the World
f, Research team founded |




Tlmellne for IVIr SIP |V||ddle Age Battles

Fork Competltors CIosed Source

_ 2011 Independent cornpetltor (SIPVlc1ous) began.

2012: Wrong ch01ce of team player caused fork
(V1proy, Fat1h) : ‘

= '2012 The company kept 1n1t1al tools pr1vate

- 2013: The company kept initial tools private
—2014: The company kept initial tools private

- 2015: The company kept 1n1t1al tools prlvate =

2015: Melihleft the cOmpany |

2h Fatih Ozavel @fozavci - 21 Nov 2012
) A @artinscience :) eee pics or it didn't happen ?
‘ —
Melih TAS
@artinscience
Replying to @fozavc




~ Timeline for Mr.SIP — Modern Age/Open Source

- 2016: New Team gathered in London, BlackHat.
2016: Mr.SIP'Opén*’_SQurce d'evvelopm-ent:began _
._ 2017 ,First'publiC- version appeared (3 modules)
2019: Presented at followings: = .
~+ BlackHat USA/EU/Asia Arsenal = .
==
- 2020: Pro version is now 10 modules
- 2020: Defcon28 Main 'Stage_Tal_k(right;here)
""2021:"R'Q‘,admap_coVers 5 new modules + GUI = P
2021: Built-in tool (public version) in Kali S #8
2022: Attract and collaborate with major VoIP manufacturers - — T
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~ Facts about VolIP Security

3.0% 4.0% 5.0% 6.0% 7.0%
I I I ]

0.0% 1.0% 2.0%
1 r T

Subscription Fraud (ldentity)

PBX Hacking COMMUNICATIONS FRAUD CONTROL ASSOCIATIO

IP PBX Hacking ’
Subscription Fraud (Application)

Subscription Fraud (Credit Muling/Proxy)

Abuse of Service Terms and Conditions | |

Account Takeover

Internal Fraud / Employee Theft | | ( Voice Security Threat-Risk Trends

Phishing / Pharming | | !
Payment Fraud : : ] Telephony Denial of Service
' - - ' TDos
7.0% 7.5% 8.0%
E’ Financial Fraud and
IP PBX Hacking g Harassing Callers Social Engineering
= Robo-calling Scams,
= Voice Phishing
Phishing / Pharming g and Spam
Service Theft and
-l
Account Takeover I Call Pumping
Madem/ ISP Calls SIP Packet /
Subscription Fraud (Application) and Fax Abuse Metwork Level Attacks
4] 1 2 3 4 5 B 7 3 9 10
Subscription Fraud (Credit Muling/Proxy) Relative Severity




black hat

BLACK HAT |

DISCOVER NEW TOOLS FOR NETWORK TESTING &

DEFENSE AT BLACK HAT ASIA

Contact

Privacy

Find yourself some of the latesr and most exciting cybersecurity tools at the Arsenal, where you can meert
and chat with their creators.

Every pass sold to Black Hat Asia in Singapore this March entitles the bearer to {(among other things}
access the Arsenal, and there's no better place to watch experts demonstrate new and exciting open-
source cybersecurity tools.

For example, "Mr_SIP: SIP-Ba Audit and Attack Tool” offers you a practical look at Mr.SIP, a tool
developed to audit and simulate SIP (Session Initiation Protocol) attacks. In the current state, it comprises
four sub-modules named SIP-NES (a network scanner), SIP-ENUM (enumerator), SIP-DAS {Do5 attack
simulator), and SIP-ASP (attack scenario player).

Originally designed for use in academic work developing novel SIP-based DDoS attacks, it's since been
developed into a fully functional SIP-based penetration testing tool that you can use in your own work!

Kitiiphaneme ekle Elegtiri yazin igindekiler <

) + "mr.SIP" igin b o c y 5 alaka diizeyi | 53

Understanding Session Border
Controllers: Compreh:

MOS (mean opinion score), 1038

MOS-Con field, 1062

MPS (Multi-Page Signal) messages, 690-691
Mr. Sip SIP-DAS (DoS Attack Simulator), 990
Multi-Level Precedence and Preemption, 129
Multi-Page Signal (MPS) messages, 690-691

4]

IROPE 2013
ASIA 2019 BEUROPE 2013 o

blackhat {5F_ [o=7tcon




Facts (Problems) about VoIP Sec

- VoIP technologles are mherently weak
VoIP protocols are not de5|gned securely
| _.Manufacturers cannot meet today = securlty needs
---'_,VoIP IS not managed securely in companles generally

=t WI|| become el |nd|spensable need in the near future

There is a need for a produot the can detect and
report security problems spe(:1f1c to VoIP




<o
55D AUDIT AND ATT

MR.SIP

- ‘MrSIP Pro’ 10 Modules (more to come)

= https://github.‘com/r‘hel'iht/mr.s’ip

Mr.SIP Pro Architecture Roadmap

Information Gathering Modules Offensive Modules New Offensive Modules

SIP-MES - network scanner 5 A5 - DoS attack simulator

SIP-ENUM - SIP enumerator

SIP-SNIFF - SIP traffic sniffer SIP-ASP - attack scenario player

SIP-EAVES - call eavesdropper SIP-CRACK - dlgEErT. auth. cracker

SIP-51M - signaling manipulator



https://github.com/meliht/mr.sip

Why to use Mr SIP? State of Art m VoIPI = R

_ °f '-‘?ngh performance W|th muIt| threadlng =
| - Hrdlng sk|IIs from security perlmeters = | - _V The B|b|e Of VOIP
. Advanced IP spooflng Skl||S random subnet, manuaI .'r ,l!

. Advanced intervention skills: |\/|IT|V| Interceptlng Proxy | e

. on the ﬂy cracklng for SIP d|gest authentlcatlon

= _"°_ 'Package |nJect|on and repeatlng skrlls
= Predeflned orlglnal TDoS attack scenarlos =

J Advanced SIP packet generator (no trace can generate based on vendor) - | #'] 3

TDoS

b TelephonylD DenialloffService

,_t fraew |

.......




‘Who s Using MESIP? All in One Attack Tool

~+ Service prOVidersand tele-c0m operators at all levels
= Banklng/flnance and enterprlse where security is cr|t|caI :
" = Al other |nst|tut|ons that manage the|r VoIP/UC mfrastructure: =

== Integrators securlty consultmg flrms and researchers '

Jiﬂ.cker‘ ."

a19e3 Eth | Hack 2
E'“'u:a acker Qﬁ,,




Where MrSIP is Used? Full Automated!

= Use Cases

= Penetratlon Testlng 7

B e Teammg Act|V|t|es = -
VoIP and Security Product Testmg for R&D

~Performance testing -
Securlty testmg

'"°' Load testing - |
~-Robustness testlng etc T

PoC and quallty testmg (purchase stage) | e
« Both VolP and securlty products such as flrewall DDoS mltlgator IPS etc ‘




‘ Typical VolIP Topologies

| 4-<V"-Internal VoIP Implementatlons =
' (targetin this presentatlon) e . E INVITE E

. Managed Services

E _ inme S|P Trunklng SerV|ces INVITE




SIP Basics

The following regues es are common within sIP:

INVITE — Invites an account to join the call.

ACK —Confirmation regarding the invite of joining the call.
CAMNCEL — Canceling a queued call.

REGISTER — Registering the user against the SIP server.
OPTIONS — Shows the options the caller has.

BYE — Ends the call between both sides.

REFER — Shows that the receiver needs to communicate through a 3rd party by the information attached to the request.

onses,

1xx (Informational)
2xx (Success)

3xx (Redirection)
Axx (Failed requests)

Sxx (Web server cannot complete request)
bxx (Global errors)




-~ Basic SIP Call Flow

sical SIP Interaction Structure:

. Sender initiates an INVITE request.

. Receiver sends back a 100 (Trying) response.

. Sender starts ringing by sending a 180 (Ringing) response.

Receiver picks up the phone and a 200 success response is sent (OK).

. ACK is sent by the initiator.
. Call started using RTP.
BYE request sent to end the call.

WL s W R e




~ Sample SIP INVITE -

INVITE sip:6000@152.168.65.140 transport=UDP SIP/2.0. v=0.
Via: SIPfE.ﬂfU DP 213.14.141.71:64116;branch=25hG4bk-524287-1---d6078501e9ea7434;rport. o=4
Max-Forwards: 70. =7,

977115011 0 IN IP4 213.14.141.71.

Contact: <sip:5000@213.14.141.71:64116;transport=UDP>, c=INI1P4 213.14.141.71.
To: <sip:e000@192.168.65. 140 transport=UDP=, =00,

From: <sip:5000@192.168.65.140;transport=UDP>;tag=3455a85b.
f§ Call-ID: Fjad32SigBhemWulVrhvnw... a=rt
8 C5eq: 1 INVITE.

Allow: INVITE, ACK, CANCEL, BYE, NOTIFY, REFER, MESSAGE, OPTIONS, INFO, SUBSCRIBE.

Content-Type: application/sdp. a=rt
| User-Agent: 7 5.2.28 rv2.8.115. a=rt

pmap:106 opus/43000/2.

pmap:111 speex/16000.
pmap:97 iLBC/2000.

| Allow-Events: presence, kpml, talk. a=fmtp:97 mode=20.
Content-Length: 610. a=rtpmap:110 speex,/3000.

a=rtpmap:112 speex,/32000.
a=rtpmap:98 telephone-event/43000.
4 a=fmtp:98 0-16.
a=rtpmap:101 telephone-event/3000.
a=fmtp:101 0-16.
a=rtpmap:100 telephone-event/16000.
a=fmtp:100 0-16.
SR : ; : a=rtpmap:99 telephone-event,/32000.
e — 2= T1L:59 0-16.

e a=rtpmap:102 G726-32/2000
s 7 R '
A A - —c=ndrecy.
R T

C - o
————— L R I @@ ————

e e S e R A,

m=audio 8002 RTP/AVP 10693 1110897 110112 98 101 100 99 102.

a=fmtp:106 minptime=20; cbr=1; maxaveragebitrate=40000; useinbandfec=1.

L.l V'l 1ALl .z

I



- Basics About SIP Registration

* 3 cases for registration
= Firs't'I'Ogi'n"‘ |
_Each boot
 °' 1 per hour (RFC 3261)

401 Unauthorizea

Register with Autherization

REGISTER sip:152.168.65. 140 transport=UDP 51P/2.0.

Vig: SIP/2.0/UDP 213.14.141.71:64116;branch=29hG4bK-524287-1---0935997a1e3e718¢c;rport.
Muax-Forwar

141.71:641 16;rinstance=4ea06fetab52486d transpori=UDP=. e .
ansport=UDP=>, ' , : :
. 40;transport=UDP=/tag=da37233e. it R F C '_ 26 1 7 e’y : :
Call-iD: fojugh_ HC4560I90XERIUA... N : o [ . : : '
CSeq: 2 REGISTER, ST e AR R : ; Ay #
Expires: 60. S . ; A o :

Allow: INVITE, ACK, CANCEL, BYE, NOTIFY, REFER, MESSAGE, OPTIONS, INFO, SUBS . . ; . . S T
) HA1 = MD5(username:realm:password)

User-Agent: Z5.2.28 rv2.8.115.

Authorization: Digest 07205939" uri—"i0-19. 165,65 140+transpart—UDP" £ 4f2715, HA2 = MD5{method:digestURI)

username="50 realm="gsterisk", nonce="072c5933", uri="sip:192.168.65. 140, transport=UDP", response="2778ca8fd8537ecdf327152bdd

a3975e" algorithm=MD5. il T e . —=0 ]
Allow-Events esence, kpmi, talk. r'EIEIt? |_IIII.II|'.'-| EI - IrIFIIDj | Hu&.il. ' Ir?ﬂ I'TL EI ' Hlf"l. 2 I|I
Content-Length: 0.

T

— N
N

2, "W




© What Are We Demonstrating Today?

= "Identlfylng SIP Servers and Enumeratlng Users
= Reglstratlon Hljacklng via SIP Digest Authentlcatlon Cracklng
"  ° '- Snlfflng V|a Appllcatlon IeveI |V|IT|V| " e

?_ Caller-ID Spoofing vua SIP Slgnalhng Manlpulatlon
_ | . '-,Enumeratlon via Eavesdropplng Calls

| . | Searchlng for Known Vulns & Epr0|ts Based on Ver5|on Info
== TDoS Attacks |nc|ud|ng IP Spooﬂng = e

. BONUS Dlsclosmg background of Call Frauds where hackers made m|II|ons SSS #21

e — ——
A \\ J\\
\ S =
\
\
X




~ Our Demo Lab Setup

/ Softcllents =

Trix-1: 192.168. 65136 — E

IP Phones

 Trix-2: 192.168.65.140

More users

: KaI| Llnux
(MrSIP Pro mstalled)

FPBX: 192.168.65.145




~ MrSIP Installation -

| .Pré'fer'réd 0S: Kali 'L‘i"hu‘x:. :
~-R'o'o't'pkivil‘e’ge‘fféq‘-ui?re'd' = | ‘
| Use R‘eq-u iféfﬁéhts.txt féfr.ex’tra-?Ii'b_r.a‘ri'es_!
_.."".,#pyth0n3, mr.s,ip.py '-‘-he'lvp  _ ==
<-#byfh’.QDBf'rh‘r.'sip;py_—us_--a_ge —

hAttp's:)/fgithub.-c'Om-/v m'eli'ht/_rjh"‘r'.'.;ip .'f | -'



https://github.com/meliht/mr.sip

-

Workflow of Modules on Attack Deployment

Mr.SIP Pro Inter-Modules Workflow

—l user-agent dictionary SIP Message Generator

4| SIP extension dictionary
SIP-SIM

caller-id spoofing attack

IP Spoofing Engine

SIP-DAS flood based DoS

attacks

SIP-server version library |

subnet

custom attack scenario

/! | predefined scenarios | development framework

Stateful Parser
SIP-ENUM —bl valid SIP users |

SIP-NES ——)l live SIP servers & version info

SIP-VSCAN known vulns & exploits

SIP-SNIFF SIP-MANMID

/

SIP traffic capture SIP-EAVES —Dl call specific info, enumeration |

/ o —

password dictionary SIP-CRACK —.l credentials + registration hijack | \
_ B e e U R S B R B 5 L e o Nl S P PPN ‘

= - = R GE—— A | e e

M—————————————————————————————— R




Hacklng Story 1 Reglstratlon H|Jack|ng for
Long D|stance CaII Routlng Fraud

= Victim" An enterprise running VolP '(SIP Trunk)

= Impact Infrastructure abuse causmg expensive b|IIs

= | Cause: Weak password pollcy, unencrypted UDP traffuc e
- = Attacker Motlvatlon Carrier voice business w/o infrastructure

— ' 'Atta.c_k Vector: Authent|.c_at|on. attack, reglstratlon hijacking

= Techniques: MiTM sni.ffling_-,"_'d,igéStauth.calculation,-PaSSWQrd‘ cracking




. ~Assumpt|on 1 H|red to pentest on ==

internal network

| Assumptlon -2: Target SIP server have._' =—
= outbound caIIs over |nternet =

~ + Target Subnet: 192.168.65. 0/24

~ = Attack Tool: Mr.SIP Pro, SIP (NEs,
- ENUM, SNIFF, CRACK) -

_Payloads Dictionaries for(user :
extension, password)

st

Hacklng Steps
SIP servers |dent|f|cat|on
Valid user enumeratlon =
. MITM snlffmg |
SIP Authentication Data collection
=2 dlgest authentlcatlon cracklng

*Reglstratlonhuack -
FUT e P




~ Hacking Story 1: DEMO! wsctonursuuoscr

= " "'*h'ttp’s"://www.\'_/OUtube.Com/chanhel/UCng4quhrIPjXGSO_tqukw -

Onur N

+ =~ By Melih Tas (SH)

Nesli

Fucuk

Interface: ethi
IP: 192.168.65.138

Authentication

Auth

ication

nnel)

[T

%]



https://www.youtube.com/channel/UCgrI4qYdhrlPjxG8OtxqSkw

Attack Conclusion

| .°A_”S|ngle reglstratlon barrler? == | |
' Perform Reglstratlon Erasure attack to drop existing oneI Make it per|od|c for per5|stenceI

B Run thls attack archltecture on wnde range of network and hIJaCk more users.

= == Busmess opportunlty .
== Wholesale VolP, Carrier V0|ce CaII Shop, Prepald/Post pa|d card

e 'Mllllons of dollars profltII W|thout runnmg any telecom mfrastructure
' Based on REAL |nC|dentsI '




Hackmg Story 2 CaIIer ID Speoflng for 3
Spear Phlshmg Campalgn

== V|ct|m An enterprlse runmng VolP = -
= Impact: Enabllng an attacker access(potentlally) mformatlon dlsclosure =
"  ° ~ Cause: Unencrypted UDP trafflc for SIP, Iack of securlty awareness |

?_ -Attacker I\/Iotlvatlon Malware |nfect|on mformatlon steallng (credentlals)

. ,Attack Vector CaIIer ID spoofmg, social engineering (spear phlshlng)

| == Te_ch.nlques,. MiTM snlff.ln_g,__‘SIP-A5|gnaII|ng manipulation _




Hacklng Steps

="
==
=
e
>
L

| 'Mlmlc another usgr and pl s

== *Assumptlon 1 HIFEd to pentest on : SIP servers |dent|f|cat|on

nternal network Valid user enumeratlon
. MiTM snlffmg

Call eavesdropping & enum.

- Target Server; 192.168.65.140

AttackTooI Mr.SIP Pro SIP(ENUM |
" EAVES)

e ‘Payloads User exten5|on dlctlonary S CustomINVITE generatlon

*Caller ID spoofmg




root@kali-64

HaCklng StOry 2 DEMOI (watch it on our youtube channel)

https //www youtube com/channeI/UCng4quhrIPJxGSOtqukw



https://www.youtube.com/channel/UCgrI4qYdhrlPjxG8OtxqSkw

Attack Conclusion -

== ”Emulate |n5|ders and perform spear phlshmg act|V|t|es

= SPIT idea (robocaII) Create a list of victim users, perform automated calls (SIP—
= SIIVI supports that) play pre- recorded media content (advertlsement)

== It IS p055|ble to make WAN based CaIIer ID SpooflngI
== Walt for it! ‘




Hacklng Story 3 Abusmg Known Flood Based
TDoS VuInerablllty

= .°»,“V|ct|m An enterpnse runnlng VoIP S
== Impact Overloadlng SIP server capaaty
"  ° Cause: Known DoS vuInerablllty of the SIP server |
?_ ‘Attacker I\/Iotlvatlon Dlstrupt the serV|ce avallablllty

| '_°= ,Attack Vector Ver5|on based vulnerability scan, TDoS attack

| = Technlques,. Flood based 'TDoS,-_IP-spooflng .




‘Hacking Story 3: Setup & Steps

' Assumptlon 1 H|red to pentest on
~internal network '

; __ Target Server 192 168. 65 140 =
.-.“Attack Tool: MrSIP Pro, SIP (VSCAN DAS)
._ Payloads N/A |

Hackmg Steps

= Scan_for kno.wn vulns & exploits’_'

o -,s w N

SIP servers |dent|f|cat|on

Check for vulns & eproit details
Perform spoofed SIP INVITE rood

= Exhaust the resources of target ‘
‘:server '




HaCking StO ry. 3: DEMO! -(Watch-it o'n}o.t.j‘f ybutu‘becha'nnel) = =
= hfttpS://WWW.voutube.com/chan.neI/UCng4quhrIPixGSthqSkw'

Score: 9.3
Score: 5.0
Score:

Score:
Score:

Score:
Score:
Score:
Score:

Score: Hakxk
Score:
Score:
['] Client Interface: ethl

[!] Client TIP: 192.168.65.138

Score:
Score:
Score:
Score:
Score:
Score:

MBLLOOOOOOOOOB0 000 O

Score:
Score:
Score:

6.
6.
5.
5.
5.
5
5.
5.
5
5.
5.
5
5
5
5
4
4
4
3

Score:

[+] Exploit: Asterisk 1.6 IAX - 'PORE' Requests Remote Denial of Service Path: /usr/share/exploitdb/platforms/linux/dos/32095.p1

|
S / T /



https://www.youtube.com/channel/UCgrI4qYdhrlPjxG8OtxqSkw

Attack Conclusion

Maln Problem Runnlng vuInerabIe ver5|on? TDoS in UDP usage?

I\/Ianlpulate attentlon with TDoS
= perform another |n5|d|ous attack at the t|meI




~ Advanced Attacks w/ SIP-ASP (stsck scensrio Player)

alntalner Fucuk




Adva'nced Attacks

. Non-responding Attacker Victim proxy Destination
Attacker destination INVITE
INVITE

> o : = S Lol INVITE

INVITE 100 Trying

100 Trying

180 Ringing
180 Ringing

. Incomplete INVITE Transactlon DDoS w:th Nonrespondmg

Destination Attack S ST
- ln¢omplete INVITE Dialog DDoS without ACK Attack

Timer B
200 OK

INVITE Timer E
E— 200 OK |

Available online at www.sciencedirect.com
Computers

ScienceDirect &
Security

journal homepage: www.el

408 Request Timeout

T Novel session initiation protocol-based
distributed denial-of-service attacks and effective :
. > . [l B
. Timar F

defense strategies

Ismail Melih Tas °, Bahar Ugurdogan *, Selcuk Baktir **

015 e
: Timer H

™ 12 August



https://www.sciencedirect.com/science/article/pii/S0167404816300980

Advanced Attacks W/ SlP ASP (Attack Scenarlo Player)

. " SIP Request Reflectioh Attack (SRDoS in short) V

R 1
n P |_‘\f U:



https://ieeexplore.ieee.org/abstract/document/9114982

 VoIP Pentest Methodology w/ MrSIP Pro

VoIP Pentest Methodology using Mr.SIP Pro

. : Enumerating Users & . . : : . :
Identifying SIP Servers & Versions Authentication Info Identifying Known Vulns & Exploits Man in the Middle Attack Sniffing the SIP Traffic
SIP-NES SIP-ENUM SIP-VSCAN SIP-MANMID SIP-SNIFF

Eavesdropping Calls & Enumeration Cracking SIP Dige§t Authentication Caller-ID Spoofing Attacks Denial of Service Atlac.ks and Attacking with Speci?lly Crafted SIP
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