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Intro 
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What do you mean 

“I questioned her husband

 For stealing millions from 

the bank”?!

Bio
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2018
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Credential Honeypots. 
reposted +50 times by 
crackers themselves.

Hunted  a Cracked 
RU Info-stealer as a 
service

      E-shop owners 
DDoS competitor’s 
Ad campaigns  

21 YO. 30K+sessions

collected coins

bought swords

sold for 1.6M

Cyber 
Threat


Researcher


Threat Intell

Researcher

2020 2022
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4Agenda
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01 Syntax

02 ATO Preconditions  
& Attack Cycle

03 Scalping
Preconditions
& Architecture 

TTPs summary

05 Q&A

How to defined ‘top preforming’ hackers

Behind the scenes of the breached accounts 
economy 

Deep dive to a fascinating zero-sum-game

The mindsets that makes a hacker a pro 

Promise not to answer like a bot
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Top preforming:


• Sustainable Business module


• Active for 6+ months

• Top 20%

1

2

Two malicious automation 
use cases:


• Account-take-over using 
brute force


• Retail scalping - using 
automation to buy stock

3 Success rate =
Succesful checkouts/logins

Total  attempts

80%

20%
Top 

Performers
Successful 


Logins/checkouts
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Brute-force tool 

OpenBullet and its variants 

1

1. What do ATO hackers need before making the first request?

Bruteforce ATO Preconditions 

Camouflage  concurrent 

sessions as real login 

attempts 

•One stop shop for cracker 

architecture. 
Web-testing

Black Bullet

CyberBullet
OpenBullet
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Attack config  2

                                

                

                

                

                

                             

                             

                             

                             

The attack’s recipe.

Outsource attack planning 

to a developer 

•Payload manipulation


•Replay attack


•Legit services spoofing


•API spoofing

1.ATO Preconditions
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Credentials:3

1.ATO Preconditions

Get access to target 

accounts

•collect credential combos from 

Hacking platforms/private sellers


•Build credential DB on VPS


•Share it with others


•Scan it for old victim passwords
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4 Mail Validation

Clean non-relevant users that 

are not signed up on the target 

site 

•UI OSINT

•API exploitation

1.ATO Preconditions

                             

                             

                             

Ban List
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101.ATO Preconditions

5 Password Cracking Predictabilities

Pattern

• 8-10 characters


• Upper-case prefix


• 1,5 or 7 suffix

Enumeration based on keys 
attached to each other on the 
keyboard

Top-performing hacking business modules, architecture, and techniques

Most of users Use PII: 


1. Old passwords


2. Pets names and birthdate


3. Their own name


4. Spouse’s bd/names


5. Child(ren)’s name

Content

22%

15%

14%

33%

50%



111.ATO Preconditions

Password Enumeration Flow

Use Password Generator to 
compose a hyper-targeted wordlist 

Use Osint OS repos and 
breached DB to enrich The 

victim PII. 

Password enumeration based on: 


• victim PII 

• breached passwords 

• Password policy

*****

dave.hunter@gmail.com

Pet name

Spouse name 
and birthday

Education 
institutions 
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81.ATO Preconditions

6 Proxy network

•Concurrent Sessions


•Maximizing IP/rate limit


•Hide attacker's IP

Using a dynamic pool of 

rotating residential IPs from 

reputable ISPs 
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➡ Unlimited concurrent sessions

➡Pay per bandwidth, infinite IP pool.

➡ Auto-rotate+start new session when captcha

➡contains peers from all ASNs, ISPs, and Geos (city resolution) > 

impossible to IP block without FP
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10% to prospects90% to costumers

Mail validation

Wordlist Gen

Super 
Proxy 

Target 

combo Recycling

1

2

345

ATO Attack Cycle
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14Sustainable cracking

01
02
03

Cracker releases uncracked 
credential 

Opportunists repost 
credentials on Deep and DW 
platforms to harvest 
marketplace credits 

Thousands of crackers run 
their latest config to catch as 
much account as they can. 

How credentials are being recycled on the dark automation economy  

2
Minutes until 

malicious traffic 
arrives after 
publication

50+
Reposting of the 

honeypots in 
24h

600
Attackers were exposed 

to the honeypot 
publications across the 

web
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Scalping Intro

High Demand

Low Supply

Standard Demand

Temporary Low Supply

Opportunist 

Scalping

Limited Edition 

Scalping
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Retail Scalping Preconditions 

Target site’s valid 
aged accounts

Cook-group

Bot & Bot manager toolkit

Product Release Monitoring Service 

1.  What do retail bot operators need to pay for before making the first request?

1

2
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5 Dedicated Servers

Minimize Bot’s ping to the 

target server

Sends the requests from the 

closest possible Geo to the 

target datacenter 

Your 

Your 

1.Retail Scalping Preconditions
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6 Residential Proxy Network access 


•Concurrent Sessions


•Bypass IP/rate limit


•Decrease ping to target 

platform

Using mobile emulation 

and dynamic pool of 

rotating mobile IPs
Super 
Proxy 
Server

1.Retail Scalping Preconditions
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Scalping Attack

Remote 
connection

3

Returns with PID

4

5

1
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20The Future Of Automation 
What mindsets differentiates top performing actors?

Top performers are the early 
adopters of new cracking tools 
and techniques

1

2 Every retail supply chain bottleneck 
is a business opportunity for bots 
operators

Inovators Early 

Adopters

The 

chasm

Early 

Majority

Late 

Majority

Laggards
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21Summary 
What mindsets differentiates top performing actors?

Think DevOps1

2

mobile emulation for 
maximizing IP limit 
rate

Dedicated servers  
from closest possible 
Geo to the target 
datacenter 

Validate breached 
emails by exploiting 
API or UI intelligence

Intelligent emulation 
of wordlists based 
on victim’s PII

Leverage OSINT 

Minimize request TTL by adjusting 
architecture to the target sites

Using OS Osint scripts 
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What mindsets differentiates top performing actors?

3 Scalper's biggest asset is not his money, 
but his time.Time  resourceful

Aged 
Accounts Farmer

Combo seller

Config 
Developer 

AntiBot BYPASS

Seller

Bot userBot Developer

Proxy Seller

ATO Hacker

Breached 
accounts buyer

• Outsource code when needed

• Developed a deep understanding of 
debugging, web-testing, and obfuscation 
techniques. 

The promotion paradox

Top-performing hacking business modules, architecture, and techniques
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Q&A
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Anything you wanted to ask about Bots and was too shy to ask 

arikatar.defcon30@gmail.com


