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The CSRF Resurrections!

Starring the Unholy Trinity: Service Worker of PWA,
SameSite of HTTP Cookie, and Fetch
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Chromium, “Post-Spectre Threat Model Re-Think”

Mozilla, “Mitigations landing for new class of timing attack”
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Our Focus

HTTP Cookie Progressive Web App
SameSite Service Worker

i o
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SameSite Cookie

The "Conclusive" Antidote to CSRF
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HTTP Cookie

State management mechanism on top of the stateless HTTP

Defines two HTTP headers: Cookie (Request), Set-Cookie (Response)
Typically used to store server’s “session identifier” in client storage

User agents always send Cook1ie only with “matching” requests

GET / HTTP/1.0

e ———————————————————————————————————

HTTP/1.0 200 OK

Set-Cookie: SESSION=s3cret-nOnce;
(ki) Domain=example.com;
Expires=Thu, 5 Jan 2023 12:00:00

- example.com

Wikipedia, “HTTP cookie”
Joe Rozner, "Wiping Out CSRF.” DEF CON 25.
|IETF, “Cookies: HTTP State Management Mechanism (draft-ietf-httpbis-rfc6265bis-10)"
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HTTP Cookie

State management mechanism on top of the stateless HTTP

Defines two HTTP headers: Cookie (Request), Set-Cookie (Response)
Typically used to store server’s “session identifier” in client storage

User agents always send Cookie only with “matching” requests

GET / HTTP/1.0
Cookie Name Cookie Value

HTTP/1.0 200 OK ? 1
Set-Cookie: SESSION=s3cret-nénce;
(( )) Domain=example.com;

Expires=Thu, 5 Jan 2023 12:00:00
- example.com

Attribute Name Attribute Value

Wikipedia, “HTTP cookie”
Joe Rozner, "Wiping Out CSRF.” DEF CON 25.
|IETF, “Cookies: HTTP State Management Mechanism (draft-ietf-httpbis-rfc6265bis-10)"
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HTTP Cookie

State management mechanism on top of the stateless HTTP

Defines two HTTP headers: Cookie (Request), Set-Cookie (Response)
Typically used to store server’s “session identifier” in client storage

User agents always send Cook1ie only with “matching” requests

GET / HTTP/1.0

e ———————————————————————————————————

HTTP/1.0 200 OK

Set-Cookie: SESSION=s3cret-nOnce;
Domain=example.com;
Expires=Thu, 5 Jan 2023 12:00:00

- example.com

GET [img.gif HTTP/1.0
Cookie: SESSION=s3cret-nOnce

————— T ——

Wikipedia, “HTTP cookie”
Joe Rozner, "Wiping Out CSRF.” DEF CON 25.
|IETF, “Cookies: HTTP State Management Mechanism (draft-ietf-httpbis-rfc6265bis-10)"
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HTTP Cookie

“For historical reasons, cookies contain a number of security and privacy infelicities.”

- RFC6265bis

Third-party cookie

Supercookie

Eavesdropping

Cross-site scripting

Cross-site request forgery

Wikipedia, “HTTP cookie”
|IETF, “Cookies: HTTP State Management Mechanism (draft-ietf-httpbis-rfc6265bis-10)"



"Cross-Site" Request

origin := (scheme, host, port)”

URL

https://example.com /page

https://sub.example.com:443/page

https://sub.example.com:8443/page

TRUESEC

origin

(https, example.com, 443)

(https, sub.example.com, 443)

(https, sub.example.com, 8443)

* Omitted the fourth element, reserved for document.domain.
WHATWG, “URL Living Standard”
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"Cross-Site" Request

=origin := (scheme, host, port)

= registrable domain := Public suffix of host plus one additional label

host » registrable domain

example.com

sub.example.com

example.com

example.com

com null
com
. . co.uk
github.io github. 1o null

ngrok.io

Mozilla Foundation, “Public Suffix List”
Mozilla Wiki, “Public Suffix List/Uses”
Public Suffix Wiki, “Format”
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"Cross-Site" Request

origin := (scheme, host, port)
registrable domain := Public suffix of host plus one additional label

site := (scheme, registrable domain)

origin site

(https, example.com)

(https, example.com, 443)

(https, sub.example.com, 443) (https, example.com)

(https, sub.example.com, 8443) (https, example.com)

* All of them are also said to be “schemelessly same site.”
WHATWG, “HTML Living Standard”
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"Cross-Site" Request

origin := (scheme, host, port)
registrable domain := Public suffix of host plus one additional label
site := (scheme, registrable domain)

“site for cookies” := The document’s top-level origin*

Example Domain X +

O B https://example.com v  Q Search

* User agent’s address bar

Example Domain

This domain is for use in illustrative examples in documents. You may use this

domain in literature without prior coordination or asking for permission. * For a document displayed in a top-level browsing context
IETF, “Cookies: HTTP State Management Mechanism (draft-ietf-httpbis-rfc6265bis-10)"
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"Cross-Site" Request

origin := (scheme, host, port)

registrable domain := Public suffix of host plus one additional label
site := (scheme, registrable domain)

“site for cookies” := The document’s top-level origin*

A request’'s client := {.., context, origin, ..}

* For a document displayed in a top-level browsing context

WHATWG, “Fetch Living Standard”
WHATWG, “HTML Living Standard”
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"Cross-Site" Request

=origin := (scheme, host, port)

= registrable domain := Public suffix of host plus one additional label
= site := (scheme, registrable domain)

= “site for cookies” := The document’s top-level origin*

= Arequest'sclient := {.., context, origin, ..}

= “Same-site” requests :=
= The request’'s URLs origin is same-site with its client’s “site for cookies”

= The request’'s URLs origin is same-site with every URL in its URL list (redirection chain)
= The request is not triggered by user pressing a reload button

= “Cross-site” requests := Not “same-site”

* For a document displayed in a top-level browsing context
|IETF, “Cookies: HTTP State Management Mechanism (draft-ietf-httpbis-rfc6265bis-10)"
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"Cross-Site" Request

‘Same-site” requests :=

The request’'s URL'’s origin is same-gite with its client’s “site for cookies”
© (scheme, registrable domain) © User agent’s address bar*

@ @ Developer Tools — Example Domain — https://example.com/

(W {3 Inspector P Network [E] Storage 838 Application © (https, example.com) 0] e
4+ 2 [ Rules ~

<!DOCTYPE html> =TT les
<htm1> (scroll '
thov .cls +

head> (- </head
<body> (overflow element inline
{

“https: //exa b

<a href="https://victim.com">Link 2</a>
<img src="https://victim.com/img.gif"> loverflow
<form method="post" action="https://victim.com">
<input type="submit" value="Submit"> loverflow
</form>
</body>
</html>

html > head > title . . .
*For a document displayed in‘a top-level browsing context
WHATWG, “Fetch Living Standard”
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"Cross-Site" Request

‘Same-site” requests :=

The request’'s URL'’s origin is same-gite with its client’s “site for cookies”
© (scheme, registrable domain) © User agent’s address bar*

@ @ Developer Tools — Example Domain — https://example.com/

(W {3 Inspector M Network [E) Storage 288 Application © (https, example.com) 0] ee
4+ £ [ Rules ~

<!DOCTYPE html>
<html> [scroll
head> ) </head :hov .cls —+
<body> (overflow ement inline
<a href="https://example.com">Link 1</a> 0
M o (https, example.com) [T -RI-N request

<a hr

<img src="https://victim.com/ing.gif"> oviEuIeleIC\ViINatoWileP-\ilelaWE=To [BIES:
<form method="post" action="https://victi « » :
<input type="submit" value="Submit"> lov{ & HTTP “safe” request (i.e., GET)
</form>
</body>
</html>

html > body > a * For a document displayed in a top-level browsing context

IETF, “HTTP Semantics (RFC9110)”

WHATWG, “Fetch Living Standard”
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"Cross-Site" Request

‘Same-site” requests :=

The request’s URLs origin is same-site with its client’s “site for cookies”
© (scheme, registrable domain) © User agent’s address bar*

Developer Tools — Example Domain — https://example.com/

(W {3 Inspector M Network [E) Storage 288 Application © (https, example.com) 0] ee
4+ £ [ Rules ~

<!DOCTYPE html>
<htm1l> [scroll
head> (- </head hov .cls +

<body> (overflow element inline

<img src="https://example.com/img.gif">
<a hi inline:1

<ing 2 (https, example.com) EEediSEINMISESICAI(CIO[VIER
<form method="post" action="https://vict & SUbreSOUI'CG request Sy

<input type="submit" value="Submit"> (o « ” . $

</form> & HTTP “safe” request (i.e., GET) [

</body> 50px;
</html>

html > body > img * For a document displayed in a top-level browsing context

IETF, “HTTP Semantics (RFC9110)”
WHATWG, “Fetch Living Standard”
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"Cross-Site" Request

‘Same-site” requests :=

The request’s URLs origin is same-site with its client’s “site for cookies”
© (scheme, registrable domain) © User agent’s address bar*

@ @ Developer Tools — Example Domain — https://example.com/

(W {3 Inspector P Network [E] Storage 838 Application © (https, example.com) 0] e

4+ £ [ Rules ~

<!DOCTYPE html>
<htm1l> (scroll
head> (- </head thov .cls +
<body> loverflow ?lement inline
<a href="https://victim.com">Link 2</a>
<img

Puei A QS CPRRIaaLNECIDE — “Cross-site” request
<input type="submit" value="Submit"> o uMeTeRIS\VEINer\Ile N[l aN(=IO[S !

</form>

</body> & HTTP “safe” request (i.e., GET)

</html>

html > body > a * For a document displayed in a top-level browsing context

IETF, “HTTP Semantics (RFC9110)”
WHATWG, “Fetch Living Standard”
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"Cross-Site" Request

‘Same-site” requests :=

The request’s URLs origin is same-site with its client’s “site for cookies”
© (scheme, registrable domain) © User agent’s address bar*

@ @ Developer Tools — Example Domain — https://example.com/

(W {3 Inspector P Network [E] Storage 838 Application © (https, example.com) 0] e
4+ 2 [ Rules ~

<!DOCTYPE html>
<htm1> (scroll ’ .
head> (- </head thov .cls + -6
<body> loverflow element inline
{
+

<a href="https://victim.com">Link 2</a>
<img src="https://victim.com/img.gif"> loverflow
w<form method="post" action="https://victim.com">

TUIPUEBPE 6 (https, victim.com) [EESEeINYRNERONNI

</form>

/;/tbidw & Top-level navigation request
& HTTP “unsafe” request (i.e., POST)

html > body > form * For a document displayed in a top-level browsing context

IETF, “HTTP Semantics (RFC9110)”
WHATWG, “Fetch Living Standard”



TRUESEC

Cross-Site Request Forgery

= When an attacker forces a victim to execute forged “cross-site” requests
= User agents always send Cook1ie only with “matching” requests

[ ) [ ) Developer Tools — Example Domain — https://example.com/
® O inspector PN Network [E) Storage 888 Application Console [© Debugger 04 [J] e

Q_ Search HTML + 2 [ Rules ~

<!DOCTYPE html> ¥ Filter Styles
<html>
» <head> (=) </head> hov .cls

v <body> element inline

1o
i

<img src="https://victim.com/img.gif?action=delete&s=all">
<form method="post" action="https://victim.com">

hidden action delete

hidden s all

e="Submit">
¥ © Forged request
</boay>

</html>

html > head > title

Wikipedia, “Cross-site request forgery”
Joe Rozner, "Wiping Out CSRF.” DEF CON 25.
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Cross-Site Request Forgery

= When an attacker forces a victim to execute forged “cross-site” requests
= User agents always send Cookie only with “matching” requests

[ ) [ ) Developer Tools — Example Domain — https://example.com/

(® O inspector PN Network [E) Storage 888 Application (&) Console ([ Debugger 04 [J] e

Q_ Search HTML + 2 [ Rules v

<!DOCTYPE html> Y Filter Styles

<html> -
» <head>(:)</head> thov .cls + 4
v <body> element inline

https://victim.com { o

<img src="https://victim.com/img.gif?action=delete&s

<form method="post" action="https://victim.com"> Smelttlng a form
hidden action delete i an
— “Cross-site” request

hidden S all
="Submit"> _ 1 1
| & Ferges eaues e="Submi & Top Ie\:el nawgiatlon rquest
</bogy> & HTTP “unsafe” request (i.e., POST)

</html> — HTTP cookie in the request (authorized)

html > head > title Wikipedia, “Cross-site request forgery”
IETF, “HTTP Semantics (RFC9110)”
Joe Rozner, "Wiping Out CSRF.” DEF CON 25.
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CSRF Mitigation

= Synchronizer token pattern
= Double submit cookie

= Cookie-to-header token

= \erifying referer/origin

= The SameSite attribute

Wikipedia, “Cross-site request forgery”
Joe Rozner, "Wiping Out CSRF.” DEF CON 25.
OWASP, “Cross-Site Request Forgery Prevention Cheat Sheet”
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The SameSite Attribute

= User agents send Cookie only but always with “matching” requests
An additional attribute to match!

SameSite=Strict: Send the cookie only for “same-site” requests
O Clicking a link / O Embedding an image / N Submitting a form
SameSite=Lax: “Same-site” + “cross-site” top-level navigation “safe” requests*
v Clicking a link / O Embedding an image / N Submitting a form

SameSite=None: All requests'’
v Clicking a link / v Embedding an image / v Submitting a form

Set-Cookie:

- SameSite=Strict example.com

A pemo A
* For "Lax-Allowing-Unsafe" enforcement, see 5.4.7.2 of RFC6265bis.

T Browsers might behave differently regarding “third-party” cookies. See 7.1 of RFC6265bis.
|IETF, “Cookies: HTTP State Management Mechanism (draft-ietf-httpbis-rfc6265bis-10)"



TRUESEC

..and "Lax" by Default

SameSite is widely supported, but the adoption has been slow

Chrome 80+/86+ started treating cookies without SameS-ite as Lax by default
SameSite=Lax: “Same-site” + “cross-site” top-level navigation “safe” requests

Cookie specification was also changed

(Eross-Site Request

Forgery is dead!

No. Same-site cookies alone are sufficient to protect against CSRF.

MDN Web Docs, “SameSite cookies”

|IETF, “Cookies: HTTP State Management Mechanism (draft-ietf-httpbis-rfc6265bis-10)"

web.dev, “SameSite cookies explained: Secure your site by learning how to explicitly mark your cross-site cookies.”
Scott Helme, “CSRF is (really) dead”

Stack Exchange, “Do | still need CSRF protection when SameSite is set to Lax?”
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Service Worker

PWA's Network Layer



@ @ Developer Tools — Twitter (@Twitter) / Twitter — https://twitter.com/...

O® O inspector N Network >» @1 @3 (] e
@] \ Il 4+ Q © []Disable Cache Nc% ﬁ-

n
S e rVI C e WO r ke r ¥ Tuiter @Twiter) TWiter A ML CSS JS XHR  Fonts Images Media WS G
O B ntesi gt M. Domain File Ty| 33%

<« Twitter &1 & abs.twimg.com  shared~bi js service worker

Core technology of Progressive Web Apps i oo |Qmemtimacom | oviaman | s
PWA: Native-like installable offline web app

N
S
S

& abs.twimg.com ondemanc¢ js service worker

@ abs.twimg.com  ondemanc js service worker

NN
oS
O S

Runs in worker context; different thread

& abs.twimg.com ondemanc¢ js service worker

@@ abs.twimg.com  ondemanc js service worker

Can act as a proxy server between
web application, browser, and network

Intercepts network requests
Responds with custom responses )

_ Twitter @
Together with CacheStorage @Twitter
Enables offline fallback pages Wharshaprel

© everywhere &
Joined February

@ abs.twimg.com ondemanc js  service worker

N
S
S

@ abs.twimg.com  ondemanc js service worker
@ abs.twimg.com ondemanc js  service worker
& abs.twimg.com ondemanc js  service worker

& abs.twimg.com ondemanc js  service worker

NEEN BN BN
SESESES
OO SN S

& abs.twimg.com ondemanc js  service worker

N
S
S

& abs.twimg.com ondemanc js service worker
@ abs.twimg.com  ondemanc¢ js service worker

@ abs.twimg.com shared~ol js  service worker

N
S
S

NN
oS
SO S

f# abs.twimg.com  ondemanc js service worker

N
S
S

Mainly used for custom cache strategies

@ abs.twimg.com ondemanc¢ js service worker

0 Following  62.1N i . .
& abs.twimg.com  ondemanc¢ js service worker

NN
oS
SO S

& abs.twimg.com ondemanc¢ js service worker
Tweets

N
(3
S

% abs.twimg.com ondemanc js  service worker

MDN Web Docs, “Service Worker API”
web.dev, “What are Progressive Web Apps?”
Wikipedia, “Progressive web application”
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Service Worker Caching Flow

Client-side il
(Browser)

IHHI

Server-side -[

web.deyv, “Create an offline fallback page”
web.deyv, “Service worker caching and HTTP caching”
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Service Worker Caching Flow

Requests for an asset
Image, video, CSS, JS, ...

Client-side il
(Browser)

IHHI

Server-side -[

web.deyv, “Create an offline fallback page”
web.deyv, “Service worker caching and HTTP caching”
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Service Worker Caching Flow

Requests for an asset
Image, video, CSS, JS, ...

FetchEvent

Client-side il
(Browser)

Intercepts requests
Implements strategy with JavaScript

fif

Server-side -[

web.deyv, “Create an offline fallback page”
web.deyv, “Service worker caching and HTTP caching”
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Service Worker Caching Flow

FetchEvent

Client-side il
(Browser)

fetch(event.request)

_ '

Requests for an asset
Image, video, CSS, JS, ...

Intercepts requests
Implements strategy with JavaScript

Cache strategy based on HTTP headers
Cache-Control, Expires, ...

web.deyv, “Create an offline fallback page”
web.deyv, “Service worker caching and HTTP caching”
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Service Worker Caching Flow

Requests for an asset
Image, video, CSS, JS, ...

FetchEvent

Client-side

s Intercepts requests

Implements strategy with JavaScript

fetch(event.request)

Cache strategy based on HTTP headers
Cache-Control, Expires, ...

HTTP Request HTTP Response

Server-side -[

web.deyv, “Create an offline fallback page”
web.deyv, “Service worker caching and HTTP caching”
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Service Worker Caching Flow

Requests for an asset
Image, video, CSS, JS, ...

FetchEvent

Client-side

s Intercepts requests

Implements strategy with JavaScript

fetch(event.request) Response

Cache strategy based on HTTP headers
Cache-Control, Expires, ...

HTTP Request HTTP Response

Server-side -[

web.deyv, “Create an offline fallback page”
web.deyv, “Service worker caching and HTTP caching”
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Service Worker Caching Flow

Requests for an asset
Image, video, CSS, JS, ...

FetchEvent Response

Client-side

s Intercepts requests

Implements strategy with JavaScript

fetch(event.request) Response

Cache strategy based on HTTP headers
Cache-Control, Expires, ...

HTTP Request HTTP Response

Server-side -[

web.deyv, “Create an offline fallback page”
web.deyv, “Service worker caching and HTTP caching”
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Service Worker Example

- Amecwne.

. . . " . " . . . web.dev, “Service worker caching and HTTP caching”
MDN Web Docs, “FetchEvent.respondWith()”
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Service Worker Example

Registers a
service worker

navigator
.serviceWorker

.register('/sw.js');

- Amecwne.

. . . " . " . . . web.dev, “Service worker caching and HTTP caching”
MDN Web Docs, “FetchEvent.respondWith()”
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Service Worker Example

Service Worker (sw.js)
Registers a
service worker

self.addEventListener('fetch', (event) => {

navigator
.serviceWorker

.register('/sw.js');

Browser HTTP Cache

web.dev, “Service worker caching and HTTP caching”
MDN Web Docs, “FetchEvent.respondWith()”
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Service Worker Example

Service Worker (sw.js)
Registers a
service worker

self.addEventListener('fetch', (event) => {

navigator
.serviceWorker
.register('/sw.js');

Triggers
FetchEvent

Browser HTTP Cache

web.dev, “Service worker caching and HTTP caching”
MDN Web Docs, “FetchEvent.respondWith()”



TRUESEC

Service Worker Example

Registers a
service worker

navigator
.serviceWorker
.register('/sw.js');

Triggers
FetchEvent

Service Worker (sw.js)

self.addEventListener('fetch', (event) => {
event.respondWith((async () => {

const cached = await caches.match(event.request);

if (cached return cached;

IDNODN
1)

Browser HTTP Cache

web.dev, “Service worker caching and HTTP caching”
MDN Web Docs, “FetchEvent.respondWith()”
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Service Worker Example

Service Worker (sw.js)
Registers a

service worker

self.addEventListener('fetch', (event) => {
navigator event.respondWith((async () => {
.serviceWorker

.register('/sw.js'); const cached = await caches.match(event.request);

if (cached) { return cached; }

Triggers
FetchEvent

const response await fetch(event.request);

return response; « o
HOY;s Passthrough

1)

Response

Browser HTTP Cache

web.dev, “Service worker caching and HTTP caching”
MDN Web Docs, “FetchEvent.respondWith()”
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Service Worker Example

Service Worker (sw.js)
Registers a
service worker

self.addEventListener('fetch', (event) => {
navigator event.respondWith((async () => {
.serviceWorker

.register('/sw.js'); const cached = await caches.match(event.request);

if (cached) { return cached; }

Triggers
FetchEvent

const response await fetch(event.request);

return response; « o
HOY;s Passthrough

1)

Response

Response

Browser HTTP Cache

web.dev, “Service worker caching and HTTP caching”
MDN Web Docs, “FetchEvent.respondWith()”
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Service Worker Example

Service Worker (sw.js)
Registers a
service worker

self.addEventListener('fetch', (event) => {
navigator event.respondWith((async () => {
.serviceWorker

.register('/sw.js');

Triggers
FetchEvent

const response await fetch(event.request);
return response;

Response

Response

Browser HTTP Cache

web.dev, “Service worker caching and HTTP caching”
MDN Web Docs, “FetchEvent.respondWith()”
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Example: Workbox

Service Worker (sw.js)

Registers a

service worker importScripts('//../workbox-sw.js’);

navigator
.serviceWorker
.register('/sw.js');

Created & maintained by Google Chrome

Collection of JavaScript libraries for PWAs

Triggers

FetchEvent Service worker routing and caching modules library

Response

Chrome Developers, “What is Workbox?”
Chrome Developers, “workbox-routing”
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Example: Workbox - 1

Service Worker (sw.js)
Registers a
service worker

importScripts('//../workbox-sw.js"');

navigator
.serviceWorker
.register('/sw.js');

workbox.routing.registerRoute(
({request}) => request.destination === 'dimage',
new workbox.strategies.CacheFirst()

)3

Triggers
FetchEvent

Response
workbox.routing.setDefaultHandler (
new workbox.strategies.NetworkOnly ()

)3

Chrome Developers, “What is Workbox?”
Chrome Developers, “workbox-routing”
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Example: Workbox - 2

Service Worker (sw.js)
Registers a

SErYEE e importScripts('//../workbox-sw.js"');

navigator
.serviceWorker
.register('/sw.js');

Triggers
FetchEvent

workbox.routing.registerRoute(

({url}) => url.pathname == '/transfer',
new workbox.strategies.NetworkOnly (
{ networkTimeoutSeconds: 600 }

)
'POST!

)3

Response

Chrome Developers, “What is Workbox?”
Chrome Developers, “workbox-routing”
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Example: Create React App

Template: cra-template-pwa

serviceWorkerRegistration.unregister();
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Example: Create React App

Template: cra-template-pwa

Registers a
service worker

serviceWorkerRegistration.register();

Create React App, "Making a Progressive Web App”
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The Collaboration

That Leads to CSRF
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Gode Spec Smells

HTTP Cookie Progressive Web App
SameSite Service Worker
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Gode Spec Smells

navigator
.serviceWorker

.register('/sw.js');
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Gode Spec Smells

WHATWG “HTML Living Standard”
BN/ .8.4.3.5 Updating the image data

23. Fetch the image: Fetch request.

navigator
.serviceWorker

.register('/sw.js');
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Gode Spec Smells

WHATWG “Fetch Living Standard”
4. Fetching > 4.1. Main fetch - 4.2. Scheme fetch - 4.3. HTTP fetch
5.4. Set response to the result of invoking handle fetch for requestForSewiceWorker-

navigator
.serviceWorker
.register('/sw.js');
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Gode Spec Smells

W3C “Service Workers 1”
navigator Appendix A: Handle Fetch

.serviceWorker

2/ % /a) a ~AQ ~~n 1 Y aly _‘y.
register('/sw.is'); 24.3.1. Let e be the result of creating an event with FetchEvent.

24.3.12. Dispatch e at activeWorker’s global object.
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Gode Spec Smells

navigator Service Worker (sw.js)

.serviceWorker

-register(!/sw.js'); self.addEventListener('fetch', (event) => {

event.respondWith((async () => {

const response await fetch(event.request);
return response;
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Gode Spec Smells

navigator
.serviceWorker WHATWG “Fetch Living Standard”

.register('/sw.js"); 5.6. Fetch method

The fetch(input, init) method steps are:

2. Let requestObject be the result of invoking the initial value of
Request as constructor with éput and init as arguments.
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Gode Spec Smells

navigator
.serviceWorker

.register('/sw.js'); WHATWG “Fetch Living Standard”
5.4. Request class

0.2. Set request (0 input’'s request.

12. Set request 1o a new request with the following properties:
URL: request's current URL.
method: request's method.
header list: A copy of request’s header [ist.
client: This's {.., context, origin, ..}
origin: “client”
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Gode Spec Smells

navigator
.serviceWorker

.register('/sw.js'); WHATWG “Fetch Living Standard”

5.4. Request class

0.2. Set refuest 10 input’'s request.

2. Set request 10 a new request with the following properties:
URL: regpest’s current URL.

method: request's method.

header list: A copy of request’s header [ist.

client: ThiS's {.., context, origin, ..}

arigin: “client”

q
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Gode Spec Smells

navigator
.serviceWorker
.register('/sw.js');
WHATWG “Fetch Living Standard”

4. Fetching - ... > 4.6. HITP-network-or-cache fetch

8.20.1.1. et cookies be the result of running
the "cookie-string" algorithm (see section 5.4 of [COOKIES])
with the user agent’s cookie store and h#tpRequest’'s current URL.




Gode Spec Smells

navigator
.serviceWorker
.register('/sw.js');

IETF “Cookies: HTTP State Management Mechanism”
5.2.2.2. Service Workers

Requests which are initiated by the Service Worker itself (via
adirect call to fetch (), for instance), on the other hand,
will have a cl4ient which is a SewiceWorkerGlobalScope.

[ts “site for cookies” will be the registrable domain of the
Service Worker's URL

TRUESEC




Gode Spec Smells

navigator
.serviceWorker
.register('/sw.js');

IETF “Cookies| HTTP State Management Mechanism”
5.2.2.2. Service Workers

Requests which are initiated by the Service Worker itself (via
adirect call jo fetch (), for instance), on the other hand,
will have a L1 ent which is a SewiceWorkerGlobalScope.

[ts “site for cookies” will be the registrable domain of the
Service Worker's URL

TRUESEC
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Goede Spec Smells

navigator
.serviceWorkdr
.register('/dw.js');

IETF “Cookies| HTTP State Management Mechanism”
5.2.2.2. Service Workers

Requests which are initiated by the Service Worker itself (via
adirect call jo fetch (), for instance), on the other hand, will
have a ¢4 ent which is a SewiceWorkerGlobalScope. -d

[ts “site for cookies” will be the registrable domain of the
Service Worker's URL.
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CSREF is Back!

Registers a

service worker
self.addEventListener('fetch', (event) => {

event.respondWith((async () => {

navigator

.serviceWorker
.register('/sw.js'); const response = await fetch(event.request);

return response;

-

Triggers
FetchEvent

<a href="//& Victim">

<form action="//& Victim" method="POST'"> Response

A pemo B
£ victim: https://prong-glory-novel.glitch.me
~ Attacker: https://goofy-voracious-spatula.glitch.me



Pitfall: Worklbox -

Registers a
service worker

navigator

.serviceWorker
.register('/sw.js');

-

<a href="//& Victim">

<form
action="//#& Victim/transfer"
method="POST">

Triggers FetchEvent

TRUESEC

-

% Victim: Service Worker (sw.js)

importScripts('//../workbox-sw.js"');

workbox.routing.registerRoute(
({request}) => request.destination === 'dimage',
new workbox.strategies.CacheFirst()

)3

workbox.routing.setDefaultHandler (
new workbox.strategies.NetworkOnly ()

)3

Response

* <=v5 affects all HTTP methods. >=v6 only affects GET.
A pemoC

£ victim https://rogue-comfortable-loaf.glitch.me

“ Attacker: https://acoustic-dusty-jodhpur.glitch.me



Pitfall: Worklbox -

Registers a
service worker

navigator

.serviceWorker
.register('/sw.js');

-

<a href="//& Victim">

<form
action="//#& Victim/transfer"
method="POST">

Triggers FetchEvent

TRUESEC

2

% Victim: Service Worker (sw.js)

importScripts('//../workbox-sw.js"');

workbox.routing.registerRoute(
({url}) => url.pathname == '/transfer',
new workbox.strategies.NetworkOnly (
{ networkTimeoutSeconds: 600 }

)
'POST!

)3

Response

A pemo D
2 victim: https://laced-viridian-nightingale.glitch.me
© Attacker: https://intriguing-patch-ptarmigan.glitch.me
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Pitfall: Create React App

Registers a
service worker

serviceWorkerRegistration.register();

= Triggers FetchEvent Response

<a href="//& Victim/api/secret.png">

A pemo E
£ victim: https://impartial-equinox-saltopus.glitch.me
© Attacker: https://flint-detailed-jodhpur.glitch.me
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...and Firefox Developer Tools

Registers a
service worker

Triggers
FetchEvent

Firefox 74+
Response

A Demo F
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Patches, Updates

Yet Issues Still Remain
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Disclosure Timeline

2020-08-12: Reported to Mozilla and Google

https://bugzilla.mozilla.org/show_bug.cgi?id=1658869
https://crbug.com/1115847



TRUESEC

Disclosure Timeline

2020-08-12: Reported to Mozilla and Google
2020-10-13: An issue on the Cookie spec was independently opened

(us) github.com @ ® ©®© M +

& httpwg / http-extensions ' public ®Watch 85 ~ % Fork 133 - Starred 334 -

<> Code (© Issues 65 19 Pullrequests 11 (® Actions @) Security [~ Insights

"Site for cookies" handling for service workers #1288

annevk opened this issue on Oct 13, 2020 - 11 comments - May be fixed by #2217

@ annevk commented on Oct 13, 2020 @ - Assignees
w mikewest

I'm a bit surprised by https://tools.ietf.org/html/draft-ietf-httpbis-rfc6265bis-06#section-
5.2.2.2;
Labels

As | understand it the SameSite definition cookies use has a recursive parent check to
prevent A2 in A1->B->A2 from getting cookies that A1 does get, as B might try to trick it.
However, if A2 is entirely generated by a service worker, the above rules would mean it
would still get spoofed. Milestone

6265bis

 /github.com/httpwg/http-extensions/issues/1288
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Disclosure Timeline

2020-08-12: Reported to Mozilla and Google
2020-10-13: An issue on the Cookie spec was independently opened
2021-08-19: A bug on the Origin header was independently reported

eoe [ < (v

77 bugs.chromium.org &

'?bugs chromium ~ m Open issues - Q

Y¢ Starred by 4 users Issue 1241188: Security: "Origin" header incorrectly set for

cross-site request via service worker
Reported by holeg...@gmail.com on Thu, Aug 19, 2021, 6:33 AM GMT+9
VULNERABILITY DETAILS

When a cross-site request is made to a site that uses a service worker to fetch the request - the Origin header is
incorrectly set to appear to come from the main site.

wanderview @ chromium.org GoY(Code
@ falken@chromium.org
@ mkwst@chromium.org
davidben@chromium.org
jakearchibald @chromium.org
yhirano@chromium.org
wanderview@chromium.org
yoavweiss @chromium.org
miketaylr@chromium.org
adetaylor@chromium.org

@ kinuko@chromium.o
kouhei@chromium.org
nhiroki@chromium.org

@ tzik@chromium.org

In the video you can see the problem in action.

Chrome states the Origin is "http://cc.local"
Firefox states the Origin as "null"

| would consider this a serious security issue, as Chrome is simulating that the request "http://cc.local" which is not
the actual Origin of the request.

bingler@chromium.org
@ merewood @chromium.org
@ asamidoi @chromium.org

VERSION

Chrome Version: 92.0.4515.159 (Official Build) (64-bit)

Operating System: Windows 10

https://crbug.com/1241188
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Disclosure Timeline

2020-08-12: Reported to Mozilla and Google
2020-10-13: An issue on the Cookie spec was independently opened
2021-08-19: A bug on the Origin header was independently reported
2021-09-07: Duplicate bugs were independently reported

https://bugzilla.mozilla.org/show_bug.cgi?id=1729022
https://crbug.com/1246961
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Disclosure Timeline

2020-08-12: Reported to Mozilla and Google
2020-10-13: An issue on the Cookie spec was independently opened
2021-08-19: A bug on the Origin header was independently reported
2021-09-07: Duplicate bugs were independently reported
2021-10-06: A Service Worker spec meeting was held

eee M- < (9 github.com @ (-] © h +

@ w3c/ServiceWorker  public ® Watch 233 ~ % Fork 337 @~ {7 Star 36k  ~

<> Code (© Issues 269 19 Pullrequests 19  (® Actions [0 Wiki (@ Security |~ Insights https://github.com/w3c/ServiceWorker/issues/1604
https://github.com/w3c/ServiceWorker/issues/ 1606

https://github.com/w3c/ServiceWorker/issues/1607
https://github.com/w3c/ServiceWorker/issues/ 1608
. ) https://github.com/w3c/ServiceWorker/pull/1629

TPAC F2F: CSRF |Ssues #1 604 https://github.com/w3c/ServiceWorker/pull/1630
https://github.com/w3c/ServiceWorker/pull/1632
. 2 o https://github.com/whatwg/fetch/issues/1321

wanderview opened this issue on Sep 15, 2021 - 8 comments hitps.//github.com/whatwa/fetchyissues/ 1322
https://github.com/whatwg/fetch/issues/1323
https://github.com/whatwg/fetch/issues/1327
https://github.com/whatwg/fetch/issues/1332
https://github.com/whatwg/fetch/issues/1335
wanderview commented on Sep 15, 2021 - edited ~ Member | (@ .- Assignees //github.com/privacycg/storage-partitioning/issues/25




Disclosure Timeline

2020-08-12: Reported to Mozilla and Google

TRUESEC

2020-10-13: An issue on the Cookie spec was independently opened

2021-08-19: A bug on the Origin header was independently reported

2021-09-07: Duplicate bugs were independently reported
2021-10-06: A Service Worker spec meeting was held
2021-10-28: Chromium patches both bugs

https://crrev.col
https://crre:
https://crre:
https://crre:
https://crrev.

m/da0a6501cf321579bd46a27ff9fbalbb8ead10bb
v.com/a6601b2cf2bb7c0a0ffa3¢c795a0dbc730ef81d1a

v.com/2d916566085e4f09bca93021f2b1650ea6237077

v.com/579df7b562fd2a85591e44fd314a1710c93e6901
.com/53f29314ad19fc5e0e0500de0d9544b856a45e32



TRUESEC

Disclosure Timeline

2020-08-12: Reported to Mozilla and Google
2020-10-13: An issue on the Cookie spec was independently opened
2021-08-19: A bug on the Origin header was independently reported
2021-09-07: Duplicate bugs were independently reported
2021-10-06: A Service Worker spec meeting was held
2021-10-28: Chromium patches both bugs
2021-12-01: Fetch spec was amended

ithub.co

h /whatwg/fetch/pull/1357
s://github.co

m,
m/whatwg/fetch/pull/1345
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The Amended Fetch Spec

navigator
.serviceWorker

.register('/sw.js'); WHATWG “Fetch Living Standard”
5.4. Request class

The new Request(input, init) constructor steps are:

12. Set request 1o a new request with the following properties:
URL: request's current URL.
method: request's method.
header list: A copy of request’s header [ist.
client: ThiS's {.., context, origin, ..}
arigin: “client”




TRUESEC

The Amended Fetch Spec

navigator
.serviceWorker

.register('/sw.js'); WHATWG “Fetch Living Standard”
5.4. Request class

The new Request(input, init) constructor steps are:

12. Set request 1o a new request with the following properties:
URL: request's current URL.
method: request's method.
header list: A copy of request’s header [ist.
client: ThiS's {.., context, origin, ..}
origin: request’s origin.
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Disclosure Timeline

2020-08-12: Reported to Mozilla and Google
2020-10-13: An issue on the Cookie spec was independently opened
2021-08-19: A bug on the Origin header was independently reported
2021-09-07: Duplicate bugs were independently reported

2021-10-06: A Service Worker spec meeting was held
2021-10-28: Chromium patches both bugs
2021-12-01: Fetch spec was amended
2022-01-04: Chrome 97 was released to the stable channel

https://chromereleases.googleblog.com/2022/01/stable-channel-update-for-desktop.html



TRUESEC

Disclosure Timeline

2020-08-12: Reported to Mozilla and Google
2020-10-13: An issue on the Cookie spec was independently opened
2022-01-05: Google assigned CVE-2022-0117

https://crbug.com/1115847
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Disclosure Timeline

2020-08-12: Reported to Mozilla and Google

2020-10-13: An issue on the Cookie spec was independently opened
2022-01-05: Google assigned CVE-2022-0117

2022-07-08: Cookie spec is amended (pending)

https://github.com/httpwg/http-extensions/pull/2217
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Disclosure Timeline

2020-08-12: Reported to Mozilla and Google

2020-10-13: An issue on the Cookie spec was independently opened
2022-01-05: Google assigned CVE-2022-0117

2022-07-08: Cookie spec is amended (pending)
No update for Firefox available as of now

Affected Versions
Google Chrome: >=51 <97
Mozilla Firefox: >=60 (Developer Tools bug: >=74)

https://github.com/httpwg/http-extensions/pull/2217
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Remaining Issue: Nested Frame

In case of Victim1 (news.com) — Attacker (ad.com) — Victim?2 (news.com)
To be addressed with Client-Side Storage Partitioning

o o @ https://magnificent-six-effect.. X

&« C @& magnificent-six-effect.gli... 0

£4 Victim

n Attacker

£4 Victim

Cookie: strict-session=3random_secret3
Strict: You are logged in!

Authorization | Login || Logout
Service Worker

ApemoG

https://magnificent-six-effect.glitch.me
https://github.com/privacycg/meetings/issues/19
https://github.com/privacycg/storage-partitioning/issues/31
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Conclusions



Summary

= SameSite of HTTP Cookie
= “Cross-Site” Requests and Forgery
= The Attribute and Lax by Default

= Service Worker of PWA
= Caching Flow with Service Worker
= Code Examples

= The CSRF Resurrections
= Deep Dive into the Specs
= Proof of Concept with the Code Examples

= The Aftermath
= Disclosure Timeline
= Remaining Issue of Nested Frame
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Takeaways

Don’t use SameS te cookies as the sole defense mechanism against CSRF
Should be considered as an additional layer of defense

“Developers are strongly encouraged to deploy
the usual server-side defenses to mitigate the risk more fully”

- RFC6265bis

Double check network interactions with other tools whenever possible
Developer Tools might not actually depict reality

A possible new attack vector until the issues are fully resolved

Is there any other problem that has been overlooked?

|IETF, “Cookies: HTTP State Management Mechanism (draft-ietf-httpbis-rfc6265bis-10)"
OWASP, “Cross-Site Request Forgery Prevention Cheat Sheet”
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hank you!

E www.truesec.com / www.security-office.co.kr
Y twitter.com/truesec

m linkedin.com/company/truesec



