


Uname -a
• Melvin «Flangvik» Langvik

• C# Azure Developer turned hacker

• Targeted Operations TrustedSec

• Twitch Stream, 5h3llcast, youtube

• SharpCollection, AMSi.fail, CobaltBus, Azurec2relay, 

bettersafetykatz, SharproxyLogon, SharpExfiltrate, 

SharpApplocker



Attacking Microsoft Office 365



Conditional Access

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview



Teams behind the scene



















Teams functionally  



Teams functionally  





Auth using refresh token



Interactive logins



Non-interactive logins



Family refresh tokens

• Family refresh tokens are a special 
kind of refresh token that 
disregard the token binding 
safeguards defined in the OAuth 2.0 
specifications.

• https://github.com/secureworks/fa
mily-of-client-ids-research

• Awesome work by @detectdotdev / 
team at secureworks



Azure Active Directory Authentication 
Library (ADAL)

• C# Library for authentication 
within applications running on 
Windows hosts such as Skype for 
business, Microsoft Teams, and 
OneDrive.



teamfiltration
• C# Dotnetcore Cross-platform Attack toolkit
• Key features

• Database oriented
• Fireprox integration
• Dehashed integration
• Pushover integration
• Automagic password generation
• Automagic user enumeration
• Exfiltration cabalaitites

• Teams (chat logs , Attachments, contact list)
• OneDrive (Files,shared sharepoint documents)
• Outlook (Emails, content and attachments)
• Graph API (Domain information, users, groups)

• Backdoor cli - Move vertically onto computer
• Mfa bypass (Conditional access enumeration)
• Abuses refresh tokens



teamfiltration



Enumeration module

https://github.com/insidetrust/statistically-likely-usernames



Enumeration using statistically 
likely usernames

https://github.com/insidetrust/statistically-likely-usernames



Spraying module



Spraying module



Exfiltration module



Exfiltration module



Database module



Demo 1  - external testing



Demo 2  - Red Team



Bonus round - the backdoor!



• Project can be found at 
https://github.com/Flangv
ik/TeamFiltration

• Special THANKS TO
• @detectdotdev
• Entire TrustedSec Team

• Enjoy last day of
defcon30

https://github.com/Flangvik/TeamFiltration

