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Android OS
Impact

Android holds over 72% of the smartphones market share worldwide.

It has 32 distributions (API levels) and runs on over 3 billion active devices.

3,000,000,000 !!!



Permission mechanism
Android has 3 permission types

• Install-time permissions NORMAL & SIGNATURE: 

• The permission is allowed at installation

• Runtime permissions DANGEROUS:

• The permission is allowed or revoked at runtime 

• Special system permissions: 

• Intended for system level interaction to protect access to particularly 
powerful actions, therefore require additional external steps to be allowed



Permission mechanism
Permissions API 

• All permissions, from all protection levels - declared in AndroidManifest.xml



Permission mechanism
Which permissions are used?

Since all permissions MUST be declared in the manifest, 

they are easily scanned when uploaded to play store and on 

device by play-protect and other security scanning tools

Before downloading the app, you can see which permissions 

are used



Undocumented part



Default protection level?
Default (undocumented) permissions

Default permissions - are those magical permissions which don't need to be 
declared or approved at all.



First
NORMAL protection level

Bypassing INTERNET permission by using a default service and gaining internet 
access without declaring the needed permission



Normal level INTERNET permission



Unauthorized attempt with missing INTERNET permission



Bypassing INTERNET permission



How does it work?

• Implicit Intent -> 

• Default action -> ACTION_VIEW

• URI -> 

• Sending data using Chrome default deeplink

• Receiving data using BROWSABLE category & custom URI



Chrome manifest



Chrome decompiled code



App custom URI



Server side - custom URI usage



How does it work?
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Special System permission
SYSTEM_ALERT_WINDOW

• Intended for system-level interaction with the user 

• Allows to create an overlay view above any other app and thereby is 
considered highly sensitive. 

• When the app wants to access this permission and add it to the manifest, 
which is checked by play-protect both at the upload time to play-store and 
even while installing the app on the device. Also all the security measurements 
tools, such antiviruses, scanning tools etc - detects this permission as known 
suspicious permission. 



Special System permission
SYSTEM_ALERT_WINDOW

But even after the app is installed on the device, this ability is not yet activated, it 
actually requires an explicit action from the user by allowing this permission from 
the system settings and can be revoked at any time.



Special System permission SYSTEM_ALERT_WINDOW



Second
Special system permission

But, I've found that exactly the same ability can also be achieved by using a 
built-in system service called: Toast



Toast service
Android has a widely used built-in system service: Toast, which originally created for showing a little pop up alerts.
It was created since the first Android version (API level 1) and therefore available in all android distributions

Toast has 3 very interesting abilities:

A. To show an overlay View above any application.

B. It can be triggered using any Context including applications without 
permissions at all. 

C. The Toast views don't receives focus by default.



Customizing Toast view

Toast is not really limited to only 
short texts. 

Toast view can be completely 
customized, it can show images, 
videos, webviews and it can even 
cover the entire screen



Toast limitation

Appearance duration - it can take the value of either:

• Toast.LENGTH_SHORT (approx 2s)

• Toast.LENGTH_LONG (approx 4s) 

The exact time depends on the device



Toast limitation
Bypass - using recursive calls repeatedly

As long as the delay between the calls is shorter than the appearance time, the 
toast view could appear almost infinitely



Overlay
screen block
Ransomware POC



Overlay
screen block
Ransomware POC



Clickjacking with system overlay
Sometimes to make something crucial to happen, you need only one single click from a user

• An average Android user touches the phone 2617 times each day.

• So it's fairly easy to make the user to tap the screen at a specific spot.



Android common 
alert popups

How many of those did you 

see?



Clickjacking with system overlay



How does it work?
What user see                 |       What Actually behind it



What can we do with it?
Real-life exploitation POCs using different combinations of these techniques

• Unauthorized 2 way internet communication

• Ransomware

• Disrupt or uninstall apps

• Bypass more permissions from DANGEROUS protection level



Bypassing CALL_PHONE permission
Runtime permission from dangerous protection level

• Intent ACTION_CALL require the runtime CALL_PHONE permission from 
dangerous protection level.

• But Intent ACTION_DIAL does almost the same without any permission, the 
only difference is one single click from user.



Permission CALL_PHONE from dangerous protection 
level



Bypassing CALL_PHONE 
permission



Bypassing LOCATION permissions
Runtime permission from dangerous protection level

• The remote web service will execute javascript: 
`navigator.getCurrentPosition()` to get the current location. 

• Which trigger a built-in browser alert prompt that asks the user to allow the 
access to the device’s Geo Location.

• At the same time clickjacking is used to allow the access.



Bypassing  LOCATION 
permission



How does it work?
What user see                 |       What Actually behind it
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