
Triforce%        https://gettriforce.link

a.k.a., TASBot glitches the future into OoT

Allan “dwangoAC” Cecil, keeper of TASBot, he/him
Sauraen, Triforce% director, he/him
MLink, human speedrunner, he/him
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Why hack?
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Remote Code Execution Arbitrary Code Execution

You

Target

Internet

Why “Arbitrary” (not Remote) Code Execution?
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TASBot
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ACE to beat games quickly
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ACE to beat games quickly
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ACE to beat games quickly, now by hand
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Large-scale ACE payloads
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Large-scale ACE payloads
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Large-scale ACE payloads
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Large-scale ACE payloads, now by hand
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ACE for meaningful plot
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Also initially worked on by MrCheeze, glitchesandstuff, and others
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To: you@gmail.com

From: your_boss@phishing.com

Subject: Review report ASAP

Attached: Annual_Report.doc.exe

I better look
at this…

Two components of ACE
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Program Counter

Sufficient control of memory Breach separation of code & data

Rotation values
Link’s name
Controller data

Use After Free bug
Stale Reference Manipulation

Speedrunning tricks
Heap manipulation

Two components of ACE
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RGME slides
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1 instr / frame = Bootstrapper 1

Jump to

1 instr / frame = Bootstrapper 3

Jump to

Jump to

Jump to

Jump to

Bootstrapper 2

Writes

Bootstrapper 4

Writes

Hyperspeed
Loader

Writes
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Demo 1
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Hyperspeed
Loader

Debugger
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Hyperspeed
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DMA Patcher
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Hyperspeed
Loader

Debugger

DMA Patcher

Statics

Assets…
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Statics statics.c
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Statics scene.c
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Statics interface.c
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Statics message.c
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Statics audio.c
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Statics ocarina.c
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Statics anime.c
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Statics hairphys.c
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Demo 2


