
Private Until 
Presumed 
Guilty

• Or How the 4th Amendment 
Doesn’t Protect Your 
Data in a Post-
Dobbs World



 Agenda

Disclaimers:

• We are not your lawyers

• We are not providing advice on which apps to use/not use

• Some apps tested offer additional privacy protections we did not test or call out (data deletion from app, data 
deletion from cloud servers)

• But again, these are optional settings and we are not providing advice on how to configure apps

• The phone and cloud data is test data (not associated with a real person or real reproductive 
status/cycle) or self-collected data. Several legal examples have been edited to preserve the 
technical language while protecting the identities of our clients.

 Laws don't protect you 

 Digital investigations of phones

 Laws still don’t protect you (the cloud edition) 

 Digital investigations of the cloud

 Conclusion



• These methods are already being used 
to prosecute all kinds of crimes

• Dobbs laid the groundwork for 
increased criminalization of pregnant 
people

• Any increase in criminalization will 
always simply be an extension of the 
existing criminal legal system

• low-income women are particularly 
vulnerable to these state actions*

• pregnant African American women are 
significantly more likely to be 
arrested*

• 56% of cases involved people living in 
poverty**

• Law enforcement learns from other law 
enforcement

*Arrests of and Forced Interventions on Pregnant Women in the United States, 1973–2005: Implications for Women's Legal Status and Public Health, Journal of Health Politics, Policy and Law (April 1, 2013)
**Self-Care Criminalized: August 2022 Preliminary Findings, Huss et. al, available at https://www.ifwhenhow.org/resources/self-care-criminalized-preliminary-findings/ (August 9, 2022)



Pregnancy Justice 
has further 
documented 
approximately 
1,331 such cases 
from 2006-2020.  

•This equals more 
than 1,700 cases 
between 1973-
2020.

Self-Care Criminalized: August 2022 Preliminary Findings, Huss et. al, available at https://www.ifwhenhow.org/resources/self-care-criminalized-preliminary-findings/

https://www.ifwhenhow.org/resources/self-care-criminalized-preliminary-findings/


Private until 
presumed 

guilty

The Health Insurance Portability and Accountability Act 
(HIPAA)?

The Stored Communications Act (SCA)?

Consumer protections from the Federal Trade 
Commission (FTC) (Health Breach Notification Rule?)

The power of the government 
to get your data when 
investigating a “crime” is 
unmatched.



HOW DOES 
THE 
GOVERNMENT 
GET THIS 
DATA?

Cell Phone 

1. Constitutional seizure of 
device

2. Valid search warrant (or 
exception to warrant 
requirement), Riley v. 
California, 573 U.S. 373

3. Technological ability to 
perform forensically sound 
extraction

i. May require additional 
hardware or software that 
they do not have access to

4. Can obtain data that is only 
stored on a device, and not 
stored in the cloud or by a 
third-party.

Cloud Data

1. Does not require 
physical seizure of a 
device

2. Does not require any 
special hardware or 
software

3. Can obtain some 
information without a 
warrant (just via 
subpoena) 

4. May require a search 
warrant (pursuant to the 
Stored Communications 
Act)

5. Can potentially obtain 
information that is not
stored on a device (IP 
logins, subscriber 
information).

6. Business records may be 
more intelligible than 
extracted data



…and why it’s so easy for the government to get them



Requirements for Warrants

Connect "thing" to crime

Stolen TVs being kept in a house = probable cause why it is believed to 
be the “stash house”

Connection 
to Crime

Search only the places where the thing can be

Can’t open a drawer to look for a TV

Limited 
Search

Describe *specifically* what areas can be searched 

Search cannot go beyond the parameters of the warrant
Specificity

Judge reviews and signs off on the warrantOversight



Riley V. 
California
573 U.S. 

373 (2014)

These cases require us to decide how the search 

incident to arrest doctrine applies to modern cell 

phones, which are now such a pervasive and 

insistent part of daily life that the proverbial 

visitor from Mars might conclude they were an 

important feature of human anatomy.

While [this] categorical rule strikes the 
appropriate balance in the context of physical 
objects, neither of its rationales has much force 
with respect to digital content on cell phones.

We therefore hold instead that officers must 
generally secure a warrant before conducting such 
a search.

This work is adapted from “cyborg“, licensed under CC BY-SA 2.0 by Niv Singer

https://www.flickr.com/photos/antichrist/27650391/in/photolist-3rHuT-2hDcznP-2c3Bui-5wqzSL-NJNcc2-d9XVYy-RGdTzp-6Q97ED-6tQFWS-J2UVvv-Fe4xf-oafjB1-fAxsKf-t9psFr-4Xu4Ja-sFfEyf-pSHT2j-6R5AM1-pExxss-8XnN12-M2vfH7-2hDfoet-5NEDwu-5NHDzS-7qasW-6wLysC-2osw4iL-6viXq3-9GhQdB-9AbnWF-53Uknw-2ohDg6H-3Z62Dy-pvnzJD-5dxmX-HwZRU-2hDczoq-a5FGaT-8BKEa5-2hDfo8B-8Cffh-oj8P3-Hbgvz-4rsek-4GYbmb-6YGFfT-5h4e6S-kAdoeU-ncRXBY-mBUp3J
https://creativecommons.org/licenses/by-sa/2.0/


Problems with warrants

Search warrants are largely rubber stampedLack of scrutiny

Issued ex-parte (in secret)

No legal mechanism or adversarial process

Inability to 
challenge prior to 

search

Who and what can be challenged is limited
Limited avenues for 

post-search 
challenges

Data obtained from a search can still be used in limited ways even 
obtained in violation of the law (whether a constitutional violation 
or otherwise)

Inadequate 
Remedies for 
violations



Requirements for Warrants

Connect "thing" to crime

Stolen TVs being kept in a house = probable cause why it is believed to 
be the “stash house”

Connection 
to Crime

Search only the places where the thing can be

Can’t open a drawer to look for a TV

Limited 
Search

Describe *specifically* what areas can be searched 

Search cannot go beyond the parameters of the warrant
Specificity

Judge reviews and signs off on the warrantOversight



“Phones do stuff and store information” is probable cause?





“People like to do stuff on their phones” is probable cause?



“Criminals” use phones and social media



Getting warmer



Requirements for Warrants

Connect "thing" to crime

Stolen TVs being kept in a house = probable cause why it is believed to 
be the “stash house”

Connection 
to Crime

Search only the places where the thing can be

Can’t open a drawer to look for a TV

Limited 
Search

Describe *specifically* what areas can be searched 

Search cannot go beyond the parameters of the warrant
Specificity

Judge reviews and signs off on the warrantOversight



The only factual 
allegation 
linking the 
phone to 
the incident:

Why the 
officer wants 
to search the 
phone:

Because phones 
have stuff on 
them, I guess?



Makes it look like a limited 
search, but amounts to the 
whole phone.



Remember, they said they are 
looking for photos/videos, and 
evidence of motive.





Not even trying to act like the 
search is limited.



Problems with warrants

Search warrants are largely rubber stampedLack of scrutiny

Issued ex-parte (in secret)

No legal mechanism or adversarial process

Inability to 
challenge prior to 

search

Who and what can be challenged is limited
Limited avenues 
for post-search 

challenges

Data obtained from a search can still be used in limited ways even 
obtained in violation of the law (whether a constitutional violation 
or otherwise)

Inadequate 
Remedies for 
violations



Can you stop the search from happening?





Mass Extraction: The Widespread Power of U.S. Law Enforcement to Search Mobile Phones, Logan Koepke, Emma Weil, Urmila Janardan, Tinuola Dada and Harlan Yu,
available at https://www.upturn.org/work/mass-extraction/ (October 20, 2020)



For-profit, for the government

Certain tools to unlock phones and access 
data sold to:

✅ Criminal Prosecution

✅ Government Agencies

✅ Computer forensics businesses serving Civil 
Plaintiffs (sometimes)

✅ Computer forensics businesses serving Civil 
Defense (sometimes)

✅ Corporate Cybersecurity Teams (sometimes)

But not to:

❌ Criminal Defense



Evidence + Bias = Inconsistent Conclusions

Nina Sunde, Itiel E. Dror, A hierarchy of expert performance (HEP) applied to digital forensics: Reliability and biasability in digital forensics decision making, Forensic Science International: 
Digital Investigation, Volume 37, 2021, 301175, ISSN 2666-2817, https://doi.org/10.1016/j.fsidi.2021.301175.

(Accessed from https://www.sciencedirect.com/science/article/pii/S2666281721000834 on July 2nd, 2023)

https://www.sciencedirect.com/science/article/pii/S2666281721000834


What is a phone 
extraction?
Copy of the phone (to a point)

•Commercial software used by the government 

and private companies uses ADB, AFC, built 

in backup tools, bootloaders, sideloaded 

apps, and jailbreaks to bypass protections 

like SEP (Secure Enclave processor) and 

copy data for use in court

•Don't have to be a hacker, just need 

government budget and a tool license

•Security is great but:

•Brute force – it's only a matter of 

time

•Consent and social engineering – it's 

only a matter of pressure



Extraction types:

• Live screenshots saved by an 
investigator

• "Logical" information 
categories supported by 
transfer protocols on the 
device (backups, SMS/MMS,
media, calendars)

• Partial file system copy

• Full file system copy 
(including keychains)

• Physical copy of phone's 
flash memory (on older 
devices)



Cellebrite screenshot from How to Use the Qualcomm Live Retry Feature in Cellebrite UFED, Cellebrite, available at https://www.youtube.com/watch?v=KpWX2-6s9bg (October 3. 2021)





Push Button Forensics

• Why can it be good? (if you know what you're 
doing)

• Less effort to keep up with the large volume 
of devices that need to be analyzed

• Faster to analyze/process

• Why can it be bad? (if you don't know what you're 
doing)

• Analysts may not even know how to look for 
relevant data without the aid of tools 
(which are not always correct)

• Analysts may misinterpret reports (bias)

• Wrong decisions can result in having to re-
preserve... and ephemeral data may have been 
lost in the meantime







Other Example KTX files 
(two different extractions)







Beyond the button...











Apple Absolute Time 2023-05-16



Summary of Phone Analysis

• Data artifacts understood by forensic tools 
included (not limited to):

• Cached videos (TikTok "watched" content)
• IOS Snapshots (KTX files)
• Communications (calls, chat messages)
• Installed applications, wireless 

networks, locations 
(sometimes), photos/videos, search history, 
device information

• Health data, including menstrual dates and 
sexual activity

• Data identified with additional analysis and 
software:

• Sqlite databases, Plists, and timestamp 
values corresponding to...

• Logged moods, flows, symptoms, notes, 
medication, appointments, activities, etc. 
tracked by apps (even where a passcode was 
set to open the app on the phone)



Cloud � Device

• The data can be everywhere

• The data can be nowhere

• If the data exists, there may 
be multiple full or partial 
copies

• If the data is deleted, it may 
be deleted for good... or 
deleted only from one location 
and not another



…why it’s even easier for the government to get and 
harder for you to fight.



Problems with warrants

Search warrants are largely rubber stampedLack of scrutiny

Issued ex-parte (in secret)

No legal mechanism or adversarial process

Inability to 
challenge prior to 

search

Who and what can be challenged is limited
Limited avenues 
for post-search 

challenges

Data obtained from a search can still be used in limited ways even 
obtained in violation of the law (whether a constitutional violation 
or otherwise)

Inadequate 
Remedies for 
violations



Stored 
Communications 
Act
18 U.S.C. 
§ 2702(a)

Non-Content

•Subscriber Name

•Contact information
• Telephone number, 

address, email

•Account activation 
date

•Usage information
• Log in information (IP 

Addresses)

•Billing information

Content

•Private messages

•“posts”

•Photos

•Documents

This work is adapted from “Evolution 36 mail.png“, licensed under CC BY-SA 3.0 by AlexanderVanLoon

https://creativecommons.org/licenses/by-sa/3.0/
https://creativecommons.org/licenses/by-sa/3.0/




a & e can be obtained 
without a warrant. 



Challenging 
Cloud Data

In spite of the SCA creating an implicit 
(or explicit) privacy expectation, there 
is still no universally recognized 
reasonable expectation of privacy in 
cloud data – including social media, 
email, etc…

Courts have been slow to acknowledge both 
the expectation of privacy in digital 
data and the limitations of the third-
party doctrine in the modern 
world. Riley v. California, 573 U.S. 
373 (2014); U.S. v. Jones, 565 U.S. 400 
(2012); Carpenter v. U.S. 138 S. Ct. 2206 
(2018); United States v. Warshak, 631 
F.3d 266 (6th Cir., 2010).



The Founders 
didn’t know 

about the Cloud

“More fundamentally, it may be necessary to 
reconsider the premise that an individual has no 
reasonable expectation of privacy in information 
voluntarily disclosed to third parties.

This approach is ill suited to the digital age, in 
which people reveal a great deal of information 
about themselves to third parties in the course of 
carrying out mundane tasks.

But whatever the societal expectations, they can 
attain constitutionally protected status only if 
our Fourth Amendment jurisprudence ceases to treat 
secrecy as a prerequisite for privacy.

U.S. v. Jones, 565 U.S. 400 (2012)(Sotomayor, J. 
concurrence)



Easy for them



Hard for us





Cloud Data



Cloud Privacy Policy



Cloud Data Download (period app)Providers log info like IP 
address, times, device info



Data returned by a 
subpoena (not a warrant)



Summary of Cloud Analysis

• Data can still be in the cloud:
• Google Location History (sensitive locations should be removed, but 
other information may be used for building a timeline)

• Search history across Google, Facebook, Alexa, etc

• Voicemails (sometimes) and voice recordings

• Autofill data with surprising contents (ex. form field to make an 
appointment at a medical office)

• Synced reproductive data for certain lifestyle apps/services

• Subscriber information doesn't need a warrant

• Account information & dates and times of service access 
provided for other services without a warrant



Updating the 4th Amendment 
for the digital age

• traditional concerns about destruction of evidence are inapplicable in this context
Application for search warrants should not be done 

ex-parte (in secret) 

• make it an adversarial process, just like everything else, with findings by a judge on the 
record.

Provide opportunity to object to a warrant for a 
phone or other digital data prior to execution 

• Do away with the Third-Party Doctrine
Acknowledge a constitutional expectation of privacy 

in cloud and digital data generally

• Puts a stop to overbroad and unbridled searches of data “search everything because it can 
be anywhere”

Create best practices and protocols for limiting 
searches – either technologically or via “taint teams.”

• Increases the level of scrutiny at all steps of the process
Any post-execution litigation of a warrant must be in 

front of a different judge, de novo, and not be given a 
presumption of validity

• An easter egg for the fellow defense attorneys in the roomGet rid of the Good Faith Exception



Conclusion:
Defending the Digital Body

• Data is collected and retrievable to show you've 
committed a crime regardless of whether you have 
committed a crime

• Flawed security in technology

• Flawed security (of your privacy) in the law

• Legal privacy protections are lacking, 
especially when being "tough on crime"

• Dobbs has extended the umbrella of people who may 
be investigated using private, personal digital 
information
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The Fourth Amendment must keep 
pace with the inexorable march of 
technological progress, or its 
guarantees will wither and 
perish.
United States v. Warshak, 631 F.3d 266 (6th Cir., 2010)

Image of the U.S. Constitution from the National Archives

https://www.archives.gov/founding-docs/downloads
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