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Ceri Coburn (@_EfthicalChaos_)

« Software developer for 18 years within the DRM
and security solutions space

« Joined Pen Test Partners in August 2019

» Dedicated to Red Teaming and offensive
security tooling for the last 2 years

 Author of several tools released to the
community including BOF.NET, SweetPotato
and SharpBlock

« Member of the Rubeus maintainer tfeam
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What we will cover?

e Infroduction
e Kerberos 101
» Active Directory Specifics

* Previous Attacks

« Sam the Admin (CVE-2021-42282, CVE-2021-42278 and CVE-
2021-42291)

* A New Spoofing Vector
e TOOIl INnfroduction and demo
 What can be done¢
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What 1s Kerberos?

« Kerberos is an authentication protocol used by both
Windows and *nix based operating systems

 Machines are joined to a common realm fo facilitate
mutual authentication of principals within the realm

 Principals are idenfified based on a name and principal
type

« Kerberos specification only deals with authentication,
NOT authorisation.

« Windows and *nix hosts can be joined to the same realm
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What 1s Kerberos?

What is a Kerberos PrincipalNamee¢

PrincipalN EQUENCE B AReios
rincipalName 1= SEQUEN { : .
name-type (0] Int32, « john.doe@domain.com
name-string [1] SEQUENCE OF KerberosString « CN=John Doe, OU=Users, DC=domain, DC=com
« HOST/server.domain.com

KRB_NT_UNKNOWMN A Name type not known

KRB_NT_PRINCIPAL 1 Just the name of the principal as in DCE,
or for users

KRB_NT_SRV_INST Service and other unique instance (krbtgt)

KRB_NT_SRV_HST Service with host name as instance
(telnet, rcommands)

KRB_NT_SRV_XHST : Service with host as remaining components
KRB_NT_UID Unique ID
KRB_NT_X500_PRINCIPAL ¢ Encoded X.5@09 Distinguished name [REC2253]
KRB_NT_SMTP_NAME ; Name in form of SMTP email name
(e.g., user@example.com)
KRB_NT_ENTERPRISE 10 Enterprise name; may be mapped to
principal name
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Active Directory

» During Kerberos authentication, AD uses a complex
user search algorithm based on mulfiple LDAP
atfributes

« Authorisation decisions are always made from the
embedded Privilege Attribute Certificate (PAC)
inside the ficket when connecting 1o a specific
service

* Principal name collisions can occur

 This has led to previous privilege escalation
vulnerabllities
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e Principal Search

l in AD

» A Kerberos principal is

Is name-type

s Primcipatiome [EOUSER  PRNGFALor PRINGPA— aceouname | COMPOSed of name-type and
‘ ' name-string (user, computer,
SPN, etc...)
NO YES « Kerberos principal search can
@ 552 be given a hint via name-type
YES e e

 This changes the priority of
Append's? S<—No @ which fields in AD are searched
No first

» The name-string is also mutated
l to search for machine accounts
: by appending the ‘$’ character

b

p
- Return user not Authenficate
found password
L

Is name-type
ENTERFPRISE




Active Directory Authorisation

| KERBEROSTICKET  When a ficket is presented to o

cname: john doe, KRB_NT_PRINCIPAL WlndOWS b(jlsed SerV|Ce, The PAC

sname: HOST/linux.ad.ginge.com, KRE_NT_SRV_HST

starttime: 14:00 - 10th August 2023 1
IS mandatory

e [f the PAC is missing, an
anonymous logon occurs

KERB_VALIDATION_INFO ® Th e user p rl N Cl p a | an d ) ﬂlq ue S | D

EffectiveName: john.doe

IS exiracted from the PAC

PrimaryGroupld: 513
LogonDomainld: 5-1-5-21-1003644063-402995240-33425858708

Grouples (147, 1145 e The outer Kerberos cname field is
not used

« SO what happened with Sam the
Admin (CVE-2021-42278)¢

AUTHORIZATION DATA (Optional)

Lots of other crap

R
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Sam the Admin (CVE-2021-42278)

 Aftacker creates a machine

5 account minus $ ending, spoofing

another machine

Request TGT from DC without o
PAC

« Rename account to something

else
« Request ST from DC with TGT
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[ name-type: NT-PRINCIPAL }

name-sining: john.doe

Search
userPrincipalHame

<—ENTERPRISE

MO

Is name-type
ENTERFPRISE

HO

Is name-type
PRINCIPAL or

ENTERPRISE? f/—l—‘

q-NO-ét%

.-"

‘M

ﬁpperd 7

Sam The Admin

CVE-2021-42278

|

w——F RINCIPAL—

Search

samAccounitName

Retum user not

found }

| l

V.

Authenticate
password

Principal Search

in AD

A Kerberos principal is
composed of name-type and
name-string (user, computer,
SPN, etc...)

Kerberos principal search can
be given a hint via name-type

This changes the priority of
which fields in AD are searched
first

The name-string is also mutated
to search for machine account
by appending the ‘$’ character



Sam the Admin Fix

« DC’'s no longer allow a PACless TGT

« Computer sSAMAccountName fields must
end with $

« Computer object types in AD must either
have Workstation or Server frust account
flags set in UAC

» But... you can still request a PACless ST
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A New Spoofing Vector

« The userPrincipalName or UPN attribute is an alternative
principal name that can be used for authentication

User Principal Name

er principal name (UPN) format is used to specify an Internet-style name, such as

UserName@ Example.Microsoft.com. The following table summarizes the parts of a UPN.

Part Example

User account name. Also known as the logon name. UserName

Separator. A character literal, the at sign (@). @

UPN suffix. Also known as the domain name. Example.Microsoft.com

 Write "Public Information” or “Generic Write" needed to
modify

» Duplicated UPN'’s not allowed, so how can we spoofe

Wl
. 4

Al B
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A New Spoofing Vector

« Simples — Just set the userPrincipalName to the
samAccouniName

Atiribute

B e e e e e e e

=T

5
@ -
5
5
5
5
E
=)
E
=)
E
=)
=)

3| name

3
=5

criptar

o e B e e e e e e e e
o

ATATATATAIAIY
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A New Spoofing Vector

name-type: isi % ruieci ae | ENTERPRISE

name-siring: john.doe

T
" % 4
[ |
| By Design I
I X
| 4 ) v
7 Is name-type .
Search ¥ Search
SE—< ~———PRIN ZIPAL—»
userPrincipalName PEENTERPRISE EPNRTlgg:“Pi?]I:‘E[’P samAccountName
M N o —_—
Y
YES User found? YES——
NO
YES
L
v
3{2‘;’;‘;&2‘; Return user not Authenticate
found password
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Rubeus Updates

PS C:\tools> .\Rubeus.exe asktgt /user:Administrator /password:SuperSecret!

(—— \ |

_____ D T e
[ I I O Y R N
0 I WY A I S s I i U I
Y I P Y PN BN ) N | G
v2.2.3

[*] Action: Ask TGT

[*]
[*]
[*]

Using rcu_hmac hash: 958C8526EU252B277D3D70ADBD2EA2CE
Building AS-REQ (w/ preauth) for: 'ad.ginge.com\Administrato
Using domain controller: 192.168.128.1:88

[Xx] KRB-ERROR (24) : KDC_ERR_PREAUTH_FAILED:

Ps C:\tools> .\Rubeus.exe asktgt /user:Administrator /password:SuperSecret! /principaltype:enterprise

(____ \ | |

_____ DI o - - - ___

[ I I I AN IR B I (O AN |

1 T N T O I R I U O

1 O N DAY B ____f__/

v2.2.3
[*] Action: Ask TGT
[*] Using rcU_hmac hash: 958C8526EU252B277D8D78ADBD2EA2CE
[*] Building AS-REQ (w/ preauth) for: 'ad.ginge.com\Administrator'
[*] using domain controller: 192.168.128.1:88
[+] TGT request successful!

[#*] basesu(ticket.kirbi):

doIFLDCCBZCgAwWIBBaEDAgEWo0IEpDCCBKBhggScMIIEMKADAGEF0QUbDEFELKdITKAFLKNPTaIhMB+gANIBAGEYMBYbBmty
qbtyQWI02kt1lYthkulxTuID2aYaD+KY/1bOKqPT3/XUVbLrVEVgUWFWUXBrOxfBzR/YwgxnpMJ6Wuic8LUmS 1dfDo73+VXHIGLoBOUH
DM3B6iyv1CiXWGYFfwecCVgapgaZAaRjYRCUgYyRhgpPrFdUuldNwssDKvqO6UZxpNqo5re0gB3Ina9pAh89qgb/KKTMYNEAWSE3MWDTY
m7cGzNBUgNSKtiskeYTNBWjv9x0G6a+1zS5EMTEAMUUAQIFATHYYIjOs/LJSZ3VLK/qNTeVaHmOPxb3CWPz8qnYehWVnSf21hq7DLy
ULd97u1YFJIAd22Yk jWGzIce6TzQnLSDbO850cMOSIgBSNPEp/ mkwB@PHU+tjZiMCubLROKWULKBs2cT7asxU+g jWuNOhF53ZavIHMTLY
IsXb8ulBdQUz/XVmZux+jHjrYPbHOMHSXGrPXeXXNpSPKORYUBCYPBegCscUgZ7OFgxTu+pseaXLayY2WQZHFKCSinSYXAKZLAbzqgAHN
y5hY1P5qEOKTZFOFK1UXTXEX1FMHsyvB8ex TULMt1+yICFhFYNMINAhv jvBNInP2N3ghMSAxvwPLUTBcfiB/i39WlwoxBuboCVPN1fal
32tfIC2udP9GJOTWObCHO1KPpfO9Twvs1V/wWPzBeuCcEg+MSBMTEFt8VD2XJIBOpZIxfmKN3 /kx9IqN5UGiIszOUIkHvne7aQmfrbLky
V19kxPZzXVv1109wKQSRfe5e0/cgohYQrZADWmaSqz6THCO9YYONnqyzsNKkT1QexqGk6TasS3YDBOiQIVX6LHRIgZFgYnhUUEWPQZI /T
DUstHsFXK1FY+U4JAKUhDhsMQUQUROLORBUUQEINohowGHADAGEKOREWDXSNQWRtaWSpc3RyYXRvcqMHAWUAQOEAAKURGABYMDIZMD(
ITAfoAMCAQHhGDAWGHZTrcmIOZ3QbDGFKLmdpbmdLLmNvbQ==

ServiceName : krbtgt/ad.ginge.com

ServireRealm - AN GTNGE . CNM

UserName :  Administrator (NT_ENTERPRISE)

UserRealm :  AD.GINGE.COM S
. . 3 N
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Abuse Vectors

* Windows servers are out, they always rely
on the PAC for authorization

« GSSAPI on the other hand does not

* Majority of GSSAPI service implementors
leverage LDAP search against the Kerberos
principal name

« More offen samAccountName is searched
based on the Kerberos cname inside the
service ficket

« Other solutions include mapping Kerberos
principal names to local accounts (root$
cough cough)
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Abuse Vectors

Andrew Bartlett — Samba Team Lead, had already
discovered the root$ issue when he discovered CVE-2021-

42278 and friends.

| realised that nothing in Active Directory would prevent an unprivileged user
from creating an account called called rootS$ and to then present a ticket with

that name to a traditional MIT style Kerberos-accepting services and have

them read as root (the main administrative user on Linux).

This issue still exists today
Cant be used to impersonate existing AD users

> //l/‘/ -‘
A Broken Marriage: Abusing Mixed Vendor Kerberos Stacks DEF CON 31 51 ;:;;,U\’
|2 3



Abuse Vectors

So what services can potentially be abused.

Offers GSSAPI Support - m Status
SSH Remote Access Confirmed
Postgres Database Confirmed
MySQL/MariaDB Database To Check
MongoDB Database To Check
Apache Kafka Message broker To Check
ZeroMQ Message broker To Check

Apache Webserver Web server To Check
Keycloak IdP To Check
F5 BIG-IP APM IdP To Check
Dovecot Mail server To Check
Anything else offering GSSAPI To Check

1\
Alc 2™
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Demo
github.com/GhostPack/Rubbeus

github.com/CCob/gssapi-abuse

‘ {\\
TII TH :::.'.3 W
" VIDEOGODS
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By Design

* The issue was reported to MSRC, but Microsoft
claim Kerberos is behaving as designed.

« Who's design, Kerberos RFC or MSe
» What does the Kerberos RFC saye¢

Principal Names

Az was the case for realm names, conventions are needed to ensure
that all agree on what information is implied by a principal name.
The name-type field that is part of the principal name indicates the
kind of information implied by the name. The name-type SHOULD be

treated only as a hint to interpreting the meaning of a name. It is
not significant when checking for equivalence. Principal names that
differ only in the name-type identify the same principal. The name
type does not partition the name space. Ignoring the name type, no
two names can be the same (i.e., at least one of the components, or
the realm, MUST be different). The following name types are defined:
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Mitigations
« What could Microsoft do¢

« Prevent invalid userPrincipalName values (e.g. must have
domain suffix)

« Check userPrincipalName against samAccountName and look
for collisions across both attributes

e In the mean time?¢

» Drastic approach - Disable GSSAPI| authentication on services
inside Active Directory realms

» Less drastic approach — Monitor for userPrincipalName uvpdates
iIn Active Directory that don’t have a domain suffix.
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Thanks
for
Listening

@_EthicalChaos_  $ CCob @e’rhicolchcos.dev
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