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whoami
Ceri Coburn (@_EthicalChaos_)

• Software developer for 18 years within the DRM 
and security solutions space

• Joined Pen Test Partners in August 2019

• Dedicated to Red Teaming and offensive 
security tooling for the last 2 years

• Author of several tools released to the 
community including BOF.NET, SweetPotato
and SharpBlock

• Member of the Rubeus maintainer team
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What we will cover?
• Introduction

• Kerberos 101

• Active Directory Specifics

• Previous Attacks
• Sam the Admin (CVE-2021-42282, CVE-2021-42278 and CVE-

2021-42291)

• A New Spoofing Vector

• Tool introduction and demo

• What can be done?
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What is Kerberos?
• Kerberos is an authentication protocol used by both 

Windows and *nix based operating systems

• Machines are joined to a common realm to facilitate 
mutual authentication of principals within the realm

• Principals are identified based on a name and principal 
type

• Kerberos specification only deals with authentication, 
NOT authorisation.  

• Windows and *nix hosts can be joined to the same realm 
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What is Kerberos?
What is a Kerberos PrincipalName?

• john.doe

• john.doe@domain.com

• CN=John Doe, OU=Users, DC=domain, DC=com

• HOST/server.domain.com
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Active Directory
• During Kerberos authentication, AD uses a complex 

user search algorithm based on multiple LDAP 
attributes 

• Authorisation decisions are always made from the 
embedded Privilege Attribute Certificate (PAC) 
inside the ticket when connecting to a specific 
service 

• Principal name collisions can occur

• This has led to previous privilege escalation 
vulnerabilities 



Principal Search 
in AD

• A Kerberos principal is 
composed of name-type and 
name-string (user, computer, 
SPN, etc…)

• Kerberos principal search can 
be given a hint via name-type

• This changes the priority of 
which fields in AD are searched 
first   

• The name-string is also mutated 
to search for machine accounts 
by appending the ‘$’ character
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Active Directory Authorisation
• When a ticket is presented to a 

Windows based service, the PAC 
is mandatory

• If the PAC is missing, an 
anonymous logon occurs

• The user principal and unique SID 
is extracted from the PAC

• The outer Kerberos cname field is 
not used

• So what happened with Sam the 
Admin (CVE-2021-42278)? 
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Sam the Admin (CVE-2021-42278)
• Attacker creates a machine 

account minus $ ending, spoofing 
another machine

• Request TGT from DC without a 
PAC

• Rename account to something 
else

• Request ST from DC with TGT

• Due to missing PAC, new one is 
inserted using Kerberos cname as 
the search criteria



Principal Search 
in AD

• A Kerberos principal is 
composed of name-type and 
name-string (user, computer, 
SPN, etc…)

• Kerberos principal search can 
be given a hint via name-type

• This changes the priority of 
which fields in AD are searched 
first   

• The name-string is also mutated 
to search for machine account 
by appending the ‘$’ character

Sam The Admin
CVE-2021-42278
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Sam the Admin Fix
• DC’s no longer allow a PACless TGT

• Computer sAMAccountName fields must 
end with $

• Computer object types in AD must either 
have Workstation or Server trust account 
flags set in UAC

• But… you can still request a PACless ST
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A New Spoofing Vector
• The userPrincipalName or UPN attribute is an alternative 

principal name that can be used for authentication

• Write “Public Information” or “Generic Write” needed to 
modify

• Duplicated UPN’s not allowed, so how can we spoof?
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A New Spoofing Vector
• Simples – Just set the userPrincipalName to the 

samAccountName
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A New Spoofing Vector

By Design
CVE-2023-XXXXX
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Rubeus Updates
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Abuse Vectors 
• Windows servers are out, they always rely 

on the PAC for authorization

• GSSAPI on the other hand does not
• Majority of GSSAPI service implementors 

leverage LDAP search against the Kerberos 
principal name

• More often samAccountName is searched 
based on the Kerberos cname inside the 
service ticket

• Other solutions include mapping Kerberos 
principal names to local accounts (root$ 
cough cough) 
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Abuse Vectors 
Andrew Bartlett – Samba Team Lead, had already 
discovered the root$ issue when he discovered CVE-2021-
42278 and friends. 

This issue still exists today

Cant be used to impersonate existing AD users 
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Abuse Vectors 
So what services can potentially be abused.
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github.com/GhostPack/Rubeus

github.com/CCob/gssapi-abuse

Demo
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By Design
• The issue was reported to MSRC, but Microsoft 

claim Kerberos is behaving as designed.

• Who’s design, Kerberos RFC or MS?

• What does the Kerberos RFC say?
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Mitigations
• What could Microsoft do?

• Prevent invalid userPrincipalName values (e.g. must have 
domain suffix)

• Check userPrincipalName against samAccountName and look 
for collisions across both attributes

• In the mean time? 
• Drastic approach - Disable GSSAPI authentication on services 

inside Active Directory realms

• Less drastic approach – Monitor for userPrincipalName updates 
in Active Directory that don’t have a domain suffix.
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Q & A
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@_EthicalChaos_ CCob ethicalchaos.dev

Thanks 

for 

Listening
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