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Sven
Math PhD
Founder of AIV which 
is in its 6th year.

Austin
Founder of SeedAi
Has done stints 
on the hill

Rumman
Founder of Humane 
Intelligence
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AI Auditing & Red Teaming

Traditional Software 
is “Explainable”

A good reverse engineer can 
audit the logic of a executable.

Problem is: even a simple 
hello_world in Rust is over 
50,000 instructions long!



AI Magic

Input

Output

AI Auditing & Red Teaming

AI is a Black Box
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AI is a Black Box, but 
it’s more like Chaos

A system where small differences 
in the initial conditions wildly 
change the output

Unlike actual chaos, we can be 
99.99% certain that the output is 
correct, but we don’t know.
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We can never 
completely test it!

The “unit test” of ML models: MNIST



More of a proof of the chaotic 
nature than a security problem

AI Auditing & Red Teaming

Adversarial Examples Support This



Model trained on 01/01/2019, 
goes bad 3 months later.

AI Auditing & Red Teaming

Security Models need to 
be Constantly Maintained



We want this: We have this:

AI Auditing & Red Teaming

Evaluation and Testing 
Is Always Incomplete
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For LLMs Things are New



Scaling Laws for 
Neural Language Models: 
https://arxiv.org/pdf/2
001.08361.pdf

AI Auditing & Red Teaming

LLMs are Expensive!
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Accidently red teamed 
Latent Diffusion at 
DEFCON 30

DEFCON 30
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Hackers On the Hill
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Test Event at SXSW

➔ 20 Students from Houston 
Community College

➔ Lasted 2 hours

➔ Targeted EleutherAI’s 
GPT-Neox-20b

➔ On CTFd with 
llm_verification plugin
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Test Event at 
Howard University
➔ 20 Students from George Town 

and Howard University

➔ Lasted about an hour 
and a half

➔ About 10,000 generations and 
400 submissions

➔ On CTFd with llm_verification 
plugin Sven and Brooke Deuson 
wrote
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The History of AI Reporting



The first reported ML 
vulnerability is in spam from 2003
https://blog.jgc.org/2023/07/how-to-beat-adaptivebayesian-spam.html

Still effective in 2019!
https://skylightcyber.com/2019/07/18/cylance-i-kill-you/

The History of AI Reporting

Old History



The History of AI Reporting

Security Is a 
Community Effort



AI Reports Work Differently
Most are about a modification process 

The History of AI Reporting



Bias Bounties!

Winner of the first Bias Bounty
https://github.com/bogdan-kulynych/saliency_bias

Most Innovative
https://github.com/0xNaN/twitter-crop-bias

The History of AI Reporting
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Designing the GRT

➔ Collaborative effort across all eight vendors, nonprofits, NIST and OSTP
➔ Weekly meetings to identify what challenges would be fun and informative
➔ What’s different? 

◆ Prompt injections (malicious actors)
◆ Embedded harms (unintended consequences) 

➔ Grading is tough! (more on that later)
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What We Agreed To

Followed the Medical Device Lab 
playbook from the Beau Woods and 
BioHacking Village
- Need to sign a entry form

The content doesn’t abide 
by the DEFCON Code of Conduct
- Have to be in the room
- Closed network with no internet connection

We’re doing the Disclosure after
- Volunteers will submit on your behalf
- This is different to normal disclosure, 
  there are bits that aren’t vulns
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Hacker Hippocratic Oath

➔ The Objective is to make LLMs safer 
as a technology.

➔ Session data is being collected.

➔ The vendors get anonymized data for 
their model

➔ We get the data so we can report on 
your behalf

➔ Give us a working email if you want 
attribution!

➔ A huge variety of models are here!

➔ Be nice! Don’t unfairly compare 
them!
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Model Variety

➔ 30B to 175B parameters
➔ Multi-layered defenses or naked models



Confidential + ProprietaryThe GRT

Example Prompt Injection Challenge
Public Challenge 
http://grt.lakera.ai

➔ Many known prompt 
injection hacks can 
break through many 
guardrails.

➔ There are a few 
different types of 
defenses against this
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Example Embedded Harms Challenge

Whether the training data for LLMs were 
representative or not; harmful embeddings 
exist that perpetuate inequities and social 
harms - but faster and more broadly than 
ever before. 

Note neither James nor Emily are in the top 
3 names within the training data.
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Awarding points

Scale is triaging the contest.

Final scores are going to be 
verified by a committee of 7:

➔ Rumman Chowdhury
➔ Alan Mislove
➔ SJ Terp
➔ Tyrance Billingsly II
➔ Sara Kingsley
➔ Casey John Ellis
➔ Harley Geiger

The GRT
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Prizes

Top 3 finishers
get A6000s
48 Gigabytes of vram!

Top 10 finishers get 
invited to a live 
hacking event

The GRT
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What’s Next



What’s Next
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Coordinated Issue
Disclosure
The objective function is different 
from traditional coordinated 
vulnerability disclosure

Relies on the Model Card to determine 
intent. We’re looking for violations 
of intent

What’s Next
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Any Questions,
Go to the AIV!


