
Exploiting Google’s OAuth Implementation



Invisible apps having access to your account



• A decade of hacking
• Hacked vehicle computers on a daily basis
• Broke Pokémon Go's anti-cheating system in 2016

• M.Sc. in computer science

• Senior Security Researcher at Astrix Security

@TalSkverer, linkedin.com/in/reverser/

1 How hackers broke Pokémon Go’s anti-cheat technology, Ars Technica https://arstechnica.com/gaming/2016/08/anti-cheat-technology-stopped-pokemon-go-hackers-for-four-days/

https://www.linkedin.com/in/reverser/
https://arstechnica.com/gaming/2016/08/anti-cheat-technology-stopped-pokemon-go-hackers-for-four-days/


1 The First to Buy the iPhone, Apple Gazzete https://www.applegazette.com/iphone/the-first-to-buy-the-iphone/
2 Facebook Pages, My Second Million http://www.mysecondmillion.com/facebook-pages-add-content-timeline/

https://www.applegazette.com/iphone/the-first-to-buy-the-iphone/
http://www.mysecondmillion.com/facebook-pages-add-content-timeline/


Ann

1 What is OAuth and Why do Companies Use It?, Cloudsponge https://www.cloudsponge.com/blog/what-is-oauth-and-why-do-companies-use-it/

FindMoreContacts

https://www.cloudsponge.com/blog/what-is-oauth-and-why-do-companies-use-it/




1 OAuth, Wikipedia https://en.wikipedia.org/wiki/OAuth

World without OAuth

User

https://en.wikipedia.org/wiki/OAuth


1. App got full access to 
Google account

2. User can remove the app 
only with password change

3. Same password used 
across services



2006 2007 2010

Problem 
Identified

Open 
Authorization 
(OAuth) final 

draft published

OAuth 1.0 
released as 
RFC 5849

“
Luxury cars today come with a valet key: it’s a special key that…will not allow the car to drive more than a 
mile or two. Some valet keys will not open the trunk…others will block access to your onboard cell phone 
address book. 

…The idea is very clever: you give someone limited access to your car with a special key, while using your 

regular key to unlock everything.
”

2012

OAuth 2.0 
framework
released as 

RFC 6749

1 Explaining OAuth, Eran Hammer https://web.archive.org/web/20210920232105/https://hueniversedotcom.wordpress.com/2007/09/05/explaining-oauth/

https://web.archive.org/web/20210920232105/https:/hueniversedotcom.wordpress.com/2007/09/05/explaining-oauth/


1 Google Workspace Marketplace, Google https://workspace.google.com/marketplace
2 The App Directory, Slack https://slack.com/apps/category/At0EFWTR6D-featured
3 The Azure Marketplace, Microsoft https://azuremarketplace.microsoft.com/en-us/marketplace/apps/category/azure-active-directory-apps

https://workspace.google.com/marketplace
https://slack.com/apps/category/At0EFWTR6D-featured
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/category/azure-active-directory-apps


Client ID
Permission List

Vikram

User gets consent screen

One time code

Secret value

Token 

Client ID
Secret value



Client ID
Secret value

1. App registration process
2. The user’s app management features 

Vikram



1. Registering for Google Cloud 
Platform (GCP)

2.     Creating a GCP project

3.     Setting up the consent screen

4.     Retrieve Client ID + Secret



1. A designated settings page

2. No other place to manage apps

3. Go this page for your own account

1 Manage third-party apps, Google https://support.google.com/accounts/answer/3466521

https://support.google.com/accounts/answer/3466521?hl=en


When a Client ID is deleted:

• Name becomes Client ID
• Client ID cannot be used
• Tokens stopped working
• App disappears from users’ management page

1 Ghost Token, Astrix Security https://astrix.security/ghosttoken-exploiting-gcp-application-infrastructure-to-create-invisible-unremovable-trojan-app-on-google-accounts/

https://astrix.security/ghosttoken-exploiting-gcp-application-infrastructure-to-create-invisible-unremovable-trojan-app-on-google-accounts/




Ghost Token: 
Deleting the GCP project

Project is now “Pending Deletion”

• Client ID cannot be used
• Tokens stopped working
• App disappears from users’ 

management page





When project is deleted:
User can’t see the app anymore

When project is restored: 
The token works again

Ghost TokenEvil Ann











f

OAuth implementation mistake

Bug hunting heaven

Ghost Token’s threat potential



User management 
and audit of apps

Third-party apps 
registration 

consolidation

Update OAuth’s 
protocols
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