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Exploiting Google’'s OAuTh Implementation
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Today’s (Ghost) Story

Invisible apps having access to your account



GET /me HTTP/1.1

A decade of hacking
Hacked vehicle computers on a daily basis
Broke Pokémon Go's anti-cheating system in 2016

- M.Sc. incomputer science

+  Senior Security Researcher at Astrix Security

@ [alSkverer, linkedin.com/in/reverser/

1 How hackers broke Pokémon Go’s anti-cheat technology, Ars Technica https://arstechnica.com/gaming/2016/08/anti-cheat-technology-stopped-pokemon-go-hackers-for-four-days/



https://www.linkedin.com/in/reverser/
https://arstechnica.com/gaming/2016/08/anti-cheat-technology-stopped-pokemon-go-hackers-for-four-days/

Our story begins in 2007
Before OAuth existed...
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1 The First to Buy the iPhone, Apple Gazzete https://www.applegazette.com/iphone/the-first-to-buy-the-iphone/
2 Facebook Pages, My Second Million http://www.mysecondmillion.com/facebook-pages-add-content-timeline/



https://www.applegazette.com/iphone/the-first-to-buy-the-iphone/
http://www.mysecondmillion.com/facebook-pages-add-content-timeline/

Before OAuth Existed...

FindMoreContacts

@ see if more friends have joined Facebook Close

select...
Find friends in your email address book who are already  hotmail.com

. yahoo.com
Your Email:
aol.com \:
Email Password: msn.com
hotmail.co.uk
m yahoo.co.uk
yahoo.ca
We won't store your login info or contact anyone without your per live.com
comcast.net

Don't see your email in the list? If you use AIM, check ydu'rﬁﬁ Euaw List.

1 What is OAuth and Why do Companies Use It?, Cloudsponge https://www.cloudsponge.com/blog/what-is-oauth-and-why-do-companies-use-it/



https://www.cloudsponge.com/blog/what-is-oauth-and-why-do-companies-use-it/

Wait...What?




Wait...What?

World without OAuth

Access Google

using credentials

Third-party Application - User's Gmail Contacts

2
A

Google Account Share
user's email & password Google Account

with third party

user google email address

user google password

User

1 OAuth, Wikipedia https://en.wikipedia.org/wiki/OAuth



https://en.wikipedia.org/wiki/OAuth

App got full access to
Google account

User can remove the app
only with password change

Same password used
ACross services




The Inception of OAuth

Open fOAUTh 2.O|<
Problem Authorization OAuth 1.0 r;?erzzv dogs
o (OAuth) final released as
|dentified draft published RFC 5849 RFC 6749
| | | | _
I I I I i
2006 2007 2010 2012

éé

Luxury cars today come with a valet key: it’s a special key that... will not allow the car o drive more than a
mile or two. Some valet keys will not open the frunk...others will block access to your onboard cell phone
address book.

.. Theidea is very clever: you give someone limited access to your car with a special key, while using your

regular key fo unlock everything.

7

1 Explaining OAuth, Eran Hammer https://web.archive.org/web/20210920232105/https://hueniversedotcom.wordpress.com/2007/09/05/explaining-oauth/



https://web.archive.org/web/20210920232105/https:/hueniversedotcom.wordpress.com/2007/09/05/explaining-oauth/

Present Day
OAuth 2.0 is everywhere

= Microsoft | Azure Marketplace Apps Consulting Services Search Marketplace _

Browse apps Trials Operating System Publisher Pricing Model Product Type
Get Started All v Al v Al v All v All v
= O Google Workspace Marketplace Q ® @
Analytics All results
Al + Machine Learning
3= AllFilters Works with ~ Approved for you Price ~ Internal apps Azure Active Directory > Qo =5 h‘
Featured Adobe
Business Management SAP SuccessFactors Zoom Microsoft Cloud App Palo Alto Networks - Adobe Identity
Collsboration oy 50 8200 Security GlobalProtect Management (SAML)
Construction U: re AD to manage us: By Micro . L Wo Networks By Adobe lnc.
Ie access, provision user accounts, d App Adobe Identity Management
ol existing and enable single sign-on with zure AD. To
R d d f Content Management SuccessFactors subscript. Zoom. Requires up for Microsoft authenticating users to Palo Alto
ecommendeda T1or oudh Networks Globalr
=l 1 : .
Google Workspace® a4+ slack app directory | Q. search App Directory Browse Manage  Build

Get it now

Market-leading applications to help you get work done.

Staff Picks Featured

Featured

; 1@ Sheetgo
MAIL MERGE mailmeteor ) $ Enterprise-ready apps
= o
4 i for SHEETS : = i
©' Lucidchart o Mail merge 3 S 8 Working from home
yamm R )
2 for Gmail (LT LEAELE Daily Tools [
Lucidchart Yet Another Mail Merge:... Mailmeteor Sheetgo | Connect, Essential Apps : :
Lucid Software Talarian Msilmeteor Sheetgo
Collaborate on diagrams, such Send mass personalized emails Send personalized mass emails, Sheetgo connects, trans New & Noteworthy
as flowcharts, wireframes, with your Gmail™. Track each track engagement, automate fiters splts, merges Go  piilia e pote
ERDs. and more. emailin real-time from Sheets™. follow-ups, and unlock a suite... Sheets™, Excel, CSV files
Anonymous Feedback EngageWith Kudos
v by Eag ' Service Cloud for Slack
* 4.0 & 50M+ * 4.7 & 13M+ * 4.9 & 5M+ * 4.2 & 4aM+ Incognito Al Surveys, ChatGPT
App Collections
Office 365
m ™
m i (o - Google Workspace Sort by | Popularity =
: folder  Atlassian
SUPERMETRICS to shared Di :
External Collaboration A... . . _ o
. L Google Drive Get notifications about Google Drive files within Slack >
Miro DocuSign eSignature fo... Supermetrics Folgo for Google Di Working from home
Miro DocusSign Supermetrics Scriptit
Miro s the online workspace for Send email attachments, upload Move your Facebook Ads. Bulk actions in Google D SNOTCULS
innovation — together. documents, and sign Google™, LinkedIn and other Copy, transfer, inspect, r n Zoom Easily start a Zoom video meeting directly from Slack. >
agreements with the DocuSig.. marketing data directly to... folders (with subfolders  YVOTKflows

Salesforce for Slack
E Google Calendar See your schedule, respond to invites, and get event updates. >

1 Google Workspace Marketplace, Google https://workspace.google.com/marketplace
2 The App Directory, Slack https://slack.com/apps/category/AtOEFWTR6D-featured
3 The Azure Marketplace, Microsoft https://azuremarketplace.microsoft.com/en-us/marketplace/apps/category/azure-active-directory-apps



https://workspace.google.com/marketplace
https://slack.com/apps/category/At0EFWTR6D-featured
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/category/azure-active-directory-apps

The OAuth 2.0 Framework Puzzle

GO gle user@gmail.com «

2 N/

~ Example App would like to:
Token < PP

; View your basic profile info

; View your email address

Onc€fien¢ Kode
B R e e e e e o

can change this and other Account Permissions at any time.

Client 1D — m

Secret value Permission List

Vikram

User gets consent screen



OAuth

2.0: The Missing Pieces

1. App registration process

2. Theuser’s app management features

|

~ Client ID
Secretf value

When registeringV@ €lient, the client dewveloper SHALL:

e

o

specify the client type as descrdbed in 1 2.1,

provide its client redirecticn URIs as described in Section 3.1.2,
and

include any other information required by the authorization serwver
(e.g., application name, website, description, logo image, the
acceptance of legal terms).




Missing piece #1:
Google’s App Registration Process

= Google Cloud & My GCP Project = | Search (/) for r
API APIs & Services Edit app registration

<3 Enabled APIs & services @ OAuthconsentscreen — @) Scopes — €) Testusers — @ Sul
= b Library .
O Credential i i O
1. Registering for Google Cloud e App intormation
iz OAuth consent screen This shows in the consent screen, and helps end users know who you are and contact |

you
Platform (GCP) e _

Credentials + CREATE CREDENTIALS @ DELETE «~ RESTORE DELETED CREDENTIALS

APl key

Create credentials to ac  |dentifies your project using a simple API key to check quota and access

2. Creatinga GCP project

OAuth client ID
API KEYS Reguests user consent so your app can access the user's data

3. Settingup the consent screen O Meme  Service account

. Enables server-to-server, app-level authentication using robot accounts
Mo API keys to displa

4. Retrieve Client ID + Secret Authe 0 cliany P TEChO0Se

Asks a few questions to help you decide which type of credential to use
O Name Creation date
O Ohuth client ID Jun 27,2023

Provide users a link fo your home page

Application privacy policy link

<l Provide users a link to your public privacy policy



Missing piece #2:
Google’s 3rd-Party App Management for users

¢ Third-party apps & services 8

1. A designated settings page

Keep track of your connections

2 . N O O'I' h e r pl O Ce 'I'O m O n O g e O p pS You shared data with these third-party apps and services. Learn more

3. Gothis page for your own account  mtotaisppsssenices Q seaenoyame

Filter by: ()

Sign in with Google (14) Access to (14) «

Al Mail Assistant - ChatGPT™ for Gmail™ >
ﬂﬁ Automagical Forms Al Mail Assistant - ChatGPT™ for Gmail™ has some access to your Google
Account

iﬂi\ BEE Templates for Gr To use some Al Mail Assistant - ChatGPT™ for Gmail™ features, you gave Al Mail Assistant - ChatGPT™ for Gmail™ some ac-

el cess to your Google Account. This access might include sensitive info

D DocHub for Gmail ® See your profile info

M View your email messages when the add-on is running
M Run as a Gmail add-on
+2 more

i

1 Manage third-party apps, Google https://support.google.com/accounts/answer/3466521

See details

H Delete all connections you have with Al Mail Assistant - ChatGPT™ for Gmail™

You can delete the access you've given to Al Mail Assistant - ChatGPT™ for Gmail™ and Google



https://support.google.com/accounts/answer/3466521?hl=en

Enter: The Ghost Token Vulnerability

App name Type D

515826536802-0cofbgkevirbmfug7atts3antt Web 515826536802-0cofbgkevirdbmfug7atib3..

Google

When a Client |ID is deleted: Authorization Error

Error 401: deleted_client

The OAuth client was deleted.

*  Name becomes Client ID
«  Client ID cannot be used

- Tokens stopped working
- App disappears from users’ management page

1 Ghost Token, Astrix Security https://astrix.security/ghosttoken-exploiting-gcp-application-infrastructure-to-create-invisible-unremovable-trojan-app-on-google-accounts/



https://astrix.security/ghosttoken-exploiting-gcp-application-infrastructure-to-create-invisible-unremovable-trojan-app-on-google-accounts/

What would happen if we
deleted the GCP project?



Ghost Token:

Deleting the GCP project oW

Shut down project "My GCP Project"

Project is now “Pending Deletion” = Google Cloud . Tosvo
Client ID cannot be used < Resources pending deletion RESTORE
Tokens stopped working - - sl

 App disappears from users’ 0 % MyooPPoject  projects/mygopproject301107
management page Prise

CANCEL SHUT DOWN ANYWAY



ypen If we
project?




Ghost Token:
Restoring the GCP project

Evil Ann

When project is deleted:
User can’t see the app anymore

-4

When project is restored:
The token works again

Ghost Token



Choose an account

to continue to Totally Innocent App

Victim Account

(& Use another account




S O @l ghost.requestcatcher.com

request catcher

YIARAAGAMSNWF-L9IrxpZv1iPz3AZdUKNM

Shut down project "Malicious-app'

Shutting down this project will immediately:
Stop all traffic and billing.
Start deleting resources.
Schedule the final deletion of the project after 30 days.
Block your access to the project.

Notify the owner of the project.

ear re about the shutdown process. [

To shut down project "Malicious-app”, type the project 1D: malicious-app-382606

< Resources pending deletion

malicious-app-38

CANCEL SHUT DOW I"!l-ﬁl]N YWAY




< Apps with access to your account

Third-party apps with account access

Any.de Gmail Add-on

CloudConvert

Data connector for Zendesk

Form Motifications

Google Analytics

Mergo 1

Pear Deck

Publigo 1

ZIP Extractor




-

< Resources pending deletion RESTORE

O MName

D

D :- Malicious-app projects/malicious-app-382606

Shut down project "Malicious-app”

Shutting down this project will immediately:

Stop all traffic and billing.

Start deleting resources.

Schedule the final deletion of the project after 30 days.
Block your access to the project.

Notify the owner of the project.

Leam more about the shutdown process. (2

To shut down project "Malicious-app’, type the project ID: malicious-app-382606

Project ID *
[ malicious-app-382606|

CANCEL SHUT DOW@NVWAY




Ghost Token: Takeaways

6"' Ghost Token’s threat potential

é’} OAuth implementation mistake

Ak

>'< Bug hunting heaven



A vision for OAuth 3.07?

5 e, S

Third-party apps User management Update OAuth's

registration and audit of apps orotocols
consolidation




Thank you!
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