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whoami

• Tom Pohl @tompohl

• Pentest Team Manager, LMG Security
• Won CTF competitions at:

• DEFCON

• BSidesLV

• THOTCON

• 2 x Wild West Hackin’ Fest

• 3 x Circle City Con

• An Evil Twin (Hi, Andy!)

Hard at work!
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Special Thanks!

• Nick Starke – My partner in crime 
(thought crimes) and why I even 
started looking for private keys

• Sherri Davidoff, my wife – this talk 
wouldn’t have existed if it wasn’t 
for her support and urging me to 
create it.
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Roadmap

• How this started
• Netgear
• Fortinet
• Dell Compellent
• Recommendations
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Why Should We Care About Private Keys?

• Private key exposure isn’t 
the new sexy vulnerability
• It’s also a hard software 

development problem 
• In the real world..

- Hackers take the easy path
- Often way easier than a CTF
• We need to raise awareness! “So in war, the way is to avoid what is 

strong, and strike at what is weak” – 
Sun Tzu, The Art of War
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Once Upon a Time…

• In January 2020…
• My buddy Nick Starke reached out
• He was angry at Netgear
• Reported a bunch of bugs through bug bounty program
• They were trying to combine all the bugs into an 

arbitrary "systemic issue" 
- Basically, screw him out of money

• I said: “Let’s go find something to hack on, then”
• He said, “What should we hack on?”
• (the answer is obvious)
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Hint: Netgear

• Let’s go pull down firmware
• See what we find!
• After just a few firmware 

downloads…

We found TWO different CA-
blessed public certificates with 
the corresponding PRIVATE keys

routerlogin.net (Entrust)
and 
mini-app.funjsq.com (COMODO)
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Proof that We Have the Private Keys 

• Here we’re using a CA-
signed private key 

• Created our own trusted 
web page

• routerlogin.net (Entrust)
• (Note: I control the DNS)
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If I Were An Attacker (Which I Am, Professionally)…

• I would sit in a coffeeshop
- Set up a fake DNS server
- Force people to go to routerlogin.net
• (since I have the private key to this site)
• Looks legit!

- If they have saved creds from logging into their router, 
they will give them to me!

- This works anywhere I can poison DNS

• If remote administration is enabled, log in remotely 
and manage their network for them
• Target users for credential stuffing (due to password 

re-use)
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We Tried to Tell Netgear

• Jan 14 2020 - Initial discovery
• Jan 14, 2020 – Sent a DM to Netgear on 

Twitter to establish communications
• Jan 15, 2020 – Reached out to Bugcrowd to 

attempt to establish communications
• Jan 16, 2020 – Bugcrowd responds and says 

we must submit through their bug bounty 
program. Refuses to accept information 
about the issue outside of this.
- We’re not interested. Here’s why… 

See Nick’s writeup: https://gist.github.com/nstarke/a611a19aab433555e91c656fe1f030a9

https://gist.github.com/nstarke/a611a19aab433555e91c656fe1f030a9
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The Insidious “Responsible Disclosure”

• They don’t have to fix it
- They’ll pay you hush money
- And then you can’t say anything

• We didn’t take Netgear’s money
- “Coordinated disclosure”

• Netgear wouldn’t talk to us without 
going through the bug bounty program 
(which would force us to sign away our 
right to disclose)
• So we gave up and publicly disclosed

- Then they came up with a fix within a 
few days!

Netgear

“Bug Bounty Programs are Being Used to 
Buy Silence” – Bruce Schneier, April 3, 2020
https://www.schneier.com/blog/archives/2020/04/bug_bounty_prog.html
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What Did We Learn from Netgear?

• Private keys can be 
trivially found
• We started to wonder…
• Where else might we 

find private keys?
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What Else Might Have Private Keys?

• Let’s look!
• I was a Fortinet customer at the time
• Decided to download the latest version 

of our FortiOS that our firewalls used
• Just take a little look to see what’s in 

there
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Inside the Firmware…

XZ compressed data you say …
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What Happens When You Try to Decompress?
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Strange Things are Afoot at the Circle K^W^W^W Fortinet

• But it’s not really corrupt…
• It’s a brand new firmware downloaded 

directly from Fortinet
• I intentionally downloaded the x86 64-

bit version of their firmware
• They had binaries on the firmware
• Could run them when I created my 

own chroot environment
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How to Extract the “Corrupt” files …

Since I downloaded the x86-64 VM, I can use the binaries in the firmware to extract / decompress the files

# cd ~/fortinet2020/rootfs_dir
# ls -l sbin
total 176
-rwxr-xr-x 1 root root  22936 Jul 19 07:47 ftar
-rwxr-xr-x 1 root root  10888 Jul 19 07:47 init
-rwxr-xr-x 1 root root 141832 Jul 19 07:47 xz
# ldd sbin/ftar
 linux-vdso.so.1 (0x00007fff719a4000)
 libm.so.6 => /lib/x86_64-linux-gnu/libm.so.6 (0x00007f9e02845000)
 libc.so.6 => /lib/x86_64-linux-gnu/libc.so.6 (0x00007f9e02653000)
 /fortidev/lib/x86_64-linux-gnu/ld-linux-x86-64.so.2 => /lib64/ld-linux-x86-64.so.2 (0x00007f9e029b5000)
# ldd sbin/xz
 linux-vdso.so.1 (0x00007ffd53392000)
 libm.so.6 => /lib/x86_64-linux-gnu/libm.so.6 (0x00007fd61ac8f000)
 libc.so.6 => /lib/x86_64-linux-gnu/libc.so.6 (0x00007fd61aa9d000)
 /fortidev/lib/x86_64-linux-gnu/ld-linux-x86-64.so.2 => /lib64/ld-linux-x86-64.so.2 (0x00007fd61adff000)
# sbin/xz -d bin.tar.xz
-bash: sbin/xz: No such file or directory

# chroot /root/fortinet2020/rootfs_dir/ sbin/xz -d bin.tar.xz
# chroot /root/fortinet2020/rootfs_dir/ sbin/ftar -xf bin.tar
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Let’s Go Exploring!

• Now I go look for private keys again
• Same technique as before

• TWO different CA-blessed public 
certificates with the corresponding 
PRIVATE keys

• But this time…
• Apple (APNS)
• Google (GCM)
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Here’s the Apple Certificate

# openssl x509 -in  apn-dis-cert.pem -text -noout
Certificate:
    Data:
        Version: 3 (0x2)
        Serial Number: 197504354987856146 (0x2bdad2a18a4d112)
        Signature Algorithm: sha256WithRSAEncryption
        Issuer: C = US, O = Apple Inc., OU = Apple Worldwide Developer Relations, CN = Apple 
Worldwide Developer Relations Certification Authority
        Validity
            Not Before: Aug 29 22:38:56 2019 GMT
            Not After : Sep 27 22:38:56 2020 GMT
        Subject: UID = FortiToken-Mobile, CN = Apple Push Services: FortiToken-Mobile, OU = 
AH4XFXJ7DK, O = "Fortinet, Inc", C = US
        Subject Public Key Info:
            Public Key Algorithm: rsaEncryption
                RSA Public-Key: (2048 bit)
                Modulus:
                    00:a4:b0:aa:49:8b:da:cb:1b:65:4b:2f:2b:bf:9d:
                    e4:43:87:07:28:b3:c8:68:84:ce:85:46:14:7f:07:
                    b2:e7:7b:f5:9b:3f:d9:c1:1b:14:65:02:bf:3b:ca:
                    5c:28:20:ba:19:e7:38:ed:58:38:2f:e5:58:3e:17:
                    0c:c5:63:96:53:27:1d:5c:17:80:8a:23:43:a1:e8:
                    b4:6f:aa:d5:bf:df:2b:0d:5f:72:08:81:34:ef:31:
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I Have the Private Key!

# openssl x509 -noout -modulus -in apn-dis-cert.pem | openssl md5
(stdin)= 059b3ab6983af4509a8e09886f1a03e1

• The Apple certificate:

• Corresponding Private Key:

# openssl rsa -noout -modulus -in apn-dis-key.pem | openssl md5
(stdin)= 059b3ab6983af4509a8e09886f1a03e1

It’s a Match!
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If I Were An Attacker…

• According to Fortinet, these keys are 
“used to establish secure 
communication with both Apple 
Push Notification and Google Cloud 
Messaging services”
• Does this mean I could send push 

notifications to Fortinet users as 
Fortinet?
• (At this point, I decided to report to 

Fortinet)
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Reporting to Fortinet

• 1/28/2020: Reported to their Product Security Incident Response Team via email
• 1/28/2020: Emailed Apple to report
• 1/29/2020: Apple quick response asking me to provide the certificate for revocation
• 1/29/2020: Fortinet responded after some hiccups with their GPG encrypted email
• 1/31/2020: As requested by Apple, I sent the certificate 
• 2/5/2020: Fortinet said it would be fixed in an upcoming release. 

- Assigned CVE-2020-6645

• 4/20/2020: Fix probably coming in FortiOS 6.4.1 and asked me to wait to disclose
• 4/20/2020: I agreed!
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The Big Wait
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Three Years Later…

https://www.fortiguard.com/psirt/FG-IR-20-014

https://www.fortiguard.com/psirt/FG-IR-20-014
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But Wait… It’s Not Over Yet

• We were on an external penetration test
• Target had a Fortinet firewall w/ VPN
• Password-guessing attacks worked!

- But MFA was turned on 

• Could we bypass the MFA somehow?
• Decided to download the firmware to inspect
• …And that was when I found the FIX to the 

original issue
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The Forti-Fix

• Spelunking through the massive init file in 
Fortinet firmware…
• Discovered a URL for doing push notifications - 

productapi.fortinet.com
• The URL required a client certificate 

• Found a certificate with the 
corresponding PRIVATE key

• But this time…
• Fortinet-issued certificate

• We validated that this was a client 
certificate to talk to the Fortinet 
endpoint that sends push notification
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We Oh for Forti-Sake
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The New Found Key Works …

# curl -vk https://productapi.fortinet.com --cert fgt.crt --key fgt.key
*   Trying 209.52.38.133:443...
* TCP_NODELAY set
* Connected to productapi.fortinet.com (209.52.38.133) port 443 (#0)
…
* Server certificate:
*  subject: C=US; ST=California; L=Sunnyvale; O=Fortinet; OU=MIS; CN=productapi.fortinet.com; emailAddress=support@fortinet.com
*  start date: May  1 16:53:32 2023 GMT
*  expire date: Apr 30 16:53:32 2024 GMT
*  issuer: C=US; ST=California; L=Sunnyvale; O=Fortinet; OU=Certificate Authority; CN=support; emailAddress=support@fortinet.com
*  SSL certificate verify result: self signed certificate in certificate chain (19), continuing anyway.
* Using HTTP2, server supports multi-use
* Connection state changed (HTTP/2 confirmed)
* Copying HTTP/2 data in stream buffer to connection buffer after upgrade: len=0
* Using Stream ID: 1 (easy handle 0x55a049a71300)
> GET / HTTP/2
> Host: productapi.fortinet.com
> user-agent: curl/7.68.0
> accept: */*

• I didn’t get a chance to play 
with it any more to see if 
there’s other authentication 
methods in play (let’s hope!)
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What Did We Learn from Fortinet?

• Private keys are 
everywhere
• Manufacturers may not 

prioritize this type of 
issue
• It’s an ARCHITECTURAL 

issue (not easy to fix)
• Can take a really long 

time to address
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We Kept Finding Private Keys

• They are very useful on pentests!
• Fast forward to April 2023
• My team was conducting an internal penetration test

- Our computer was plugged into the equivalent of a 
conference room

- No corporate user ID or password

• Scanned the network
• Conducted a password-guessing attack
• Logged into an SSH server

- Can you guess the password?

admin/admin
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Exploring the Mystery Device

• Linux-based machine
• Running some Java
• Found some properties files that had user 

creds to the vCenter environment
- They were encrypted

• How can we decrypt them?
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Looking Through Running Processes

• Discovered where the software was that reads/writes configs

The directory of the Dell Compellent software
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Found a Properties File With Credentials(?!)
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Let’s Find The Key!  

Step 1 - Find the software that can read/write the config
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Let’s Find the Key!

• Step 2 - Unzip the Jar file
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Let’s Find the Key!

Java decompiler: https://www.benf.org/other/cfr/cfr-0.152.jar

• Step 3: Download a decompiler

• Step 4: Decompile classes until you find the key! (I found it on my first try)

https://www.benf.org/other/cfr/cfr-0.152.jar
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Decompiled the Software and Found…

• A static AES key 
• Used it to decrypt the admin 

credentials to the vCenter server
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With the AES Key – we recovered the vCenter creds



©LMG Security 2023. All rights reserved. | www.LMGsecurity.com  | 39

Attackers Don’t Break in, They Login
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Game Over!

• Normally, we’d snapshot a domain controller and forensically recover the 
NTDS.dit…
- But we didn’t have to!

• While my team was looking through vCenter consoles…
• I found the Certificate Authority (testing with certipy)

- Network admin got an alert

• One of their admins logged in to see what was going on
- And then walked away
- Left the console unlocked

• My team saw and quickly added a domain admin account
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The Same Key Is Used for Every Customer!

• Two ways to exploit this:
1. Default credentials – password-guessing 

attack
2. User with any level of access to Dell 

Storage Compellent Integration Tools for 
VMware can escalate privileges and take 
over vCenter  

• Think: insider threat or low-level 
compromise
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Reported to Dell

• 4/11/2023 – Emailed  Dell w/ 90-day disclosure deadline
• 4/14/2023 – Explained that I’m NOT a customer and I can’t open a support ticket 
• 5/11/2023 – Dell responded

- They said “not a problem” – default creds

• 5/13/2023 – I responded explaining the situation a little more
- Talked about segregation of duties and all levels of access could perform the attack

• 6/29/2023 – Got an update
- They’re fixing it!
- In November
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There are LOTS More Private Keys Out There

•WAY more than this
- Remote login apps
- Routers
- Cameras
- Printers (see my talk “How I Met Your 

Printer”)
• https://www.youtube.com/watch?v=xaCiIyQ5QXM

- & more
• This is a systemic problem!

https://www.youtube.com/watch?v=xaCiIyQ5QXM
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Recommendations

1. Firmware and software developers need to remove private keys and 
encryption keys from their firmware and software binaries

2. Regular security audits and testing should be done to check for 
hidden secrets

3. Coordinated disclosure programs should be adopted by companies 
to allow for responsible disclosure of vulnerabilities without the 
need for public releases
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• Tom Pohl, Pentest Team Manager
• info@LMGsecurity.com
• @tompohl
• tompohl@infosec.exchange
• Find me on 

Questions?

mailto:info@LMGsecurity.com
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1-855-LMG-8855 info@LMGsecurity.com

Please contact us any time you have a question or need additional support.


