
 

Snoop unto them
as they snoop unto us
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Yo!

● Alan Meekins
– nullagent
– Aka: sevenbitbyte
– https://www.nullagent.com

● Co-Speakers
– rekcahdam
– 5@\/@g3

https://www.nullagent.com/
https://www.rekcahdam.com/
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About - nullagent
● Robotics Clouds
● Embedded Systems
● Linux
● Digital Communications
● Previous Work:

– Microsoft FTE
– Disney
– Walmart
– European Space Agency
– Oil & Gas

● Founder of Dataparty

https://dataparty.xyz

https://dataparty.xyz/
https://dataparty.xyz/
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No Knock Raids

Breonna Taylor 
(2017)

Jason Kloepfer 
(2022)

Matthew 
Stewart(2011)

Jose Guerena 
(2011)



 

WWLND
 



 

WWLND
 What Would Lord Nikon Do



The boys in blue?





RTFM



RTFM



RTFM



RTFM



RTFM



The boys in BLE
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Hack the Planet

● "Basics of Breaking BLE" 
– Freqy (@FreqyXin, DC29)

● “Handoff All Your Privacy”
– Jeremy Martin et al. (2019)

● “You better secure your BLE devices”
– Damien Cauquil (@virtualabs, DC26)

● “I know what you did last summer”
– Mike Spicer (@d4rkm4tter, DC27)
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What’s in a BLE broadcast?
● MAC Address
● Manufacturer Data
● Services
● Product
● Company
● Localname
● RSSI
● URI
● Additional GAP fields
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Determining Fingerprint

● Custom GAP parsing
● Wigle’d

– wigle.net
● Built rfparty.xyz

– Open Source
● Decompiled Apps

https://wigle.net/
https://rfparty.xyz/


RTFM
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What is Axon Signal?

● Architecture
● Devices it is deployed on
● How it works
● Where is it used?
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RTFM - OUI

● 00:25:DF
● Registered 2010
● Taser International 

Inc.
● Block size 2^24

– 16 Million
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Prevalent broadcast protocols

● COVID exposure tracking
● Apple continuity
● DroneID
● Axon Signal
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Demo - Wigle
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Demo - rfparty
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What does this enable?

● Axon Signal
– Proof of Body Cam
– Cop Alert
– Identify Specific Cops
– Body Cam Prevalence

● rfparty
– Product Market Research
– BLE Vulnerability Alerts
– Devices following you
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Tools
● PDF Viewer
● OUI Database

– maclookup.app
– ouilookup.com

● Wigle.net
● nRF Connect
● rfparty.xyz

– Android
– Mac, Linux, Windows
– Open Hardware coming soon!

https://maclookup.app/
https://ouilookup.com/
https://wigle.net/
https://rfparty.xyz/


 

Party On!
https://blog.dataparty.xyz/snoop-unto-them

https://blog.dataparty.xyz/snoop-unto-them
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